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Introduction

1.1

1.2

1.3

Introduction

Validity of documentation
This documentation is valid for the product PDP67 PN 8FDIO 4I0LS from Version HW 1.0,

FW1.0.0.

This operating manual explains the function and operation, describes the installation and
provides guidelines on how to connect the product.

Using the documentation

This document is intended for instruction. Only install and commission the product if you
have read and understood this document. The document should be retained for future ref-

erence.

Definition of symbols

Information that is particularly important is identified as follows:

@ b b P

DANGER!

This warning must be heeded! It warns of a hazardous situation that poses
an immediate threat of serious injury and death and indicates preventive
measures that can be taken.

WARNING!

This warning must be heeded! It warns of a hazardous situation that could
lead to serious injury and death and indicates preventive measures that can
be taken.

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus
material damage, and also provides information on preventive measures
that can be taken.

NOTICE

This describes a situation in which the product or devices could be dam-
aged and also provides information on preventive measures that can be
taken. It also highlights areas within the text that are of particular import-
ance.
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Introduction

® INFORMATION
1 This gives advice on applications and provides information on special fea-
tures.
1.4 Symbols used on the product
Caution hot surfaces
This symbol indicates that the product may be hot. Only
touch the product using suitable protective measures
(e.g. wear protective gloves).
1.5 Abbreviations used
Pl Process image of inputs
PI1O Process image of outputs
IOL Standard 10-Link
IOLS [O-Link Safety
IOLD [O-Link Device
IODD IO Device Description, electronic device description of an 10-Link
Device
PQl Port Qualifier Information
DIO (SIO Mode) | Digital Input Output (SIO Mode)
(SIO Mode) = Operating mode of an IO-Link port in compliance with
the digital inputs and outputs defined in IEC 61131-2.
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Overview

2.1

Overview

Product features
Application of the product PDP67 PN 8FDIO 4IOLS:

Device with 10 ports and I0-Link Safety ports for use in a rugged industrial environment up
to protection type IP69K, to connect the system to PROFINET with PROFIsafe profile.

The product has the following features:
» PROFINET interface with PROFIsafe profile
» PROFINET Conformance Class C
» Supports IRT/ RT
) Data set I1&M 0-4
» Shared Device
> MRP
» Web application with the following functions:
— Display device information
— Display diagnostics
— Display and configure network settings
— Perform a wiring test
— Perform a firmware update

» Optional PDP67 removable data medium for a microSD card to store the device project
and naming data

» Reset button
— For original reset
— For warm reset
— For bootloader mode (a firmware update can be performed)

— To transfer the naming data and/or device project from the microSD card to the
device memory

» LEDs for:
— Switch status per input/output
— |0-Link communication display

— Device status display
» LEDs for:

— PROFINET status
— PROFIsafe status

10 ports

» Up to 8 type 1/3 FS inputs in accordance with IEC 61131-2 distributed over 4 ports (X01
... X04) when ports are configured as FS inputs (default configuration)
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Overview

» Up to 8 1-pole digital FS outputs distributed over 4 ports (X01 ... X04) when ports are
configured as FS outputs

» Up to 8 1-pole ST outputs distributed over 4 ports (X01 ... X04) when ports are con-
figured as ST outputs

» Properties of FS inputs:
— Configurable input filter time: 0 ... 10.0 ms
— Configurable pulse stretching: 0 ... 255 ms
— Configurable discrepancy monitoring 10 ... 30000 ms
— Configurable switch-on delay time 0 ... 5000 ms
— Configurable bounce monitoring time 1 ... 30 s
» Properties of test pulse outputs:
— Current load capacity: 0.5 A
— Semiconductor technology
— Overload-proof
— Configurable max. test pulse duration: 0.3 ... 10.0 ms
— Short circuit proof
— Can be configured either as:
Test pulse outputs (default configuration)
ST outputs
Voltage outputs (24 VDC)

Switched-off outputs (HiZ)
» Properties of ST outputs:

— Current load capacity per output: 0.5 A
— Semiconductor technology
— 1-pole
— Positive-switching
— Short circuit proof
» Properties of 1-pole FS outputs:
— Current load capacity per output: 2 A
— Semiconductor technology
— 1-pole
— Positive-switching
— Short circuit proof
— Overload-proof
— Configurable switch-off delay
— Configurable on/off tests

— Configurable repetition time of the on tests
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Overview

10-Link Safety ports

» 10-Link Master in accordance with the specification "lO-Link Interface and System V1.1.3"
I0-Link Safety in accordance with the specification "|O-Link Safety System Extensions
V1.1.4 (issued June 2024)"

> 4 10-Link (Safety) ports (X05 ... X08) for connecting 4 10-Link (Safety) devices or 4
sensors / 4 actuators respectively

» Voltage outputs L+/L- for sensor and actuator supply
» Supported transmission rates:
— COM1 (4.8 kBd)
— COM2 (38.4 kBd)
— COM3 (230.4 kBd)
» Up to 32 bytes of process data per port
» Device configuration saved in the master
» The following IO-Link operating modes [ 21] are supported

NOTICE
Up to 25 Bytes of safe process data can be transferred with IO-Link Safety.

Ensure that the higher level controller (PROFIsafe F-Host) supports the
transfer of at least as many "Bytes of safe process data" as the |O-Link
Device with the most safe process data.
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2.2 Front view
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Fig.. PDP67 PN 8FDIO 4I0LS
Legend
1 Hybrid ports X01, X02, X03, X04
» FDIO type: 2 FS inputs or 2 FS outputs, 1-pole
» SDO type: 2 ST outputs
2 Ports X05, X06, X07, X08
> IOLS type: IO-Link Safety port
3 Ports X21, X22
» ETHO / ETH1 type: Fieldbus interface for PROFINET with PROFIsafe profile
4 Port X31

» PWR type: Supply voltage connection
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Overview

5 Port X32
» PWR type: Connection for forwarding the supply voltage

6 Functional earth connection
7 Status LEDs
8 Product name
9 Field for MAC address
10 Reset button
11 Field for year of manufacture
12 Field for 2D code 11x2.5 mm
13 Field for serial number
14 Connection for PDP67 removable data medium
15 Field for 2D code 5x5 mm
16 Order number

2.3 Scope of supply

» PDP67 device PDP67 PN 8FDIO 4I0LS with:
— End cap for the PDP67 removable data medium connection (installed)
— End cap for the reset button (installed)
— 2 x M4 locking washers for the functional earth (installed)
— 1 x M4 screw for the functional earth (installed)
— Grounding strap (enclosed)

— Protective sleeve (for safety during transportation) for connector X31 (installed)
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Safety

3.1

Safety

Intended use

The device PDP67 PN 8FDIO 410LS is suitable for use in a rugged industrial environment
up to protection type IP67/IP69K. It may not be used in a potentially explosive area.

Protection type IP65/IP67/IP69K is only guaranteed when the following conditions are met:
» The housing is not damaged.

» Open plugs/sockets are closed using circular connectors or end caps (the circular con-
nectors/end caps must conform to the corresponding IP class).

» The circular connectors or end caps are tightened with the specified torque.
The device is intended for use in
» Safety-related applications with
— PROFINET with PROFlsafe profile
— 10-Link sensors and actuators with |0-Link Safety
» Non-safety-related applications with
— PROFINET
— 10-Link sensors and actuators
For safety-related applications with 10-Link, the following must be guaranteed:

» The IO-Link Safety port must be operated in the operating mode 10-Link Safetycom (see
IO-Link Safety port configuration [@ 60]).

» The connected 10-Link device (sensor or actuator) must support 10-Link Safety.

Intended use includes making the electrical installation EMC-compliant. The device is de-
signed for use in an industrial environment. Interference may occur if used within a do-
mestic environment.

The following is deemed improper use in particular

» Any component, technical or electrical modification to the device,

» Use of the device outside the areas described in this operating manual,
» Any use of the device that is not in accordance with the technical details.

The product PDP67 PN 8FDIO 4I0LS may only be used in applications where the de-ener-
gised state represents the safe state.

With reference to the standard IEC 61131-2 the values stated in the technical details for
ambient temperature are reduced at heights >2000 m operating height above sea level
(see Supplementary data [ 144]).

Guidelines for UL approval

UL Markings

» If the equipment is used in a manner not specified by the manufacturer, the protection
provided by the equipment may be impaired.

» Only for use in LAN, not for connection to telecommunication circuits.
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Safety

3.1.1

3.2

3.3

3.3.1

3.3.2

3.3.3

Third-party manufacturer licence information

The product contains open source software, whose terms of use could further limit the
product’s application area. It is essential that you observe the third-party manufacturer li-
cence information.

More detailed information is available by calling up the menu Support — Third-party man-
ufacturer licences in the web application of the PDP67 PN 8FDIO 4I0LS.

Excluded environmental conditions

» Water or fluids with more stringent conditions than IP65/IP67/IP69K
» Chemicals

» Harmful substances

» Vandalism

Safety regulations

Safety assessment

Before using a device, a safety assessment in accordance with the Machinery Directive is
required.

The product as an individual component fulfils the functional safety requirements in accord-
ance with EN ISO 13849 and EN IEC 62061. However, this does not guarantee the func-
tional safety of the overall plant/machine. To achieve the relevant safety level of the overall
plant/machine’s required safety functions, each safety function needs to be considered sep-
arately.

Use of qualified personnel

The products may only be assembled, installed, programmed, commissioned, operated, de-
commissioned and maintained by persons who are competent to do so.

A competent person is a qualified and knowledgeable person who, because of their train-
ing, experience and current professional activity, has the specialist knowledge required. In
order to inspect, assess and handle products, devices, systems, plant and machinery, this
person must be familiar with the state of the art and the applicable national, European and
international laws, directives and standards.

It is the company’s responsibility only to employ personnel who
» Are familiar with the basic regulations concerning health and safety / accident prevention,
» Have read and understood the information provided in the section entitled Safety

» Have a good knowledge of the generic and specialist standards applicable to the specific
application.

Warranty and liability
All claims to warranty and liability will be rendered invalid if:
» The product was used contrary to the purpose for which it is intended

» Damage can be attributed to not having followed the guidelines in the manual or
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Safety

» Operating personnel are not suitably trained.

3.34 Disposal

» In safety-related applications, please comply with the mission time T, stated in the safety-
related characteristic data.

» When decommissioning, please comply with local regulations regarding the disposal of
electronic devices (e.g. Electrical and Electronic Equipment Act).

3.4 System requirements

INFORMATION
The device is supported by
» PASconfig from version 6.1.0

— We recommend that you always use the latest version (download
from www.pilz.com).
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Security

4 Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to
implement (and continuously maintain) an overall industrial security concept that is state of
the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan
the security measures with care. If necessary, seek advice from Pilz Customer Support.

4.1 Implemented security measures
The web application is protected against unauthorised access by a password prompt.
The password is saved in an encrypted format.

If a password is changed, you will be prompted to enter the old password for authentica-
tion.

A user will automatically be logged out of the web application after 10 minutes of inactiv-
ity.

Defend against CSRF attacks (Cross-Site Request Forgery) by assigning a unique token
to a session.

No firmware downgrades are allowed. This prevents outdated firmware with vulnerabilit-
ies from being loaded onto the product.

The firmware is signed.

Security entries are displayed in the diagnostics (e.g. login/logout, password changes...).

4.2 Required security measures

The configuration computer that accesses the product has to be protected from attacks
by a firewall or other suitable measures. We recommend that a virus scanner is used on
this configuration computer and updated regularly.

If necessary, protect the configuration computer and the product from unauthorised use
by assigning passwords and taking further measures if required. We also recommend
that the user logged on to this configuration computer does not have administrator rights.

Protect the product from unauthorised data exchange via the network by using a firewall
or providing other appropriate measures. Only allow the data exchange that’s required for
the application. Any data exchange that is not required for the application must be pre-
vented by the firewall.

Only assign strong passwords and handle the passwords carefully. Be guided by gener-
ally accepted guidelines such as NIST 800-63b for example.

As soon as possible, install firmware updates that Pilz provides for the product.

Log data may contain personal data. Only store exported logs on a storage medium that
is adequately protected.

Use only one USB memory from a secure source. A manipulated USB memory could
compromise the system.

Only use SNTP Servers (Simple Network Time Protocol) from a secure source to receive
the time/date. A manipulated SNTP Server could compromise the system.

Only use I0DDs from a secure source (e.g. the website www.io-link.com, or the website
of the company supplying the IO-Link Device).
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Security

» Before disposal, the product must be safely decommissioned. To do this, all the data
must be deleted from the device.

— Set the configuration back to its default settings or delete the configuration.
— Switch off the product.

— If the product includes a removable data medium, remove it and format it at the com-
puter. Do not carry out a quick formatting. Alternatively, you can use a program to
safely delete data or destroy the memory mechanically.

Company firewall Machine firewall

Machine network ]

Product

Configuration computer

Fig.: Example network topology

» Note the network data [@ 143] for risk analysis and the security measures.
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|O-Link/10-Link Safety basics

I0-Link/IO-Link Safety basics

IO-Link Safety is based on |O-Link technology, standardised in IEC 61131-9. It specifies a
single-drop digital interface (SDCI) for sensors, actuators and mechatronics. It extends the
traditional switching inputs and outputs, as defined in IEC 61131-2, to include a point-to-
point communication connection using coded switching.

IO-Link Safety is an extension of 10-Link. It provides an additional safety communication
layer on both the master and device side, which therefore become the "IOLS Master" and
"IOLS Device".

Further information on 10-Link and 10-Link Safety is available at www.io-link.com.

5.1 10-Link basics
5.1.1 10-Link overview
An |O-Link system basically consists of the following components:
» 10-Link Master
The 10-Link Master establishes the connection between the 10-Link Devices and the
automation system. As part of a peripheral system, the 10-Link Master is installed either
in the control cabinet or as remote /O, with protection type IP65/67/69K, directly in the
field. The 10-Link Master communicates via various fieldbuses or product-specific back-
plane buses. An IO-Link Master can have several |O-Link ports (channels). An 10-Link
Device can be connected to each port (point-to-point communication). 10-Link is therefore
a point-to-point communication and not a fieldbus.
» 10-Link Device
e.g. sensors, RFID readers, valves, motor starters, |O modules
» Unshielded 3- or 5-wire standard cables (connection of devices to Master max. 20 m)
M12 plug-in connectors, among others, are defined for the connection technology.
Sensors usually have a 4-pin connector and actuators a 5-pin connector.
» Engineering tool for IO-Link configuration and parameter setting
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5.1.2 10-Link interface
IO-Link is a serial, bidirectional point-to-point connection for signal transmission and power
supply under any networks, fieldbuses and backplane buses.

Fig.: Standardised (IEC 60974-5-2) pin assignment of 10-Link Device

Legend

1 Pin 1: 24V

3 Pin3:0V

4 Pin 4: Switching and communication line (C/Q)

Besides the IO-Link communication, these three pins are also used to supply the device.

Port types
The specification for [O-Link Master distinguishes between two types of ports:

Port Class A (Type A)
With this type, the functions of pins 2 and 5 are not specified. These functions are defined
by the manufacturer. Pin 2 is usually assigned an additional digital channel.

L+

] lw} [w] ]

Fig.: Pin assignment Port Class A with M12 plug-in connector
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Port Class B (Type B)

This type provides additional supply voltage and is suitable to connect devices that have an
increased power requirement. Pins 2 and 5 provide an additional (galvanically isolated)
supply voltage. A 5-core standard cable is required in order to use this additional supply
voltage.

Fig.: Pin assignment Port Class B with M12 plug-in connector

51.3 10-Link operating modes
Operating modes of the 10-Link Safety ports
The I0-Link Safety ports can be operated in the following Operating modes:
> Deactivated
The port is not used.
» 10-Link Manual
The 10-Link Master only accepts |0-Link Devices that match the set "Vendor ID" and
"Device ID".
» 10-Link Autostart
The 10-Link Master accepts any connected 10-Link Device.
» SIO Digital Input (DI)
The port works as a standard digital input.
» SIO Digital Output (DO)
The port works as a standard digital output.
» 10-Link Safetycom
The port transfers I10-Link Safety process data.
Communication speed
The 10-Link Specification V1.1 specifies three data transfer rates (baud rates) for the 1O-
Link operating mode:
» COM 1 =4.8 kBaud
» COM 2 = 38.4 kBaud
» COM 3 = 230.4 kBaud (optional in accordance with Specification V1.0)
An |0-Link Device supports only one of the defined data transfer rates. In accordance with
Specification V1.1, the I0-Link Master supports all data transfer rates and automatically ad-
apts to the data transfer rate supported by the device.
Operating Manual PDP67 PN 8FDIO 4I0LS PILZ |21

1006758-EN-03



|O-Link/10-Link Safety basics

Reaction time of the 10-Link system

The reaction time of the 10-Link system provides information about the frequency and
speed of data transfer between the device and Master. The reaction time depends on vari-
ous factors.

A value for the device’s minimum cycle time is stored in the device’s device description file
IODD!!. This value indicates the time intervals in which the Master may address the device.
The value greatly influences the reaction time. The Master also has an internal processing
time, which is included when calculating the reaction time.

Devices with different minimum cycle times can be configured on one Master. The reaction
time for these devices will vary accordingly.

» The reaction times for different devices on a Master can vary greatly.

In the Master’s configuration, a fixed cycle time can also be specified in addition to the
device-specific minimum cycle time stored in the IODD!". The Master then addresses the
device in accordance with this specification. The typical reaction time for a device is there-

fore determined by the effective cycle time of the device and the typical internal processing
time of the Master.

" |ODD
IO Device Description, electronic device description

Transmission quality

IO-Link is a very robust communication system. This communication system operates at a
24 V level. If transmissions fail, the telegram is repeated two more times. Only when the
second retry fails does the 10-Link Master detect a communication breakdown and signal
this to the higher level controller.

51.4 Data exchange via 10-Link
An "lO-Link Master" and connected "lO-Link Devices" are required for 10-Link data ex-
change.
There is cyclical and acyclical data exchange.
Cyclical data exchange
Process data is usually transmitted cyclically.
In order to exchange the cyclical process data between an |0-Link Device and a controller,
the 10-Link data from the 10-Link Master is placed in the previously set address ranges.
The user program on the controller uses these address to access and then process the pro-
cess values. Cyclical data exchange from the controller to the 10-Link Device (e.g. 10-Link
actuator) is performed in reverse.
The devices’ process data is transmitted cyclically in a data telegram, whereby the size of
the process data is specified by the device. Process data from 0 to 32 Bytes per device is
possible (each input and output). The consistency width of the transmission is not fixed and
is thus dependent on the Master.
Acyclical data exchange
Diagnostic data, configuration data and events (e.g. faults, error messages) are usually
transmitted acyclically.
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5.1.5

5.1.6

5.1.7

Acyclical data is exchanged using a specified index and sub-index range. The controller
uses system mechanisms to access it (e.g. for online functions such as reading the status).
Use of the index and subindex range allows targeted access to the device data (e.g. to re-
set the parameters of the device or Master during operation).

Starting the 1/0 system

Starting the 1/0 system

If the port on the Master is set to I0-Link mode, the IO-Link Master attempts to communic-
ate with the connected |O-Link Device. To do so, the 10-Link Master sends a defined signal
(wake up pulse) and waits for the 10-Link Device to respond.

Initially the 10-Link Master attempts to communicate at the highest defined data transfer
rate. If unsuccessful, the 10-Link Master then attempts to communicate at the next lowest
data transfer rate. The Device always supports only one defined data transfer rate.

When the Master receives a response, communication begins. The Master and Device ex-
change the necessary communication partners. If necessary, the parameters stored in the
Master are transferred to the Device. The cyclical exchange of process data then begins.

Profile for 10-Link

Device profiles are currently defined for:
» Binary switching sensors

The profiles for switching sensors are suitable for simple switching applications such as
presence detection.

» Digital measuring sensors

The digital measurement profiles are designed for measuring sensors that can provide
values based on a physical unit such as temperature or pressure. These profiles allow
IO-Link sensors to be integrated without particular knowledge of the sensor used.

» Devices with uniform system behaviour

The device profile for uniform system behaviour defines minimum device identification,
diagnostic and event data. |O-Link Devices that support this profile offer a uniform min-
imum level of system integration into the controller. This profile is also the basis for all
other device profiles.

IODD and engineering

An electronic device description, the IODD file (IO Device Description), is available for each
device. The I0DD provides a wide range of information for system integration:

» Communication properties

» Device parameters with value range and default value
» Identification, process and diagnostic data

» Device data

» Text description
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» Picture of the device
» Manufacturer’s logo

The structure of the IODD is the same for all devices from all manufacturers. The 10-Link
configuration tools of the Master manufacturers always display the structure of the IODD in
the same way. This guarantees that all IO-Link Devices are handled in the same way, re-
gardless of the manufacturer.

Two different IODD versions are available for devices that support both V1.0 and V1.1 func-
tionality.

I0ODDfinder

The IODDfinder is a cross-manufacturer, centralised |IODD database. It provides the current
IODDs from device manufacturers and offers users an information and download platform.
The IODDfinder can be called up using any current browser at the following address: ht-
tps://ioddfinder.io-link.com.

10-Link Configuration Tool

Configuration tools are required to configure the |O-Link system. The |O-Link configuration
tools of the Master manufacturers are able to read |IODDs. The main tasks of the 10-Link
Configuration Tool include:

> Assignment of devices to the Master’s ports

> Address assignment (I/O addresses of the process data) of the ports within the Master’s
address range

) Setting the parameters of the 10-Link Devices
The connected devices also have diagnostic capability.

The I0-Link configuration tool therefore allows the I0-Link system to be represented trans-
parently up to field level.

5.2 I0-Link Safety basics

5.21 10-Link Safety principle
Safe communication via the standardised fieldbus protocol (FSCP) follows the "black chan-
nel" principle. This fieldbus is used as a carrier for a special type of message containing
safety data and an additional safety code. The purpose of the safety code is to reduce the
probability of residual error in the data transfer to the level required by the relevant safety
standards such as IEC 61784-3, or better. The messages are processed on the fieldbus in
the safety communication layer (SCL).
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FSCP

Safety application

-,

Standard
, application,
| e.g. diagnosis

Standard
application,
e.g diagnosis

Safety application

7

l scL
IO-Link Safety
B
Device
ASHECE) 10-Link
("Black
7, Channel"
‘///4’/ annel")
Mt
Point-to-point communication )

Fig.: 10-Link Safety

Legend
FSCP

SCL

Stack

Black channel

principle

Functional Safety Communication Profile
Standardised safe fieldbus protocol
(e.g. PROFINET with PROFIsafe profile)

Safety Communication Layer
Safety communication layer

A stack is a protocol stack with a conceptual architecture of communica-
tion protocols. The data is transmitted over the network and processed
by the stack's network protocol one by one.

Communication channel without available evidence of design or valida-
tion according to IEC 61508 [IEC 61784-3]

Principle: Procedure in which the integrity of a non-safety-related trans-
mission channel is continuously monitored by a higher-level (function-
ally) safe protocol. For this purpose, a safety protocol is usually integ-
rated between the safety application and the "non-safety-related" stand-
ard communication channel.
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5.2.2

10-Link Safety communication

Safety objectives

The residual error rate must be determined for three main characteristics of safe commu-
nication:

> Timeliness (data arrives in time)
» Authenticity (data from correct sender)
> Integrity (data is current and correct)

Numerous errors can occur when transmitting messages between the IOLS Master and
IOLS Device. The following safety measures have been selected to reduce the probability
of residual error during transmission to the level required by relevant standards, such as
IEC 61784-3, or better. |O-Link Safety communication can therefore be used for safety
functions up to SIL 3 or PL e.

Safety measures
The safety measures include:

» Numbering of messages between IOLS Master and IOLS Device. The IOLS Master uses
a cyclical 3-bit counter. The IOLS Device has its own counter, synchronised when the
protocol starts It responds with a one’s complement value.

» Time expectation with acknowledgment via "watchdog", which is incremented with a new
count value each time an 10-Link Safety message arrives.

» Authentication at protocol start-up: IOLS Device is connected to the correct IOLS Master
(unique FSCP connection ID) and correct IOLS Master Port ("PortNum"). Only "PortNum"
is checked as part of each cycle.

» CRC signature (cyclic redundancy check) across process data and safety code.

IO-Link Safety uses the so-called explicit transmission of safety measures.

Formats and data types

Messages from the IOLS Master and IOLS Device consist of two parts:

» Process data (PD), optional, not safety-related process data

» Safety Protocol Data Unit (SPDU), contains safety-related process data
From IOLS Master to IOLS Device —

Process data |Safety Protocol Data Unit (SPDU)

(PD)
Safety code

Output PD CRC signature Control byte PortNum FS-PDaus
Signature via Contains IOLS Master 0 to 3 octet/
FS-PDaus, Port- 3-Bit counter Port 0 to 25 octet
Num, and control & number
count

32 to 0 octet 2/4 octet 1 octet 1 octet 3/25 octet
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«— From IOLS Device to IOLS Master

Safety Protocol Data Unit (SPDU) Process data
(PD)

Safety code
FS-PDein PortNum Status byte CRC signature Input PD

Port number | Contains Signature via

inverted 3-Bit counter | FS-PDein, PortNum,

inverted and control & count

3/25 octet 1 octet 1 octet 2/4 octet 32 to 0 octet

Safety Protocol Data Unit (SPDU)

Safe input or output data (FS-PDaus/FS-PDein) can be coded as follows:
» BooleanT(Bits)

) IntegerT(16)

) IntegerT(32)

Most significant octets and/or bits are sent first. Padding bits are "0".

IO-Link Safety has two formats. One is intended for short process data, such as bits from
shutdown operations, which need to be processed quickly. A maximum of 3 octets are
available for this purpose. The other is intended for longer process data, such as measure-
ment and setpoint values. A maximum of 25 octets are available for this purpose.

» PortNum safety code (1octet)

This contains the port number that the IOLS Master knows, and one that the IOLS Device
received during commissioning.

» Control byte/status byte safety code (1octet)
This contains control and status bits to influence and synchronise protocol activities, as
well as 3-bit cyclical counter values.

» CRC signature safety code

This contains the CRC signature. For short SPDUs, a 16-bit CRC signature (2 octets) is
sufficient; longer ones need a 32-bit CRC signature (4 octets).

Services

SPDU transmitters and receivers are located in layers above the "Black Channel" commu-
nication stack, see |O-Link Safety principle [@ 24]). The main components of the layer are
specified as state machines. They control the regular cyclical processing of SPDUs and the
exceptions, such as startup, power off/on and CRC errors.

More detailed information can be found in the I0-Link Safety System Description, see
www.io-link.com.
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5.2.3

5.3

Technology parameters

I0ODD (IO Device Description)

The I0-Link device description file (IODD) is the usual place where parameters and their
range limits for a certain IOLS Device technology, such as light curtains, laser scanners,
proximity switches... are described. They should carry the prefix "FST_". The user employs
an IOLS Master Tool to assign parameter values during commissioning and testing.

The device description file for Pilz devices can be downloaded from the website
www.pilz.com or generally from the IO-Link homepage.

Example system overview with 10-Link Safety

In the 10-Link Safety System it is possible to "communicate safely at field level":

» with 10-Link Safety Master

» and Devices for field level

As 10-Link Safety Master, the PDP67 PN 8FDIO 410LS handles communication via

PROFINET/PROFIsafe to the higher-level controller. The following devices can be connec-
ted, for example:

» Standard 10-Link Devices, see 10-Link Safety ports [ 60]

— Info: Standard IO-Link Devices and 10-Link Safety Devices are connected to
ports 05 ... X08, only the configuration is different.
» 10-Link Safety Devices, safety sensors and control devices, see 10-Link Safety
ports [E-) 60]
— Info: IO-Link Safety Devices and Standard 10-Link Devices are connected to
ports 05 ... X08, only the configuration is different.
» Safety switch, see IO ports (hybrid) [ 44]

— Info: The hybrid 10 port X01 ... X04 can be used as an FS input or FS output, de-
pending on the configuration.
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Fig.: System overview, by way of example

Legend

Control level Higher-level PLC controller

Fieldbus level I0-Link Safety Master:
Pilz: PDP67 PN 8FDIO 4I0LS

Sensor and actuator Standard 10-Link Devices

technology e.g. indicator light unit
10-Link Safety Devices
Pilz: safety light curtain: PSENopt Il advanced IOLS
Pilz: pushbutton unit: PITgatebox IOLS — on safety gate system
PSENmlock
Safety sensors
Pilz: coded safety switch PSENcode
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6 Function description
6.1 Device
6.1.1 Structure of device
10 area —|
o
©)
@
Q 3
Device area — 8 %
a =
(=] z
- =
@ =
Fieldbus —
Supply voltage —

Fig.: Structure of PDP67 PN 8FDIO 4I0LS

> 1O area [ 44]:
—1/O ports (X01 ... X04)
— Status LEDs of 10 ports

— Replaceable inscription labels for the 1O ports
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6.1.2

6.1.2.1

6.1.2.2

» 10 area [ 44]
— 10-Link Safety ports (X05 ... X08)
— Status LEDs on the 10-Link Safety ports
— Replaceable inscription labels for the O-Link Safety ports
» Device area [ 31]:
— Reset button with label
— Port for connecting the PDP67 removable data medium (X20)
— Device status LEDs
— Replaceable inscription label for the device
» PROFINET with PROFIsafe [ 65]:
— 2 PROFINET ports (X21, X22)
» Supply voltages [ 35]:
— 1 port to feed the supply voltage (X31)
— 1 port to distribute the supply voltage (X32)

— Functional earth connection

Device area

Integrated protection mechanisms
The device has the following protection mechanisms:
» Multi-channel architecture
» Cyclical self tests
» Potentially isolated PROFINET interface
» Potentially isolated processor area
» Short circuit proof outputs
» Cyclical output tests
) Tests for shorts between a port’s outputs
» Test pulse signals are always buffered for 20 ms.
» Supply voltage:
— Polarity protection

— Voltage monitoring

Reset button

The reset button is sealed with an end cap. To achieve protection type IP67/IP69K, the end
cap must be fastened with a torque setting of 0.6 Nm. We recommend you use a torque

screwdriver with PH3 bit.

Carrying out a warm reset (restart)

A warm reset is used to restart the device.
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Procedure:
» Press the reset button for less than 5 seconds.
Performing a cold start/reboot command initiates the following procedure:
» Processing is aborted
All LEDs are switched off.
) System is initialised
Device is ready for operation and the "MS" LED flashes green.
> System switches to "Operational” state
Device is in operation and the "MS" LED lights up green.
» Entry is made in the diagnostic log
Impact after a restart:
) Inputs retain their current input values

» Substitute values are used for the outputs until the connection to the controller has been
re-established.

Transfer device project from the PDP67 removable data medium to the device
Prerequisites

» A PDP67 removable data medium with a microSD card must be installed on the device.
» The microSD card may not be empty or defective.

> The device project on the microSD card must match the product type.

Procedure:

» Press the reset button for more than 5 seconds. The SD LED flashes yellow.

> Release the reset button, then press and release it again within 10 seconds.

» The device project is transferred from the microSD card to the device.

» Once the device project has been transferred the device has the IP address 0.0.0.0.

If the required files are not on the microSD card, the device exchange scenario is not per-
formed and an entry is written in the diagnostic log.

If no microSD card is inserted, an original reset is performed.

Performing an original reset
Procedure:
) Press the reset button for more than 5 seconds. The SD LED flashes yellow.

> Release the reset button, then press and release it again within 10 seconds. If the reset
button is not pressed and released within 10 seconds, then the reset request is rejected.

> The device preforms an original reset.

If the microSD card contains a valid configuration then this will be transferred through the
original reset (see Transfer device project).

Effects of the original reset:

» ST and FS configuration data is deleted.
» PROFINET Factory Reset is performed.
» Diagnostic log is not deleted.

Operating Manual PDP67 PN 8FDIO 4I0LS

PILZ |32
1006758-EN-03



Function description

6.1.2.3

» Device restarts automatically.

Bootloader mode

In bootloader mode, a firmware update can be performed via PASconfig with signed firm-
ware versions. The status LEDs indicate bootloader mode (see display elements, Module

status [@ 123)).

After a failed firmware update, bootloader mode can be started in order to perform another
firmware update.

Start bootloader mode
(The device must be switched off.)

Procedure:

» Press and hold the reset button

» Switch on the device at the same time (device supply 0V -> 24 V)
» Release the reset button when the MS-LED flashes yellow

Exit bootloader mode
» Warm reset (restart)

PDP67 removable data medium (available as an option)

2 | e

* AR00 ‘non? -

Fig.: PDP67 removable data medium

The PDP67 removable data medium is available as an accessory (order number:
4R000002). It can be used to store the configuration data on the supplied microSD card.

» Scope of delivery:
— PDP67 removable data medium

— MicroSD card with 512 MB

Installing the PDP67 removable data medium

Ensure that the microSD card is inserted correctly before tightening the end cap. If the end
cap is tightened when the microSD card is positioned incorrectly, the microSD card or
PDP67 removable data medium may be destroyed.
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» Switch off the power to the device to avoid losing data.

» Hand-tighten the end cap to ensure protection type IP65/67. The end cap should not be
opened and closed more than 10 times so as not to lose protection type IP65/67.

» Using a torque wrench (width across flats 13 mm), tighten the PDP67 removable data
medium to 0.6Nm at port X20 to ensure protection type IP65/67 (torque wrench: Conec
36-000200 for example).

The PDP67 removable data medium can be installed and removed at least 100 times
without losing contact security and protection type IP65/67.

Removing the PDP67 removable data medium
» Switch off the power to the device to avoid losing data.

» Unscrew the PDP67 removable data medium using a wrench with 13 mm width across
flats.

Inserting the microSD card

» Turn the microSD card so that the contacts on the microSD card are facing upwards
when you insert it into the PDP67 removable data medium.

» Slide the microSD card into the slot on the PDP67 removable data medium until you hear
it lock into position.

If you use the optional removable data medium, then data that is relevant for the device ex-
change will be stored on the data medium.

NOTICE

The microSD card includes safety data. Ensure that the microSD card is
plugged in before commissioning. After commissioning, use PASconfig to
check the system’s FS check sum on the microSD card. It must match to
the FS check sum of the configured system. To ensure that final data is
stored on the data medium, do not remove the microSD card before com-
pleting the check.

Protect the microSD card from unauthorised access.

When a device is changed, the stored data can be copied over using the reset button (see
Reset button [E2] 31]).

Removing the microSD card

» Unscrew the end cap. If you are using several devices with end caps, make sure that you
don’t mix up the labelled end caps.

» Press lightly on the microSD card until it releases and then use your fingers to pull the mi-
croSD card out of the PDP67 removable data medium.

Labelling the PDP67 removable data medium
You can label the PDP67 removable data medium on the labelling strip provided.
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6.1.3 Supply voltages
Device supply 24 VDC Load supply 24 VDC
24V X31:1y 0V X31:3 24V X31:4 0V X31:2 FEX31:5

L 2 4
4 '

24V ®
5V

| Logic | | Sensor | | Actuator | | 10-Link |

24V X32:1 O'V X32:3 24V X32:4 0V X32:2 FEX32:5
Device supply (X32) Load supply (X32)

Fig.: Supply voltage

Device supply and load supply

The supply voltages are fed in at port X31 (for assignment see Connecting the supply

voltage [ 114]). Port X32 is used to forward the supply voltage to other devices.

» Device supply
The voltage to supply the device is generated internally from the device supply.
The sensor supply potentials of the 1O ports (X01 ... X04) are buffered independently of
each other so that power failures of up to 20 ms can be bridged. The buffering is de-
signed for the input currents.

» Load supply
The load supply is not used internally.

» The potentials for the device supply and load supply are galvanically isolated within the
device.
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Device Supply

X01
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Fig.: Supply voltage per plug-in connector
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6.1.4 Derating diagram
The relationship between the load current at the device supply and the operating temperat-
ure is illustrated in the following derating diagram. The device supply is limited to a max-
imum of 16 A.
IA]
18
16
14
12
10
8
6
4
2
0
40 30 20 10 0 10 20 30 40 50 60 70 80
T[°C]
Fig.: Derating diagram for the device supply
6.1.5 Derating values for UL approval
UL Markings
Current derating for UL application
Temperature up to 40 °C 50 °C
Device Supply (DS) | Maximum current of outputs connected to 9A 6 A
DS
Maximum input current over X31 10.2 A 7.2A
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6.1.6 Reaction times
» General [ 38]
» PROFlsafe [LH) 39]
» FS inputs [E- 40]

» FS outputs [@
» 10-Link [E2) 41]

41]

» 10-Link Input [E2 42]
» 10-Link Output [E2] 42]

6.1.6.1 General

Calculating the reaction times of a safety function:

SFRT =

WCDT; + max (WDTime; — WCDT;)

n

1=1

Fig.:

Legend
SFRT

WCDT,

WDTime,

OFDT,

Safety Function Response Time

Reaction time of a safety function

Worst Case Delay Time

Maximum processing time of an entity involved in the data flow
Watchdog Time

Maximum time from the moment an error occurs in an entity until the
next entity in the data flow continues processing with safe substitute val-
ues. For multi-channel entities, the WDTime usually corresponds to the
OFDT.

One Fault Delay Time

Maximum time from the moment an error occurs in an entity until the en-
tity provides safe substitute values to the next entity in the data flow.

Minimum pulse duration

To ensure that a signal is safety read in and processed in the processing entity, it must be
present at the input at least during the minimum pulse duration. The minimum pulse dura-
tion corresponds to the SFRT of the entities involved in the data flow, from the input up to
and including the entity in which the data is processed.
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6.1.6.2 PROFlsafe

The following device-specific parameters (PDP67 PN 8FDIO 4I0LS), needed for the
PROFINET transfer, are required in order to determine the values for WCDT and WDTime:

> DAT
Device Acknowledge Time
> WCDTPNfPDP67

Worse Case Delay Time for the transfer of PROFINET process data in the
PDP67 PN 8FDIO4IOLS

The WCDT_PN_Delay must be taken into account in both the transmit and receive direc-
tions.

6.1.6.2.1 DAT

DAT:p0

DAT for process data from FDIOs

(FDIOs: digital FS inputs, 1-pole FS outputs)
DATep0 =4 ms

DAT.oLs
DAT for process data from IOLS devices

DATos=7ms

6.1.6.2.2 WCDT_PN_Delay
WCDT_PN_Delay = 6 ms
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6.1.6.3 FS inputs

FDI
Calculation of the processing times for dual-channel signals.

Worst Case Delay Time (WCDT) input

Calculation of the time between a signal changing at the input and the signal being avail-
able at the fieldbus interface:

WCDT o0t = 7 MS + tregpuse + tsweriter + toiser + toeiay + taounce
trestpuse: CONfigured test pulse duration
tsw.rirer: CoONfigured software filter time (see "Software filter time" in the Technical
details (2 131])
toiser: CoNfigured discrepancy time
tpeny: Configured switch-on delay
taounce: CoONfigured bounce time
» When test pulses are deactivated
trestouise = 0
» When discrepancy monitoring is deactivated
toiser = toetay = taounce = 0

» When discrepancy monitoring is activated and discrepancy behaviour is "Set value to
zero"

Signal changes from "1" to "0":
toiscr = toetay = teounce = trestpuse = 0
Signal changes from "0" to "1":
thisers CONfigured discrepancy time
tpey: Configured switch-on delay
taounce: CONfigured bounce time

» When discrepancy monitoring is activated and discrepancy behaviour is "Keep last valid
value"

Signal changes from "1" to "0"
toetay = taounce = 0

thiserr CoNfigured discrepancy time
Signal changes from "0" to "1":
thiser: CONfigured discrepancy time
tpey: Configured switch-on delay

taounce: CONfigured bounce time

One Fault Delay Time (OFDT) input

Calculation of the time between a signal changing at the input and the signal being avail-
able at the fieldbus interface when a fault occurs:

OFDT ot = WCDT
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6.1.6.4

6.1.6.5

6.1.6.5.1

6.1.6.5.2

FS outputs

FDO
Calculation of the processing times for dual-channel signals.

Worst-Case Delay Time (WCDT) output

Calculation of the time between the signal being received at the fieldbus interface and the
output switching:

WCDTOutput = 5 ms + tOutﬁDeIay

tou peiay- Output's configured switch-off delay

One Fault Delay Time (OFDT) output

Calculation of the time between the signal being received at the fieldbus interface and the
output switching when a fault is present:

O F DTOutput = WC DTOutput
10-Link

FSP_Watchdog

The time expectation of 10-Link Safety is monitored by a watchdog (FSP_Watchdog). To
achieve maximum system availability, the watchdog's time value must be calculated as fol-
lows and written to the corresponding ports and device parameters.

It is possible to set a lower value to improve the reaction times. Setting a lower value can
impair the availability of the IO-Link system; safety remains guaranteed.

The time value is calculated as follows:

FSP_Watchdog = 1.1 * (11 * MCT + DPT)

FSP_Watchdog: Time value for the IO-Link Safety watchdog
MCT: Master cycle time

DPT: Device processing time, value of the FSP_Watchdog parameter in the IODD of the
IO-Link Device

MPT

MPT =4 * MCT

MPT: Master processing time, corresponds to the maximum processing time of the [O-Link
Safety Master, from the time that safety-related data is received from the 10-Link Safety

Device (SPDU), to the time that new safety-related data (SPDU) is sent to the |O-Link
Safety Device.

MCT: Master cycle time
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6.1.6.6 10-Link Input

*WCDT,015 pevice
*OFDT 55 pevice

I0OL Transmission
D->M|

*WCDT\o 1w in *WCDTg,teway
sWDTime,;; g OOFDTGatE,an

Fig.: IO-Link Input reaction times

6.1.6.6.1 WCDT _IOLS_Device

From the operating manual of the 10-Link Safety Device.

6.1.6.6.2 OFDT_IOLS_Device

From the operating manual of the |O-Link Safety Device.

6.1.6.6.3 WCDT_IOL_TR_IN
WCDT_IOL_TR_IN =4 MCT + FSP_Watchdog + 2 ms
6.1.6.6.4 WDTime_IOL_TR_IN
WDTime_IOL_TR_IN =2 FSP_Watchdog + 8 MCT + 2 ms
6.1.6.6.5 WCDT_Gateway
WCDT_Gateway = 7 ms
6.1.6.6.6 OFDT_Gateway
WCDT_Gateway = 7 ms
6.1.6.7 10-Link Output
IOL Transmission
D->M
*WCD T teway *WCDT,o 1, our *WCDT o5 pevice
* OFDT,teway *WDTime,o 1z our *OFDT o5 pevice
Fig.: 10-Link Output reaction times
6.1.6.7.1 WCDT_Gateway

WCDT_Gateway = 7 ms
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6.1.6.7.2 OFTD_Gateway
OFTD_Gateway = 7 ms

6.1.6.7.3 WCDT_IOL_TR_OUT
WCDT_IOL_TR_OUT = 3 MCT + FSP_Watchdog + 2 ms

6.1.6.7.4 WDTime_IOL_TR_OUT
WDTime_IOL_TR_OUT = 2 FSP_Watchdog + 3 MCT + DPT + 2 ms

6.1.6.7.5 WCDT_IOLS_Device
From the operating manual of the 10-Link Safety Device.

6.1.6.7.6 OFDT_IOLS_Device
From the operating manual of the 10-Link Safety Device.

6.1.7 Firmware update

» The firmware update can be performed via the web application [@ 89] or via the config-
uration tool (PASconfig). The firmware is signed.

— Update was successful
The product adopts the firmware and informs the initiator of the firmware update that
it has been completed successfully.

— Update was unsuccessful
The product informs the initiator of the firmware update that the update has failed and
issues an error message.
The product does not adopt the firmware and, at the next reset, restarts with the ori-
ginal firmware. Alternatively, you can switch to bootloader mode to perform another
firmware update (see Reset button [ 31]). The firmware update in bootloader mode
can only be performed via PASconfig.
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6.2 10 area
The device has 4 hybrid 10 ports and 4 10-Link Safety ports.

6.2.1 10 ports (hybrid)
The device has 4x 2 FS inputs in its default configuration.

The 10 ports named X01 ... X04 can be used as an FS input or FS output, depending on
the configuration. These IO ports are called hybrid IO ports.

The digital hybrid ports have the following configuration options

PDP67 PN 8FDIO 4I0LS 10 ports Configuration options

(hybrid)

2 FS inputs

X01 (default configuration)

X02 Plus optional: 2 ST outputs
(see Test pulse outputs [ 53])

X03 (configuration as FS inputs, test pulses can
be used as 24 VDC ST outputs if they are
not assigned to an input)

X04 2 FS outputs, 1-pole

6.2.1.1 Digital FS inputs
Depending on the configuration, the device has up to 8 type 1/3 FS inputs in accordance
with IEC 61131-2, distributed over 4 10 ports. Contact-based sensors (e.g. safety gate
switches) or electronic sensors with 24 VV semiconductor outputs can be connected to the
inputs.
The device can detect the following errors at the inputs:
» Shorts between the inputs and short circuits to 24 V (see Test pulse outputs [@ 53])
» Discrepancy error
Signal requirements at the inputs:

> The signals must be present at the input for longer than the hardware filter time + the
configured software filter time.
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Functions

Configuration options for the FS inputs

Configurable properties

Configurable values

Default value

» Deactivated

Pin state > Activated Activated
» Deactivated
Software filter time 0..10ms 1ms
Pulse stretching 0...255ms 0 ms
Use discrepancy monitoring |)» Activated Deactivated

Reintegration after discrep-
ancy time

» With restart interlock
» Without restart interlock

With restart interlock

Sensor type

» Non-equivalent
» Equivalent

Non-equivalent

Discrepancy behaviour

) Set value to zero

> Keep last valid value

Set value to zero

Discrepancy time 30 ... 30000 ms 100 ms
Switch-on delay time 0 ... 5000 ms 0 ms
Bounce monitoring time 1...30s 5s
Test pulse > TO »10: TO

> T1 b 11: T1
Pin state

A digital input can be deactivated. If the digital input is deactivated, then the input will not be
read. The process image of inputs for the deactivated input and the valid bit have the value
FALSE "0". The LEDs for the input are switched off.

Software filter time

The software filter time can be configured for the inputs. At the input, the value read in will
not be forwarded to the process image of inputs until the filter time has elapsed.

Pulse stretching

The device stretches a "1" signal or "0" signal at the pins to the configured pulse stretch
time tg,n If the signal is longer than the pulse stretch time, then it is not stretched any fur-

ther.

Signal requirements at the inputs:

The 0-signal and the subsequent 1-signal together must be present at the input for longer
than twice the configured pulse stretch time tgqcn-

Operating Manual PDP67 PN 8FDIO 4I0LS
1006758-EN-03

PILZ |45




Function description

Pulse stretching active

stretching

Waiting for 1-signal

0-signal in the device

0-signal at the pin 1-signal at the pin starts pulse

.

J/

1-signal at the pin after
pulse stretching has
elapsed

\

0-signal at the pin
after pulse stretching has
elapsed

[ Initialisation ] [ 1-signal stretching

l 0-signal in the device J l 1-signal in the device

[ 0-signal stretching ]

1-signal at the
pin elapsed

1-signal at the pin
after pulse stretching has elapsed

L 0-signal in the device J

0-signal at the pin

after pulse stretching has

0-signal at the pin starts
pulse stretching

\ 4

Waiting for 0-signal

1-signal in the device

Fig.: States for pulse stretching

Pin
t-1-signal " [-O—Signal >
Pulse
stretching _—
—t et —>
stretch stretch
Stretched
signal
ttsignalfmin tsignal_min 0
< Urrue > UraLSE >
Fig.: Timing diagram: pulse stretching < signal duration of 1-signal
Legend
Pin Signal at the input (pin)
Pulse stretching Pulse stretching
Stretched signal Stretched signal
t)signa Duration of 1-signal
tawetn Duration of pulse stretching
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tsigna min o 1iMe for which a 0-signal must be present in order to be detec-

ted safely

tignal min  1iMe for which a 1-signal must be present in order to be detec-

ted.

trrue Stretched 1-signal in the device

tease Stretched 0-signal in the device

Pin
*t-1—signal-> t-0-signal NJ['1-s,igna|'*
Pulse
stretching /I
t stretch t stretch t stretch
Stretched
signal
tisigna_mi i ;
signa._min le—— tsignal_min_0
trruE trase ’

Fig.: Timing diagram: pulse stretching > signal duration of 1-signal

Legend
Pin
Pulse stretching
Stretched signal
t_signal
tstretch

tsignalfminfo
tsignal_min

tTRUE

tFALSE

Signal at the input (pin)
Pulse stretching

Stretched signal

Duration of 1-signal
Duration of pulse stretching

Time for which a 0-signal must be present in order to be detec-
ted safely

Time for which a 1-signal must be present in order to be detec-
ted.

Stretched 1-signal in the device

Stretched 0-signal in the device
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Pin
-y > >
t 1-signal 1: 0-signal
Pulse
stretching
—t —t —>
stretch stretch
Stretched
signal
1:signal_min tsignalfminfo
trrue " UraLse

Fig.: Timing diagram: pulse stretching with variable signal duration

Legend

Pin

Pulse stretching
Stretched signal
t1-signa|

tstreten

tsignal_min_O

ted safely

tsignalimin

ted.

tTRUE

tFALSE

Discrepancy monitoring

Signal at the input (pin)
Pulse stretching
Stretched signal
Duration of 1-signal

Duration of pulse stretching

Stretched 1-signal in the device

Stretched 0-signal in the device

Time for which a 0-signal must be present in order to be detec-

Time for which a 1-signal must be present in order to be detec-

With discrepancy monitoring, two individual FS inputs can be linked to a 2-channel FS in-
put. Only inputs situated on an IO port may be used for discrepancy monitoring. Discrep-
ancy monitoring evaluates the two input signals on a 2-channel sensor and forwards the

result to the user program as a boolean safety enable signal via the process image of in-

puts.

An input pair always consists of the two inputs 10 and 11 on a port. 2-channel equivalent or
non-equivalent sensors can be connected.

Signals with equivalent sensors:

Input Sensor operated Sensor not oper- Invalid sig- |Invalid sig-
(safety demand) ated (enable) nal 1 nal 2
10 0 1 0 1
11 0 1 1 0
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Signals with non-equivalent sensors:

Input Sensor operated (safety | Sensor not oper- Invalid sig- |Invalid sig-
demand) ated (enable) nal 1 nal 2
[0] 0 1 0 1
11 1 0 0 1

Discrepancy time

The configurable maximum duration of discrepancy monitoring (teo giser) iS Used to determ-
ine how long a discrepant signal at the inputs will be tolerated before a discrepancy error is
reported. If the configured duration has elapsed and the expected signals are not present,

then a discrepancy error is reported. During this time the process image of inputs depends
on the configured discrepancy behaviour.

Discrepancy behaviour
The process image during discrepancy can be configured.
» Set the value for the input pair in the PII to "0".

The value "0" is provided in the Pl as soon as a discrepancy is detected. The reaction
time is not determined by the time ty.

» Retain the last valid value in the PII.
The value that is evaluated is the last valid value for the lower order input of an input pair
(in this example input 10) before the discrepancy arose. This value stays in the PII until

the two input signals are as expected or until the time t4, has elapsed and a discrepancy
error has been detected. The reaction is extended by the configured time t,.
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Example:

Pll

10=0/11=0

t Diff

'S Y

1
>
1

t Discr

I
1
I
1
I
|
|
1
I
1
gl

Process image of inputs
depending on the
configuration

10=1/11=1

Fig.: Example for discrepancy monitoring of equivalent signals

Legend
10
11
Pll

tdiscr

tconffdiscr

Input 10
Input I1

Process image of inputs

Discrepancy time

Discrepancy monitoring is restarted as soon as both signals are as ex-

pected.

The PII during this time depends on the configuration:

» Keep last valid value: 10=0 (I1 is not evaluated)
» Set value to "0": 10=0/11=0

Configurable maximum duration of discrepancy monitoring

Behaviour in the event of a discrepancy error

An error message is issued for each input of a terminal pair. Both errors take into account
the last valid state of both inputs before the discrepancy time elapsed.

Reintegration after a discrepancy error

After an error, discrepancy monitoring will either start automatically as soon as there is no
longer a discrepancy or it will start with a restart interlock, depending on the configuration.

» Without restart interlock (no acknowledgement required)

As soon as there is no longer a discrepancy, monitoring begins again

> With restart interlock (acknowledgement required)

— Equivalent sensor:

A "0" signal must be present at both inputs in a discrepancy group in order to start a
new monitoring task.

— Non-equivalent sensor:
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Within a discrepancy group, a "0" signal must be present at input 10 and a "1" signal
atinput I1.

Example 1: Sensor type is configured as "non-equivalent".

1 T
1
0 o : !
1 T I
| |
| | t
1 0 0 |
| 1
| |
" tDlscr N
Pl 10=0/11=1 Process image of inputs depending| Error reaction
on the configuration
Legend
10 Inputl0
11 Input 1

Pll Process image of inputs
thiser Maximum duration of discrepancy monitoring
The PII during this time depends on the configuration:
> Keep last valid value: 10=0 (I1 is not evaluated)
> Set value to "0": 10=0/11=0

Error messages:
Input 10: Discrepancy error. Signal at input 10 is "1"

Input I11: Discrepancy error. Signal at input I1 is "1"
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Example 2: Sensor type is configured as "equivalent".

1 |
1
0 0 ! !
1
1 | [
| |
| | t
1 g 0 |
| 1
| t. ]
'< Discr N
Pl 10=1/11=1 Process image of inputs depending | Error reaction
on the configuration
Legend
10 Input 10
1 Input 1

Pll Process image of inputs
toiser Maximum duration of discrepancy monitoring
During this time the process image of inputs depends on the configura-
tion:
> Keep last valid value: 10=1 (11 is not evaluated)
) Set value to "0": 10=0/11=0

Error messages:
Input 10: Discrepancy error. Signal at input 10 is "0"

Input I11: Discrepancy error. Signal at input I1 is "1"

Switch-on delay time

Switch-on delay time can be used to suppress the bounce from 2-channel contact-based
sensors. This prevents the safety demands being triggered ("0" signal with equivalent
sensors) due to bounce from contact-based sensors (e.g. when closing a safety gate).

» The switch-on delay time starts as soon as there is an enable signal ("1" signal with an
equivalent sensor) at both inputs.

» If the enable signal is still present at both inputs after the switch-on delay time has
elapsed and bounce monitoring time has not yet elapsed, then the enable signal is for-
warded to the user program via the process image of inputs.

Bounce monitoring time

The bounce monitoring time is used to determine the maximum length of time permitted
between the discrepancy analysis no longer detecting a safety demand from the sensor ("0"
signal at an equivalent sensor) and the discrepancy analysis detecting a stable enable sig-
nal from the sensor ("1" signal at an equivalent sensor) (i.e. maximum permitted bounce of
a 2-channel sensor).
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» The bounce monitoring time starts as soon as there is an enable signal ("1" signal at an
equivalent sensor) at one of the two inputs.

» The bounce monitoring time is only active and effective if a value other than 0 is set for
the switch-on delay. The bounce monitoring time is configurable.

| T B | |
0 | I || | |
| | | |' | I
| | | | |
| | | | |
f f | | |
|4 | | | tiebounc | | | =|
| | taela | | taela | I tdela |
1 |y ey g ey
Pl

Fig.: Example of the switch-on delay time and bounce monitoring time on equivalent signals

Legend

10 Input 10

11 Input I1

Pl Process image of inputs

tyebounc Bounce monitoring time

taelay Switch-on delay time
6.2.1.1.1 Test pulse outputs

The test pulses are used to detect shorts between the inputs and to detect short circuits to
24 V.

» Shorts between the cables of a 2-channel contact-based sensor are detected if:
— Both test pulse outputs and both inputs are on the same device.

— Both test pulse outputs are switched on, the test pulses are configured differently (TO,
T1) and the emitted test pulses are assigned to the inputs.

Shorts across contacts are not detected on an electronic sensor. The sensor must detect
the short circuit (2-channel OSSD).

» Short circuits to 24 V are detected on a contact-based sensor if:
— The test pulse output and the input are on the same device.
— The test pulse output is switched on and the test pulse output is assigned to the input.

Shorts to 24 V are not detected on an electronic sensor. The sensor must detect the short
circuit (1-channel OSSD).

> The test pulses are assigned to the following inputs in the default setting:
—TO0: 10
-T1: 11
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» Inputs may only be wired to test pulses of the same 10 port.

Additional configuration options for the test pulses

> 24V option: 24 VDC is available at the test pulse outputs if they are not assigned to an in-
put.

» High impedance HiZ option: The test pulse outputs can be switched off if they are not
assigned to an input. The test pulse outputs are then high impedance to the device sup-
ply.

» ST output option: The test pulse outputs can be used as 24 VDC ST outputs if they are
not assigned to an input.

» The maximum test pulse duration can be configured: 0.3 ... 10.0 ms

Default setting: 3 ms.
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6.2.1.2 Digital outputs
Digital outputs can be used to switch actuators.

6.2.1.2.1 ST outputs

Unused test pulse outputs can be configured as ST outputs. If all test pulse outputs are
configured as ST outputs, then 8 1-pole ST outputs are available, distributed over 4 ports.

Configuration options for the ST outputs

If the output does not receive a process image of outputs, then substitute values are used
for the process data. The value that is to be used as the substitute value can be configured.

Configurable properties Configurable values Default value

Substitute value » Output switched off Output switched off
» Output switched on
» Last valid value

6.2.1.2.2 1-pole FS outputs

The device has up to 8 1-pole FS outputs distributed over 4 ports when the ports
(X01 ... X04) are configured as FS outputs.

Signals at the output
» "0" signal (0 V) at the output:
— Output is high impedance
— No current to the load
> "1" signal (+24 V) at the output:
— Output is low impedance
— Current is supplied to the load
The device can detect the following errors at the outputs:
» Shorts across contacts and short circuits
» Overload
General guidelines:

» The max. capacity at an output depends on the load (see Output capacitance C). Con-
necting a higher capacity may lead to an error.

» Operation with electronic contactors has not been tested and may lead to errors. Please
contact our Customer Support team if you are using electronic contactors.
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Configuration options for the 1-pole FS outputs:

Configurable properties Configurable values Default value

Pin state > On Off
> Off

Switch-off delay 0...65535 ms 0 ms

Off test » Activated Activated
» Deactivated

On test » Activated Activated
» Deactivated

Max. test duration 0.1...12.7ms 3.0 ms

Repetition of the on test in »0..255s Os

error-free operation

Repetition of the on test in »0..255s 30s

the event of an error

Repetition of the off test »0..255s Os

Pin state

A 1-pole FS output can be deactivated. In this case the output can no longer be set in the
process image of outputs. The LEDs for the output are switched off.

Switch-off delay

Output tests
Outputs that are switched on are checked via regular off tests.
) Off tests are run in each test cycle.
» The maximum duration of the off test can be configured (default value: 3 ms).
» Outputs that are switched on are switched off for the duration of the off test.
» The load must not switch off because of the test.
» An off test detects the following errors:
— Shorts between the outputs.

— Short circuit to the actuator supply voltage, if the actuator supply voltage is not gal-
vanically isolated.

Outputs that are switched off are checked via regular on tests.
» Outputs that are switched off are switched on for the duration of the on test.
» The load must not switch on because of the test.

» An on test is considered successful when the switching on of the output has been fed
back within the configured maximum duration of the on test.

» The maximum duration of the on test can be configured (default value: 3 ms).
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» On tests are run based on the configured repetition time. If a repetition time has not been
configured, then on tests are run in each test cycle. If a repetition time has been con-
figured, then the on test will not be run for the configured time.

» If an output can no longer be switched on due to an error, then the error will be detected
within the repetition of the on test in the event of an error, as set in the configuration.

» An on test detects the following errors:
— Shorts between the outputs.

— Short circuit to the actuator supply voltage, if the actuator supply voltage is not gal-
vanically isolated.

Exclude individual outputs from the output test

If a plant is particularly sensitive to the output test, the output test may be switched off for
individual outputs. The test must be replaced by other measures, depending on the safety
requirement.

When output tests are switched off:
» The correct switch state is always checked.

» The output's ability to switch will not be detected until the next time the output is switched
on/off. That is why the outputs must be switched regularly during normal operation, so
that safety and characteristic safety values are not reduced.

» For applications in accordance with Category 4, PL e and SIL 3, detection of shorts
between contacts must be guaranteed either via the on/off test or through other meas-
ures (e.g. asynchronous switching). A short between contacts must be simulated during
commissioning.

WARNING!

When wiring an output with capacitance it is essential to note the test dura-
tion and repetition period of the on test, otherwise the load may switch on
unintentionally.
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Fig.: On test for 1-pole outputs

Legend
t, Configurable max. test duration (default value: 3 ms)

t, Configurable repetition time of the on test in error-free operation.
Defines the waiting time between two on tests. (Default value: 0 s. The
test is run in each test cycle).

t; Configurable repetition time of the on test in the event of an error (de-
fault value: 30 s)

Fig.: Off test for 1-pole outputs

Legend
t, Configurable max. test duration (default value: 3 ms)

t, Configurable repetition time of the off test in error-free operation.
Defines the waiting time between two off tests. (Default value: 0 s. The
test is run in each test cycle).

Maximum test duration

Defines the maximum duration t, of the on and off test. If the output has failed to switch on
or off after the configured time, then the current output test has been unsuccessful. The
output may be read back incorrectly for the configured time. An error is registered once the
configured time has elapsed.
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Output capacitance C

250 -

(1

200 -

150 |

C [uF]

100 -

50 -

1[A]

2,5

Fig.: Output capacitance C dependent on load current |

Legend

[1 Max. test duration 3 ms
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6.2.2 10-Link Safety ports

The following configuration options are available for the 10-Link Safety Ports

PDP67 PN 8FDIO 4I0LS 10-Link Configuration options
Safety
Ports

|O-Link inputs

> 1 Byte input data

) 2 Bytes input data
> 4 Bytes input data
) 8 Bytes input data
» 16 Bytes input data
b 32 Bytes input data

IO-Link inputs and outputs

» 1 Byte input and 1 Byte output data

» 2 Bytes input and 2 Bytes output data

> 4 Bytes input and 4 Bytes output data
X05 » 8 Bytes input and 8 Bytes output data
X06 » 16 Bytes input and 16 Bytes output data
X07 » 32 Bytes input and 32 Bytes output data

X08 10-Link outputs
» 1 Byte output data

» 2 Bytes output data
» 4 Bytes output data
» 8 Bytes output data
» 16 Bytes output data
» 32 Bytes output data

IO-Link Safety inputs and outputs

» 3 Bytes input and 3 Bytes output data

» 11 Bytes input and 11 Bytes output data
> 25 Bytes input and 25 Bytes output data

Digital ST inputs/outputs
> As 2 digital ST inputs or
b As 1 digital ST output

Port DIO (SIO Mode)

6.2.2.1 I0-Link Safety port configuration
Operating modes:
Operating modes of the 10-Link Safety ports
The I0-Link Safety ports can be operated in the following Operating modes:
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) Deactivated
The port is not used.
» 10-Link Manual

The 10-Link Master only accepts |0-Link Devices that match the set "Vendor ID" and
"Device ID".

) 10-Link Autostart
The 10-Link Master accepts any connected |O-Link Device.
» SIO Digital Input (DI)
The port works as a standard digital input.
» SIO Digital Output (DO)
The port works as a standard digital output.
» 10-Link Safetycom
The port transfers |0-Link Safety process data.

The I0-Link Safety ports can be set for the following "Validation and Backup™:
» No Device Check

The device parameters are not backed up in the Master.
» Type Compatible Device V1.0

Setting in accordance with the 10-Link specification V1.0, without data backup option
» Type Compatible Device V1.1

Setting in accordance with the 10-Link specification V1.1, without data backup option
» Type Compatible Device V1.1 Backup + Restore

Each time the device parameters are changed, this data is automatically backed up in the
Master

» Type Compatible Device V1.1 Restore
The device parameters are not backed up automatically in the Master.

The IO-Link ports can be set for "Pin 2 operating mode™ as follows:
> Not supported

Pin 2 is not used.
» Digital Input

Pin 2 is used as an additional digital input.

10-Link Safety specific port parameters

The following parameters are configured:

» Input current via C/Q (Pin 4) as DI (PortMode = 3)
-2 mA
— 5 mA (Default)
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» "PortCycleTime" parameter (ArgBlockID: 0x8100 Offset: 5)
— 0: As fast as possible (default)
—1 ... 255: User defined cycle time

If an IOLS port is operated in the FS operating mode 10-Link Safetycom, the following para-
meters from the FSPortConfigList are included in the calculation of the PDP67 PN 8FDIO
4|0LS FS-CRC:

» PortMode

» FSP_Port

» FSP_AuthentCRC
» FSP_IO_StructCRC
» FSP_TechParCRC
» FSP_PortParCRC

For each IOLS port, the size of the process data can be configured individually in each dir-
ection:

» Port [n] Pll_Length [Byte]: 0 ... 32 (default O Byte)

» Port [n] PIO_Length [Byte]: 0 ... 32 (default 0 Byte)
» Port [n] FPII_Length [Byte]: O ... 25 (default O Byte)
» Port [n] FPIO_Length [Byte]: 0 ... 25 (default O Byte)

The 10-Link Configurator sets the process data size for the PDP67 PN 8FDIO 4I0LS to the
process data size of the connected IO-Link Devices.

PASconfig/IO-Link Configurator set the process image sizes in accordance with the follow-
ing rules:

» If Port [n].mode = 10-Link Autostart, then
— Port[n].Pll_Length = 32 (optional: the user configures)
— Port[n].P1IO_Length = 32 (optional: the user configures)
— Port[n].FPII_Length =0
— Port[n].FPIO_Length =0
» If Port [n].mode = 10-Link Manual, then
— Port[n].Pll_Length = IOLD.InputDataLength
— Port[n].P1O_Length = IOLD.OutputDatalLength
— Port[n].FPIl_Length =0
— Port[n].FPIO_Length =0
» If Port [n].mode = 10-Link Safetycom,
— Port[n].Pll_Length = IOLD.InputDataLength
— Port[n].PIO_Length = IOLD.OutputDataLength
— Port[n].FPII_Length = IOLD.SPDUInLength
— Port[n].FPIO_Length = IOLD.SPDUOutLength
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6.2.2.2

6.3

6.3.1

6.3.2

—or

— Port[n].Pll_Length =0

— Port[n].PIO_Length =0
— Port[n].FPIl_Length =0
— Port[n].FPIO_Length =0

Supply

» The device supply provides the voltage for the actuator/sensor supply at the terminals L+/
L-.

» The actuator/sensor supply L+/L- provides voltage to the 10-Link devices, sensors and
actuators.

» The actuator/sensor supply L+/L- is protected against short circuit.

Configuration

An |O-Link system is configured in several steps. In step one, the device PDP67 PN 8FDIO
410LS (IO-Link Master) is integrated into the automation system and configured
(PROFINET with PROFIsafe). The IO-Link Devices are configured in step two.

Step 1

Integration into the automation system

In the configuration of the automation system, the IO-Link System is represented by the |O-
Link Master (the device PDP67 PN 8FDIO 4I0LS) and integrated through the correspond-
ing device description (e.g. GSD file PROFINET with PROFIsafe). The device itself can be
a fieldbus subscriber or part of a modular IO system that is connected to the fieldbus. In
both cases, the number of ports, the address range and the module properties are de-
scribed in the device description of the I0-Link Master.

Example configuration in STEP7 TIA Portal see Configuration examples in the TIA

Portal L] 76]

The input and output address ranges for exchanging cyclical data (process data) are
defined by 10-Link in the hardware configuration’s device view.

Step 2
Set the device's module properties using the configuration tool PASconfig

Here the system architecture can be represented in full, right down to the 10-Link Device,
and configured in detail.

In addition to setting the IO-Link Master ports, it is also easy to set the parameters for the
IO-Link Devices using the I0DD (IO-Link Device Description) supplied by the device manu-
facturer. It is possible to display in detail the diagnostic states and process values of the 10-
Link Devices.
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PASconfig displays the |0-Link Master PDP67 PN 8FDIO 4I0LS configured in the project.
The required IO-Link Devices can be assigned to the IO-Link ports.

Address range of the ports

In addition to assigning the IO-Link Devices to the 10-Link Safety ports, it is also possible to
change the ports’ pre-set address ranges. Within these address ranges, the |O-Link Master
transmits the process values it receives from the 10-Link Device and makes them available
to the higher-level automation system.

The address range can be set on the "Addresses" tab.

Set device parameters

Adapting the devices to the respective application task requires specific parameter settings.
Parameters and setting values are contained in the device’s IODD and can be set.

The parameters can be saved and printed.

NOTICE
Configuration

To configure the device, only one of the following active connections may
be present at a time:

— between the device and the configuration tool PASconfig
— between the device and the web application

An error message is displayed if there is more than one connection. The
device will prompt you to terminate the existing connection.

6.3.3 Safety guidelines for configuration

NOTICE

Each time the configuration is changed

— the user must ensure that the check sums for the configuration in the
PASconfig, the device and the removable data medium (if present)
are identical.

— the user must check all the device's safety-related functions to en-
sure that the intended configuration change is effective and that no
unintended configuration change has been made.
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6.4

6.4.1

6.4.2

6.4.3

6.4.4

6.4.5

PROFINET with PROFIsafe
The device has a PROFINET interface with PROFIsafe profile with the following properties:
» PROFINET Conformance Class C

» IRT/RT

) Data set I1&M 0-4

» Shared Device

> MRP

Default values:

» IP address: 0.0.0.0

» Subnet mask: 0.0.0.0

» Gateway address: 0.0.0.0

» Device name: "" (empty)

Shared Device

A maximum of two PROFINET controllers can be assigned to each PDP67 PN 8FDIO
4|0LS using PROFINET Shared Device.

The assignment to the controllers is slot-granular. This means that a slot's subslots must al-
ways be assigned to the same controller.

PROFINET MRP (Media Redundancy Protocol)

The PDP67 PN 8FDIO 4I0LS supports PROFINET MRP with a maximum of one MRC ring
(no MRP Interconnection Protocol).

MAC addresses

The device MAC address is lasered on to the front of the device. For "neighbourhood dis-

covery" via the Link Layer Discovery Protocol (LLDP), PROFINET does not need the

device MAC address but the MAC address of the physical Ethernet port, through which the

device is connected to PROFINET. The device has an integrated switch with 2 physical

Ethernet ports. Both ports use the two MAC addresses that follow the device MAC address;

i.e. a device has 3 consecutive MAC addresses.

» MAC address for port X21 corresponds to the device MAC address printed on the device
+1

» MAC address for port X22 corresponds to the device MAC address printed on the device
+2

Setting the IP address

On delivery the device has no IP address (default value 0.0.0.0). The IP address is needed
for communication within the Ethernet network. You can set the IP address in the engineer-
ing tool for the PROFIsafe Master (e.g. TIA).

Setting the F-address

The device has 1 to 5 F-addresses, depending on the configuration.
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An F-address is required for each module/submodule that transports "safety process data".

The F-address can be set using PASconfig (see online help for PASconfig). The F-address
in the engineering tool (e.g. TIA) must match the F-address configured in PASconfig, other-
wise error-free operation is impossible. The default address for the PDP67 device
(Slot.Subslot 11.1) is 1.

® INFORMATION
1 Each F-address on PROFINET with PROFIsafe must be unique.

Further information on the F-address: Establishing the F-address (PROFINET with
PROFlsafe) [L-] 145]
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6.4.6

6.4.7

Deactivation and reactivation

PROFINET-Slot 11
Passivation/reactivation is channel-granular.
» Channel-granular passivation:
In the event of an error on an FS input or FS output:
— The affected FS input or output is disabled
— The VALID bit of the affected FS input or output is set to "0"

— The process image of the affected FS input or output is set to the safe value (= zero).
Substitute values are emitted (see Substitute values [ 67]).

10-Link Safety ports (IOLS ports) submodules
In the case of an error on the IOLS port:

» The process image of inputs and outputs are set to the safe value (= zero). Substitute val-
ues are emitted (see Substitute values [ 67]).

» The PROFIsafe status signal "FV_Activated_DS" is set.

Reintegration after an error

If the error is no longer present, the passivated channels can be reintegrated. This is called
reactivation. Automatic or manual reintegration can be configured for reactivation in the en-
gineering tool for the PROFIsafe Master (e.g. TIA). Automatic reintegration may only be
configured if it is permitted for the respective process in terms of safety.

» Behaviour after reactivation

— The VALID bit becomes "1", provided there is no PROFIsafe malfunction.

Substitute values

If the valid bit has the value "0", then the process image is invalid and may not be used. If
this is the case, the process image has a substitute value which is used instead of the
device's process value. Substitute values can be configured for ST outputs. For all other FS
inputs and outputs, the substitute value is the safe state ("0").

Situations that mean that substitute values are used and the valid bit has the value "0":
» Input error

» Output error

» Device error (e.g. drop in the supply voltage, device overheats)

» Communication is stopped (also during firmware update)
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6.4.8

Projects

NOTICE
Up to 25 Bytes of safe process data can be transferred with IO-Link Safety.

Ensure that the higher level controller (PROFIsafe F-Host) supports the
transfer of at least as many "Bytes of safe process data" as the |O-Link
Device with the most safe process data.

To configure the device you will need the PASconfig software and the engineering software
for the automation system with PROFINET/PROFIsafe, e.g. the TIA Portal software from
Siemens. PASconfig can be called directly from the TIA Portal, for example. The system
data can be transferred to the device with PASconfig via the PROFINET interfaces X21 or
X22.

Please note the following:

» The user must test the application in order to avoid programming and configuration er-
rors, as well as errors when transferring data to the devices. Safety-related functions and
their configuration must be successfully tested in full before the application is commis-
sioned (e.g. test pulses, on/off tests).

» The application must be designed in such a way that an uncontrolled start-up of the plant
is excluded after a safety function, restart or reset is requested.

) After each firmware update you must check that the new firmware is the desired firmware
version.
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6.4.9

Process image

This is where the assignment of the process data is described.

Device model

Each IO port is modelled as a virtual PROFINET module and has a PROFINET diagnostic
address. The virtual modules occupy the following PROFINET slots in the device descrip-

tion file:

PROFINET slot | PROFINET module 10 port |Special features

0 DAP

1 2FDIO X01 Virtual PROFINET module without process
data. The module is used only for dia-
gnostics and is configured in PASconfig.

2 2FDIO X02 Virtual PROFINET module without process
data. The module is used only for dia-
gnostics and is configured in PASconfig.

3 2FDIO X03 Virtual PROFINET module without process
data. The module is used only for dia-
gnostics and is configured in PASconfig.

4 2FDIO X04 Virtual PROFINET module without process
data. The module is used only for dia-
gnostics and is configured in PASconfig.

5 Empty/ X05 PROFINET module with process data for

1oL/ IOL/IOLS.
DIO (SIO Mode) When conflgured.wnh DIO (SIO mode), the
ST process data in the container is trans-
ferred to slot 10.
6 Empty/ X06 PROFINET module with process data for
oL/ IOL/IOLS.
DIO (SIO Mode) When conflgured.wnh DIO (SIO mode), the
ST process data in the container is trans-
ferred to slot 10.
7 Empty/ X07 PROFINET module with process data for
oL/ IOL/IOLS.
DIO (SIO Mode) When conflgured'W|th DIO (SIO mode), the
ST process data in the container is trans-
ferred to slot 10.
8 Empty/ X08 PROFINET module with process data for
oL/ IOL/IOLS.
DIO (SIO Mode) When conflgured-wnh DIO (S.IO mode), the
ST process data in the container is trans-
ferred to slot 10.
9 RESERVED
10 8DI1/12DO Standard container for ST process data

(of the digital inputs/outputs)
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PROFINET slot

PROFINET module

10 port

Special features

11 PROFIsafe container FS container for FDIO data with channel-
granular passivation
The FS process data of the digital inputs/outputs is transferred in a PROFIsafe container on
slot 11.
The ST process data of the digital inputs/outputs is transferred in an ST container on slot
10.
6.4.9.1 Process data module 8DI 12DO (slot 10)
ST input data in the process image of inputs, slot 10 (1 Byte)
Byte | Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 P8.11 P8.10 P7.11 P7.10 P6.11 P6.10 P5.11 P5.10
(X8:2) (X8:4) (X7:2) (X7:4) (X6:2) (X6:4) (X5:2) (X5:4)
ST output data in the process image of outputs, slot 10 (2 Bytes)
Byte | Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 P4.01 P4.00 P3.01 P3.00 P2.01 P2.00 P1.01 P1.00
(X4:5) (X4:1) (X3:5) (X3:1) (X2:5) (X2:1) (X1:5) (X1:1)
1 FALSE P8.00 FALSE P7.00 FALSE P6.00 FALSE P5.00
(X8:4) (X7:4) (X6:4) (X5:4)
6.4.9.2 Process data, PROFIsafe container (slot 11)
FS input data in the process image of inputs, slot 11 (3 Bytes)
Byte | Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 P4.11 P4.10 P3.11 P3.10 P2.11 P2.10 P1.11 P1.10
(X4:2) (X4:4) (X3:2) (X3:4) (X2:2) (X2:4) (X1:2) (X1:4)
1 Valid bit Valid bit Valid bit Valid bit Valid bit Valid bit Valid bit Valid bit
from P4.11 |from P4.10 |from P3.I11 |from P3.11 |from P2.11 |from P2.10 |from P1.11 |from P1.10
2 Valid bit Valid bit Valid bit Valid bit Valid bit Valid bit Valid bit Valid bit
from from from from from from from from
P4.01 P4.00 P3.01 P3.00 P2.01 P2.00 P1.01 P1.00
FS output data in the process image of outputs, slot 11 (1 Byte)
Byte | Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 P4.01 P4.00 P3.01 P3.00 P2.01 P2.00 P1.01 P1.00
(X4:2) (X4:4) (X3:2) (X3:4) (X2:2) (X2:4) (X1:2) (X1:4)
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6.4.9.3 Structure of the process image of digital inputs/outputs (slot 11)
FS input data PROFIsafe Status Byte PROFIsafe CRC
3 Bytes 1 Byte

4 Bytes (channel-granular)

Fig.: Process image of inputs

FS output data PROFIsafe Control Byte PROFIsafe CRC

1 Byte 1 Byte
4 Bytes (channel-granular)

Fig.: Process image of outputs

6.4.9.4 Process data module IOL (slot 5, 6, 7, 8)

Using the device description file, the PDP67 PN 8FDIO 410LS must be integrated into a
PROFINET project and configured, in the Siemens TIA Portal for example. The available
virtual PROFINET modules and, depending on the configuration, submodules are made
available via the device description file.

A PROFINET slot is assigned to each 10-Link (Safety) port.

» ST process data (IOL) from the connected |O-Link Device is transferred via the submod-
ules in subslot 1.

» FS process data (IOLS) from the connected IO-Link Device is transferred via the submod-
ules in subslot 2.

IOLS port Process data PROFINET address |PROFINET address
Slot Subslot
X05 ST process data IOL 5 1
FS process data IOLS 2
X06 ST process data IOL 6 1
FS process data IOLS 2
X07 ST process data IOL 7 1
FS process data IOLS 2
X08 ST process data IOL 8 1
FS process data IOLS 2
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Modules and submodules available in the TIA Portal, by way of example

Modules Description

Port IOL The port is used as an |O-Link port and corresponding
(Port I0L_1 ... Port IOL_4) submodules for 10-Link/IO-Link Safety must be selected.

Port DIO (SIO Mode) (SIO Mode) = Operating mode of a port in accordance with
(Port DIO (SIO Mode)_1 the digital inputs and outputs defined in IEC 61131-2.

All' 1O-Link ports can be used as digital standard inputs/
Port DIO (SIO Mode)_4) outputs.

Module Port IOL

Submodule Data length
PROFINET submodules for 10-Link ST input data
In subslot 1
IOL_I1_PQl 1 Byte input data +

1 Byte Port Qualifier Information
IOL_12_PQl 2 Bytes input data +

1 Byte Port Qualifier Information
IOL_14_PQlI 4 Bytes input data +

1 Byte Port Qualifier Information
IOL_I8_PQl 8 Bytes input data +

1 Byte Port Qualifier Information
IOL_116_PQl 16 Bytes input data +

1 Byte Port Qualifier Information
IOL_I32_PAQl 32 Bytes input data +

1 Byte Port Qualifier Information

PROFINET submodules for I0-Link ST output data

In subslot 1
IOL_O1_PQl 1 Byte output data +

1 Byte Port Qualifier Information
IOL_0O2_PQl 2 Bytes output data +

1 Byte Port Qualifier Information
IOL_0O4_PQl 4 Bytes output data +

1 Byte Port Qualifier Information
IOL_08_PQl 8 Bytes output data +

1 Byte Port Qualifier Information
IOL_0O16_PQl 16 Bytes output data +

1 Byte Port Qualifier Information

Operating Manual PDP67 PN 8FDIO 4I0LS

PILZ |72
1006758-EN-03



Function description

Submodule

Data length

IOL_032_PQl

32 Bytes output data +
1 Byte Port Qualifier Information

In subslot 1

PROFINET submodules for I0-Link ST input and output data

IOL_I01_PQlI

1 Byte input data +
1 Byte Port Qualifier Information +

1 Byte output data

IOL_02_PQl

2 Bytes input data +
1 Byte Port Qualifier Information +

2 Bytes output data

IOL_I04_PQl

4 Bytes input data +
1 Byte Port Qualifier Information +

4 Bytes output data

IOL_I08_PQl

8 Bytes input data +
1 Byte Port Qualifier Information +

8 Bytes output data

IOL_I016_PQl

16 Bytes input data +
1 Byte Port Qualifier Information +

16 Bytes output data

IOL_I032_PQl

32 Bytes input data +
1 Byte Port Qualifier Information +

32 Bytes output data

In subslot 2

PROFINET submodules for 10-Link FS data

IOLS_SP3

3 Bytes input data +

5 Bytes PROFIsafe Trailer +
3 Bytes output data +

5 Bytes PROFIsafe Trailer

IOLS_SP11

11 Bytes input data +

5 Bytes PROFlsafe Trailer +
11 Bytes output data +

5 Bytes PROFIsafe Trailer

IOLS_SP25

25 Bytes input data +
5 Bytes PROFIsafe Trailer +

25 Bytes output data +
5 Bytes PROFlsafe Trailer
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Structure of the process image of the modules in subslots 2 (IOLS)

FS input data
3/11/25 Bytes

PROFIsafe Status Byte
1 Byte

PROFIsafe CRC

4 Bytes (module-granular)

Fig.: Process image of inputs

6.4.9.4.1

FS output data PROFIsafe Control Byte PROFIsafe CRC
3/11/25 Bytes 1 Byte
4 Bytes (module-granular)
Fig.: Process image of outputs
I0-Link ST process data
Port Qualifier Information (PQlI)
PQ DevErr DevCom Reserved
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

The status bit DevCom (Bit 5) signals the IO-Link communication status

0: No communication with |O-Link Device

1: The IO-Link Device is in the Preoperate or Operate state

The status bit DevErr (Bit 6) signals the error state of 10-Link port and 10-Link Device

0: IO-Link port and 10-Link Device is signalling neither a warning nor an error

1: 10-Link port or IO-Link Device is signalling either a warning or an error

The status bit PQ (Bit 7) signals the validity of the process data on the 10-Link Device

0: Process data on the 10-Link Device is invalid

1: Process data on the 10-Link Device is valid
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The PDP67 PN 8FDIO 4I0LS maps the ST input data from the |O-Link port's process input
data into the subslot's process input data, but only as much as fits into the subslot's pro-
cess input data. The remaining process input data is rejected.

No diagnostics are performed because, when transferring the ST process data, the inten-
tion may be to process only part of the process input data.

The PDP67 PN 8FDIO 4I0LS maps the ST output data from the subslot's process output
data into the IO-Link port's process output data, but only as much as fits into the 10-Link
port's process output data. The remaining process output data is rejected.

No diagnostics are performed because all the process output data required by the port is
processed.

6.4.9.4.2 10-Link FS process data

The FS process data is mapped from one 10-Link port to exactly one process data con-
tainer from PROFINET with PROFIsafe.

The FS process data is exchanged via the submodule in subslot 2 of the module in the slot
assigned to the 10-Link port.

Submodules with different process data lengths are predefined for the FS process data
(see Process data module IOL (slot 5, 6, 7, 8) [ 71)).

6.4.10 10-Link acyclical access (IOL_CALL)

The device PDP67 PN 8FDIO 410LS: supports IOL_CALL functionality. This function en-
ables acyclical access to the data on an IO-Link Device via the PROFINET fieldbus.

Access is via the PROFINET controller using a special IOL_CALL block. The follow-
ing parameters can be set:

» CAP (ClientAccessPoint): 0xB400 (reserved value for the PROFINET record index for
IOL_CALL)

» 10-Link port number [1 ... 255]: 1 for the product's first IO-Link port, 2 for the product's
second |O-Link port, 3 for the...

» 10-Link index [0 ... 7FFF]: Index for the 10-Link Device data
) 1O-Link subindex [0 ... FF]: Subindex for the IO-Link Device data

Constraint

The device PDP67 PN 8FDIO 410LS only supports the reading of acyclical data. The writ-
ing of acyclical data, and special port functions/methods are not supported. If an unsuppor-
ted method is called, the error code 0x8055 is returned.
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6.4.11

INFORMATION

Further information is available in the operating manuals of the respective
controller manufacturer.

Configuration examples in the TIA Portal

The basic configuration for |0-Link Safety and the 1O ports is carried out via the engineer-
ing tool for the PROFIsafe Master (e.g. TIA). This configuration can be transferred to PAS-
config.

However, the configuration can also be created in PASconfig first and then transferred to
the engineering tool (e.g. TIA).

For abbreviations used, see here [ 8]

Configuration example 01 in the TIA Portal
All [O-Link Ports (X05 ... X08) used as 10-Link port
IO-Link port X05:
» Only uses IOL (on subslot 5.1)
— ST process data: 2 Bytes PIl + 1 Byte PQI + 2 Bytes PIO

IO-Link port X06:
» Only uses IOLS (on subslot 6.2), highlighted in yellow)
— ST process data: 1 Byte PQlI
— FS process data: 25 Bytes PII + 25 Bytes PIO (+ 5 Bytes each PROFIsafe Trailer)

IO-Link port X07:
» Uses IOL (on subslot 7.1) and IOLS (on subslot 7.2, highlighted in yellow)
— ST process data: 2 Bytes PII + 1 Byte PQI
— FS process data: 11 Bytes PII + 11 Bytes PIO (+ 5 Bytes each PROFIsafe Trailer)

IO-Link port X08:
» Uses IOL (on subslot 8.1) and IOLS (on subslot 8.2, highlighted in yellow)
— ST process data: 1 Byte PQI + 2 Bytes PIO
— FS process data: 3 Bytes PII + 3 Bytes PIO (+ 5 Bytes each PROFIsafe Trailer)
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TIA screenshot

Modul

¥ pdp67pn
} PROFINETIO
Port ZFDIO_1
Port 2FDIO_2
Port 2FDIO_3
Port 2FDIO_4

¥ PortIOL_1

I0L_lo2_PQI

~ PortIOL_2
I0L_PQI
10L5_5P25

~ PortioL_3
10L_12_PQI
10LS_SP11

~ PortIOL_4
I0L_02_FQI
10L5_5P3

Container FS FDIO kanalgranular_1

Fehlersicher

Baugruppentrager

(=T = =T~ = T = A~ TR - T~ A= A = = = T~ A= TR = =~ = - = |

steckplatz
o
0x1

E-Adresse | A-Adresse
0.2 o

0.2 o

3

4..33 4..33

34.36

37..52 37..52
53 2.3
54..61 54..61

540..547 540..545

Typ

FDP&7 PM BFDIO 41015 W1 .0x
pdp67pn

Port 2ZFDIO

Port 2FDIO

Port 2ZFDIO

Port 2FDIO

Port IOL

|OL_I02_PQI

Port IOL
I0L_FQI
10LS_5P25
Port IOL
10L_I2_FQI
IOLS_SP11
Port IOL
I0L_02_PQI
10LS_5P3

F5-Container FDIO, kanalgranular

Fig.: Configuration example 01

Configuration example 02 in the TIA Portal
Uses IO-Link port (X05) and DIO (SIO Mode) port (X07)

|O-Link port X05:

» Uses IOL (on subslot 5.1) and IOLS (subslot 5.2, highlighted in yellow)
— ST process data: 2 Bytes PII + 1 Byte PQI
— FS process data: 11 Bytes PIlI + 11 Bytes PIO (+ 5 Bytes each PROFIsafe Trailer)

IO-Link port X07:
» Uses DIO (SIO Mode)

— Requires additional module on slot 10:

Modul
¥ pdp&7pn
» FROFINETIO
Port 2FDIO_1
Port 2FDIO_2
Port 2FDIO_3
Port 2FDIO_4
¥ PortIOL_1
|oL_I2_PQI
IOLS_SP11

Port DIO (S0 Mode)_1

STContainer 8D1 12D0_1

Container FS FDIO kanalgranular_1

Fehlersicher

Baugruppentrager

(=R = T - = - T - A~ - B B A = B - B = - B - |

steckplatz
o
0xX1

- I R - U T R S TYR R
N o=

—
- o

E-Adresse | A-Adresse

0.2
3.18 3..18

19 0.1
540..547 540..545

Typ

PDP&7 PN BFDIO 410LS V1.0.x
pdp67pn

Paort 2FDIO

Part 2FDIO

Paort 2FDID

Part 2FDIO

Port IOL

10L_I2_PQI

IOLS_SF11

Port DIO (SI0 Mode)

STContainer 8DI 1200
FS-Container FDIO, kanalgranular

Fig.: Configuration example 02
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6.4.12 Device identification
If a device identification is requested via the engineering tool for the PROFIsafe Master
(e.g. TIA), the
» DIAG und RUN LEDs light up green for several seconds on the selected device.

Thereafter the LEDs switch back to their original states (see Display elements [ 122)).
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7 Web application (Web App)

The device has an integrated, browser-based web application. The web application enables
device functions to be executed without using PASconfig and can be used for the following
tasks:

» Call up device information

» List diagnostic information (error stack)

» Display and configure network settings

» Perform the wiring test

» Perform a firmware update

» Manage access data

» Activate time synchronisation via SNTP Server

» Set the web application (TLS certificate, activation)

» Call up support information

The following browsers have been tested with the web application and the operating sys-
tem Microsoft Windows 10:

» Microsoft Edge: 130.0 (64-bit)
» Google Chrome: 130.0 (64-bit)
» Mozilla Firefox: 128.3 (64-bit)

NOTICE

Configuration

To configure the device, only one of the following active connections may
be present at a time:

— between the device and the configuration tool PASconfig
— between the device and the web application

An error message is displayed if there is more than one connection. The
device will prompt you to terminate the existing connection.

71 Pre-defined user name

Two default users are defined on the device; these cannot be changed (note that the user
name is written in lower case):

» admin (administrator)
» guest (user with read rights)

Administrator applications (admin)
» Log in to the web application [ 80]
» Homepage [ 84]

» Display diagnostics [@ 86]
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» Configure network [ 88]
» Firmware update [@ 89]

> Perform wiring test [ 92]
» Manage users [ 96]

> Settings [@ 98]

» Support [ 103]

Applications of the user with read rights (guest)
» Log in to the web application [ 80]

» Homepage [ 84]

» Display diagnostics [@ 86]

» Support [ 103]

7.2 Logging in to the web application

The web application can be called up as follows:

» Using a web browser via the device’s IP address

» Using a web browser via the device’s alias

NOTICE
Change password
After logging in to the web application, you will be prompted to change the
password. Change the password promptly to protect the system from unau-
thorised access (see also Manage users [ 96]).

7.21 Call up web application via IP address

Prerequisites

» The device's IP address is configured and known.

» Your web browser allows the use of cookies.

» When you log in for the first time we recommend that you establish a point-to-point Ether-
net connection between your computer and the PDP67 device. That way you can ensure
that the certificate for the web application is all that is installed in your browser.

» Only one web browser may access the web application. Simultaneous access to the web
application using several web browsers can lead to problems.

» The configuration tool PASconfig and a web browser may not access the device at the
same time.
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7.2.2

Procedure

» Enter the device's IP address in the form https://<Configured IP address> in your web
browser’s address bar. The login page is loaded. If you are using your computer to con-
nect to the web application for the first time, then you should read the section entitled
Notes on certificates [@ 82].

» User name

Enter the user name here (see Pre-defined user name [@ 79)).
» Password

Enter the password here.

Default value (for "admin" and "guest" users): PDP67
» Language

Select the user interface language here. After logging in, the language can no longer be
switched. Log out to change the language. You will be redirected to the login page and
you can switch the language there.

Call up web application via alias

Prerequisites

» The device’s order number and serial number are known.
» Your web browser allows the use of cookies.

» When you log in for the first time we recommend that you establish a point-to-point Ether-
net connection between your computer and the PDP67 device. That way you can ensure
that the certificate for the web application is all that is installed in your browser.

» Only one web browser may access the web application. Simultaneous access to the web
application using several web browsers can lead to problems.

» The configuration tool PASconfig and a web browser may not access the device at the
same time.

Procedure

» Enter the device's alias in the form https://<pilz-OrderNumber-SerialNumber.local> in
your web browser’s address bar (for example: https://pilz-4r000004-1000057.local). The
login page is loaded. If you are using your computer to connect to the web application for
the first time, then you should read the section entitled Notes on certificates [ 82].

» User name

Enter the user name here (see Pre-defined user name [@ 79)).
> Password

Enter the password here.

Default value (for "admin" and "guest" users): PDP67
» Language

Select the user interface language here. After logging in, the language can no longer be
switched. Log out to change the language. You will be redirected to the login page and
you can switch the language there.
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7.2.3

Certificates

Notes on certificates

The web application establishes a safe connection (https) to your web browser. When you
use your web browser to log in to the web application for the first time, the certificate for the
web application is still unknown to the web browser. The web browser warns that the con-
nection to the web application is not a safe connection. You need to create an exception
rule in your web browser. This process varies depending on the web browser you are us-
ing. It is explained here based on Microsoft Edge.

» When you load the page the following message appears: Your connection isn’t private.

— 0 X
D Privacy error x |4

& O A Notsecure | hitps//192.168.0.2. ¢ 3= Not syncing @

Your connection isn't private

Attackers might be trying to steal your information from 192.168.0.2 (for example, passwords, messages, or

credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

Advanced

» Click on Advanced.

[ Pprivacy error X | B = -
& (O A Notsecure | https//192.168.0.2 V¢ ¥= Not syncing g

This server couldn't prove that it's 192.168.0.2; its security certificate is not trusted by your computer's

operating system. This may be caused by a misconfiguration or an attacker intercepting your connection.

Continue to 192.168.0.2 (unsafe)

Hide advanced
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» Click on Continue to <Your device's IP address> (unsafe). The login page is dis-
played.

CAUTION!
Risk of data manipulation and phishing

Adding exception rules to your web browser can lead to data manipulation
and phishing. Do not create exception rules for unfamiliar websites.

INFORMATION

You can also use your own certificates, if your company uses its own certi-
ficate management for example. If this is the case, you can import your own
certificate into the device (see also Managing certificates [ 101]).
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7.2.4 Automatic logout after inactivity
The logged in user is automatically logged out of the web application after 10 minutes of in-
activity.

7.3 Start page

The start page appears following a successful login.

Status messages

ILZ pdp67pn a admin v

o The device runs error-free.

Wiring test J

Not running

e % £ B0

| Go to wiring test

=

Diagnostics

o Errors 0
A Warnings ]

| Show error stack

AV - B L)

Device information

Order number: 4R000004

Serial number: 1000057

Product type: PDP67 PM 8FDIO 4I0LS
IP-Address: 192.168.20.1

FS check sum of configured system: C488D9D4
Firmware version: 1.0.0

Hardware version: 1.0

»

Serial number: 1000057 Product: PDP87 PN 8FDIO 410LS

Fig.: Homepage

The web application’s interface is subdivided into the following sections:
) Title bar
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Besides the PILZ logo, the title bar also displays the IP address or PROFINET device
name of the connected device and a button with the name of the logged in user. Click on
this button and select Log out to log out of the web application.

) Status messages and notes

Status messages appear in this area, as well as notes on a page’s configurable proper-
ties.

» Page menu

The page menu display depends on the screen size. The page menu can also be col-
lapsed or expanded manually.

Explanation of the icons (the icon for the current page has a yellow background):

Icon Description

Homepage

Diagnostic information is displayed on this page.

Network properties can be configured on this page.

A firmware update can be performed on this page.

The wiring test can be carried out on this page.

The passwords for the default users can be changed on this
page.

Your own certificates can be transferred to the device on this
page. The pre-defined security message for the homepage can
also be adapted here, plus the web application can be deactiv-
ated.

'ﬂ'"ﬂ!"ﬂ}“@@»

Time synchronisation via SNTP Server can also be activated on
this page.

Contact information and any third party manufacturer licences
are displayed on this page.

.

» Main window
The following information is displayed on the main window of the start page:
— Status of the wiring test with a link to the wiring test page
— Number of warning and error messages present, with a link to the diagnostic log

— Device information
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7.4 Display diagnostics
PILZ pdp67pn & admin v
A
o The diagnostic log is displayed on this page.
% Last refresh
&7 Refresh diagnostic log
~
A Change of _ e Fault

* Indexy Time stamp  _ Priority Description detection
37 00, . o User "admin" has logged in (Client IP: 192.166.20.199; 0700 0000

00:04:40.710 Service: Web App; Session ID: +82W...). 0000 0002
[ ] 00, . 1100 0000
- 36 00.04.27 408 (€] [ x] Short circuit of a test pulse at port X1, pin 2 0000 0002

00, — . 1100 0000
¢ a5 PR R © (%] Short circuit of a test pulse at port X1. pin 2 e

Fig.: Diagnostic page
Definition of icons:
Index column
Consecutive number
Time stamp column
» Unsynchronised time
Operating time, time since last restart (day, hour, minute, second, millisecond)
» Synchronised time (configurable under Settings [@ 98], SNTP Server)
Local time zone of host computer (year, month, day, hour, minute, second, millisecond)
Change of state column

If an event is present (e.g. short circuit at an input), the diagnostic message becomes "act-
ive" (change of state: "arrived"). If the fault has been rectified, the diagnostic message be-
comes "inactive" (status change: "cleared").

Icon Description

() Symbolises errors or warnings that have
"arrived".

¢ Symbolises errors or warnings that have
"cleared".

O Symbolises events
Diagnostic messages that serve as informa-
tion. Operation is not yet impeded or com-
promised.

Operating Manual PDP67 PN 8FDIO 4I0LS PILZ | 86

1006758-EN-03



Web application (Web App)

Severity column

Diagnostic messages are differentiated according to their importance. They are divided into
three levels of severity:

Icon Meaning |Description

Q Error Diagnostic message to which the user must react immediately. This
diagnostic message provides information on system conditions in
which one or more functions have failed or are adversely affected.

A Warning Diagnostic message which demands the user's attention. This dia-
gnostic message warns the user about potential or imminent critical
system conditions.

(i ] Info Diagnostic message which describes the current state of the pro-
cess and/or system. This diagnostic message is provided for in-
formation; operation is neither impeded nor adversely affected.

Description column
Description of what has happened.
Fault detection column

Fault detection is used to uniquely identify a diagnostic message.
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7.5 Configuring the network
PILZ pdp67pn & admin v
a

o The network properties can be changed on this page.
'S.Ly
EEE Alias: pilz-4R000004-1000057
* Device name: pdp67pn
F-address of Slot 5, Subslot 2: 20
[ ]
-
F-address of Slot 11, Subslot 1: 10
IP address
J 192.168.20.1
Subnet mask:
256255 2550
Gateway address
192.168.20 1
MAC address: 00:02:48.B2:14:6C
Refresh values
Apply changes
»
Serial number: 1000057 Product: PDP67 PN 8FDIO 410LS

Fig.: Configure network

This is where the network settings are displayed and can be configured if necessary.
Please note that a change to the configuration may mean that the device is no longer ac-
cessible in the network.

Procedure

» Click on Refresh values to retrieve the network configuration from the device.

» Change the network configuration and click on Apply changes to write the configuration
to the device.
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7.6 Firmware update
PILZ pdp67pn & admin v
()
o A firmware update can be performed on this page.
2
EEE Firmware version: 1.0.0
Hardware version: 1.0
]
[ ]
»
Serial number: 1000057 Product: PDP67 PN 8FDIO 410LS

Fig.: Firmware update
A firmware update can be performed on this page.
The firmware version influences the product’s configurable properties.

The firmware is signed in order to guarantee that only valid firmware files are used. The up-
date can be performed via this web application or via the configuration tool PASconfig (see
Online Help, Firmware Manager).

Firmware update in web application

If you want to know what has changed in the firmware before performing the firmware up-
date, you can view the product changes first (in the configuration tool PASconfig).
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Prerequisites:
» There are several firmware versions for the product
» You are logged in as admin (administrator) (see Manage users [@ 96]).
Procedure
» Click on Perform update.
» Follow the instructions in the web application.
— 1 Select MDF file

Firmware update

o Select MDF file ° Start firmware update
° Updating firmware... ——— ° Log in again

© Select an MDF file that includes the firmware for your device.

— 2 Start firmware update

Firmware update

o Select MDF file ° Start firmware update
° Updating firmware... ———— ° Log in again

File name: com pilz de_ pssu.mdi h4R000004 jar

Firmware version in the device: 1.0.0

Firmware version in the MDF file: 1.1.0

© Do not switch off the device while the firmware update is executed, otherwise

the device will become defective!

e ] (e |
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— 3 Updating firmware (may take up to 5 minutes)

Firmware update

o Select MDF file o Start firmware update
° Updating firmware... ——— ° Log in again

©® Do not switch off the device while the firmware update is executed, otherwise the
device will become defective!

—4 Log in again

Firmware update

° Select MDF file o Start firmware update
° Updating firmware.. ——— ° Log in again

& Firmware has been updated successfully. Please log in again.

The device will restart automatically after the firmware update.

After changing the firmware version, the configured values remain.

Firmware update unsuccessful

If the firmware update was unsuccessful, you can use the reset button [@ 31] to switch to
bootloader mode and perform the firmware update again there.
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7.7 Performing the wiring test
PI LZ pdp67pn
o The wiring test is not executed. Activate the check box and start the wiring test.
% E] | configured the hybrid ports in accordance with the connection plan as inputs, outputs, or 1O-Link.
&8
-*ﬂ — :,, 1 7¥;— ';7: ’-’::::—
@ ' 100 100 '
Input 101 101 Input
. e @
e QO Output O Output
J L 0 —
@ 100 100 .
Input . 101 101 . Input
O oOutput L ‘ ‘ J O Output
1= TP —
10-Link e @ @coco @ @ e 10-Link
O Input o "® O Input
O Output L J O Output
~X07  X08 o
10-Link @ Q@cocn ® @ 10-Link
O Input o' "® O Input
»
1 ~ ..

Serial number: 1000057 Product: PDP67 PN 8FDIO 410LS

Fig.: Wiring test

The integrated wiring test provides the option to ensure the device is wired correctly. Wiring
errors can be uncovered in this way, for example. The states of the inputs are displayed via
the web application "Perform wiring test" and the outputs can be switched on and off.

Prerequisites

» You are logged in as admin (administrator).
» The device has a valid IP address.

» The device does not have a configuration.

» For the hybrid IO ports X01, X02, X03 and X04, it is necessary to confirm that they have
been configured as an input or output in accordance with the wiring diagram.
For the IO-Link Safety ports X05, X06, X07 and X08, it is necessary to confirm that they
have been configured as SIO Digital Input (DI), SIO Digital Output (DO) or as 10-Link.
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WARNING!
Risk due to the switching of outputs

The switching of outputs during the wiring test may cause hazardous states
on the machine.

Ensure that nobody is endangered by switching outputs during the wiring

test.
Procedure
PILZ pdp67pn
o The wiring test is not executed. Activate the check box and start the wiring test.
"%’ o | configured the hybrid ports in accordance with the connection plan as inputs, outputs, or I0-Link.
% Start
<
X01 X02 =3
@ 0000 @
Input 101 101 O Input
. e @
- O Output Output
J X XO
@ 0000 @
Input |01 |01 Input
O Output L J O Output

XO' )'(06
10-Link @ Qoo ® @ O Il0-Link
O Input " '@ QO Input
O Output L J Output
%07  X08 L =~
O 10-Link @ Q®coco® @ 10-Link
o Input . i . QO Input

Serial number: 1000057 Product: PDP67 PN 8FDIO 410LS

Fig.: Wiring test, confirmation that the configuration is in accordance with the wiring diagram.
> Confirm

— that all hybrid 10 ports X01, X02, X03 and X04,

—as well as all I0-Link Safety ports X05, X06, X07 and X08

have been configured in accordance with the wiring diagram and click on Start. The
device switches to wiring test mode and displays the current status of the inputs. When
the wiring test is started, the outputs are deactivated.
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PILZ

6 The wiring test is performed.

'311
Stop
aa
£4
° Input
-
-]
J
Input
10-Link
555 Input

TO SWITCH ON/OFF EvllelS

—

?\

| _—
. 100 |oo¥
.mm.

V

?\

.mm.
.mm.

QL

_J

%05 P~ T
®co cxo&
NOHEHS)

- A

e 07

1

Serial number: 1000057 Product: PDPG7 PN 8FDIO 4I0LS

X08

1 4
e Qo ®
.|1 n .
) I

o

4

0

pdp67pn

100 SWITCH OFF

101 SWITCH ON

Qutput

Input
Output

C/Q SWITCH OFF

10-Link

Fig.: Wiring test performed
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7.71 Wiring test on hybrid ports

Check sensor wiring

Prerequisites

» Wiring test has been started

Procedure

» Switch on the test pulse output.

» Activate the sensor.

» Check that the status display at the input changes when the sensor is connected.
» Switch off the test pulse output.

Check actuator wiring

Prerequisites

» Wiring test has been started

Procedure

» Switch on the output.

» Check that the corresponding actuator switches.
» Switch off the output.

7.7.2 Wiring test on 10-Link Safety ports

Check sensor wiring
Prerequisites

> Wiring test has been started
Procedure

» Activate the sensor.

» Check that the status indicator at the input (SIO Digital Input (DI)) changes when the
sensor is connected.

Check actuator wiring

Prerequisites

» Wiring test has been started

Procedure

» Switch on the output (SIO Digital Output (DO)).
» Check that the corresponding actuator switches.
» Switch off the output.

Check 10-Link Device wiring

» Switch on the supply voltage (L+).

» Check that the supply voltage is present at the IOL Device.
» Switch off the supply voltage.
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7.7.3 End wiring test
» Click on Stop to end the wiring test (the device is restarted).
The wiring test is also ended:
> By pressing the reset button
» By switching off the supply voltage
» After two hours have elapsed

If the wiring test is ended because the device switches to a safe state as the result of a crit-
ical error, then once the critical error has been resolved, you will need to perform a warm
reset (see Reset button [@ 31]) and start the wiring test again.

7.8 Managing users
PILZ pdp67’pn ; admin v |
a
o You can configure the user account on this page.
2,
Select a user for whom you want to change the password
ElEIE admin v
* Old password:
_
Mew password
[ ]
(] \Q
¢ Confirm password:
_
Password policy
[: ] The password must be at least 10 characters long.
(: ] The required number of lower case letters is 1.
[: ] The required number of upper case letters is 1.
[: ] The required number of numbers is 1.
[: ] The required number of special characters is 1.
[: ] New password and confirmation must match.
»
Serial number: 1000057 Product: PDP67 PN 8FDIO 410LS
Fig.: Change password
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On this page you can change the password for the predefined users. Two default users are
defined on the device; these cannot be changed (see Pre-defined user name [ 79)):

» admin (administrator)
» guest (user with read rights)
Procedure
) Select the user whose password you wish to change.

» If you wish to change the password of the "admin" user, enter the old password. The de-
fault password for the "admin" user is PDP67.

» If you wish to change the password of the "guest" user, it is not necessary to enter the old
password.

» Enter a new password. The password must meet the listed password policies.

pIL Z pdpﬁ?pn & admin v |
a
o You can configure the user account on this page.
9,
Select a user for whom you want to change the password
EEE admin ~
* Old password
senee \\&
MNew password.
s |
L L1 Q
° Confirm password:
=
Password policy
;] The password must be at least 10 characters long.
v The required number of lower case letters is 1.
] The required number of upper case letters is 1.
v The required number of numbers is 1.
;] The required number of special characters is 1.
(: ] New password and confirmation must match.
»
Serial number. 1000057 Product. PDPE7 PN 8FDIO 410LS
Fig.: Password policy not met
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Web application (Web App)

PILZ PdP67pn = admin v

o You can configure the user account on this page.

& R

Select a user for whom you want to change the password

admin v

b o

Old password

assse ‘&

=

New password:

LLTTYTTTTY ) ‘&

Confirm password:

asscsessene &

C 8 b

Password policy

The password must be at least 10 characters long.
The required number of lower case letters is 1.
The reguired number of upper case letters is 1.
The required number of numbers is 1.

The required number of special characters is 1.
New password and confirmation must match.

A

Apply

»

Seral number: 1000057 Product: PDP67 PN 8FDIO 410LS

Fig.: Password policy met

» Repeat the password and click on Apply.

7.9 Settings

On this page you can configure the following settings:

> SNTP settings [ 99]

» Web application settings [@ 101]
— Managing certificates [@ 101]
— Adapting the data protection and security information [ 102]
— Deactivating the web application [@ 102]
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7.9.1 SNTP settings
You can activate time synchronisation with SNTP Server on this page.
» Synchronised time: the diagnostic messages are displayed as follows: (see also Show
diagnostics [@ 86]):
Local time zone of host computer (year, month, day, hour, minute, second, millisecond)
Default setting: not activated

Procedure

PILZ pdp67pn ; admin w

o Settings can be configured on this page.

C] Enable time synchronization with SNTP server

SNTP settings
&5
£ 2

SNTP Server IP address:

‘ Refresh values

Apply changes

Fig.: SNTP settings
> Select Activate time synchronisation with SNTP Server.
> Enter the SNTP Server IP address.
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Web application (Web App)

PIL 2 pdp67pn & admin v
A :
o Settings can be configured on this page.
"%
ﬁ SNTP settings
~/ Enable time synchronization with SNTP server
* SNTF Server IP address
‘ Refresh values
[ ]
-
Apply changes

Fig.: SNTP settings

» Click on Apply changes to write the configuration to the device (the device is then restar-
ted).

The time continues to run once it has been received by the SNTP Server. The time contin-
ues to run even if the connection to the SNTP server is interrupted.

The SNTP settings are retrieved from the device using the Refresh values button.
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7.9.2 Web application settings

pILZ pdp67pn = admin v

‘ﬂ o Settings can be configured on this page.

QJJ

~

Upload of the TLS certificate

EEIE Certificate:
£

[ ]
Key
[ ]
]
-
- System Use Notification

This System Use Notification is displayed on the login page. The wording of this notification can be
changed in the lower text field if required.

'ou are accessing a restricted information system. System usage may be monitored,
recorded and subject to audit. Unauthorized use of the system is prohibited and may be
subject to cniminal and/or civil penalties. Use of the system indicates consent to
monitoring and recording

Save nofification

Restore default notific ation

Settings

Disable web server

»

Serial number: 1000057 Product: PDP67 PN 8FDIO 410LS

Fig.: Web application settings

7.9.21 Managing certificates

The web application uses X.509 certificates to secure communication between the web
browser and web application.
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7.9.2.2

7.9.2.3

By default the system uses a self signed CA certificate to sign the server certificate. The
certificates are generated automatically by the web application.

To enable communication, the certificate is downloaded from the web application to the PC
and is imported into the web browser. If you use a self-signed CA certificate, then when you
try to establish a connection to the web application a warning appears, saying that the con-
nection is not secure. To establish a connection you will need to Add a security exception
rule to your web browser [ 82].

New certificates are generated when the web application is reset to its factory settings.

Certificate upload

If you want to use your own certificates, you can store the CA certificate and server certific-
ate with its private key in the web application. As they are uploaded the certificates are
checked to ensure that the syntax is correct.

Possible formats:

» PEM

Effects:

» When a CA certificate is uploaded, any existing private key will be deleted.

Adapting the data protection and security information

Data protection and security information is displayed on the login page. As the adminis-
trator and the person responsible for security, you can adapt this information to the needs
of your organisation.

Deactivating the web application

Once deactivated, the web application is no longer accessible via a web browser. To react-
ivate the web application you will need to perform an Original reset [ 31].
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710 Support

pILZ pdp67pn a admin v

o You can find the contact data of the Technical Support on this page.

£ D

Address: Pilz GmbH & Co. KG, Felix-Wankel-Strasse 2, 73760 Ostfildern, Germany

Internet: www pilz com

EEE Headquarters
<

Technical support

Country-specific hotlines can be found at: www pilz com/support

Legal Notice

[This product includes Open Source software with various licences

[ ]
-
- 'ou can receive further information by calling up the menu "Support” — "Third-party
manufacturer licence" on the web application of the PDP&7 device.

[The relevant source codes can be requested via opensource@pilz. de.

our request should include the following: (a) the firmware name, (b) the firmware
arsion, (c) your name, (d) your company name (if applicable), (e) your reply address
@and (f} your E-mail address (if possible).

Pilz can charge a fee for the data medium and for sending.

[The request for the source code must be received 3 years at the latest after the

receipt of the relevant GPL or LPGL. Irespective of this period we will send you a
complete, machine-readable copy of the source code as long as Pilz offers sparas or
fechnical support for this device. v
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PILZ pdp67pn

‘ﬂ o You can find the contact data of the Technical Support on this page.

2

B ol %

AV - B U

»

Third-party manufacturer licence
Selectlicense

vue

Version: 2.7.14

URL: hitps-/iv2 vuejs org

Copyright (c) 2013-present, Yuxi
http-/fevanyou me Evan You

[The MIT License (MIT)
ICopyright (c) 2013-present, Yuxi (Evan) You

Permission is hereby granted, free of charge, to any person obtaining a copy
lof this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights

fo use, copy, modify, merge, publish, distribute, sublicense, and/or sell
lcopies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions

[The above
lcopyright notice and this permission notice shall be included in

Serial number: 100057 Product: PDP67 PN 8FDIO 410LS

admin v

Fig.: Support

The Support page contains contact information for Pilz's technical support team plus the Ii-
cences for the open source components that are used.
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8 Installation

8.1 General installation guidelines
To meet the requirements of protection type IP67/IP69K, ensure that:
» All M12 connections are connected with a torque setting of 0.6 Nm.

» All end caps are fastened with a torque setting of 0.6 Nm. We recommend you use a
torque screwdriver with PH3 bit.

» The end cap for the PDP67 removable data medium (optional) is firmly sealed.

INFORMATION

For ports X01 ... X08 and X21, X22 you should only use the end caps
380324 (colour: black), available as an option.

For port X32 you should only use the end cap 380328 (colour: grey), avail-
able as an option.

Protect the device from:

» Water or fluids with more stringent conditions than protection type IP67/69K
» Chemicals

» Harmful substances

» Intentional damage
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8.1.1 Dimensions
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Fig.: Dimensions
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8.1.2 Installing the unit

The product must be fastened to a flat mounting surface, so that there is no strain on the
housing when the module is screwed down. The mounting distances will depend on which
plug-in connectors are used and on the bending radius of the cables.

Screws and locking washers supplied with the device:
> 1 x M4 screw for the functional earth (installed)
» 2 x M4 locking washers for the functional earth (installed)

To install the device and connect the earthing strap to the mounting surface you will need 3
x M4 screws of an appropriate length and 2 x M4 locking washers.

Fig.: Mounting in mm
To install the device, proceed as follows:

» Mark the drill holes and pre-drill them.

» Use fixing screws with washers. In environments with vibration we recommend that you
use locking washers.
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» When using internal hexagonal fixing screws with a strength class of 8.8, tighten the
mounting screws with a torque setting of 2.5 Nm to 2.9 Nm.

» Use two fixing screws to attach the product to the mounting surface.

Connecting the functional earth to the earthing strap provided
The functional earth is connected to the lower fixing screw with the functional earth symbol

é. You can use the earthing strap provided or a separate earthing cable. If you use a sep-
arate earthing cable, the minimum conductor cross section of the earthing cable is 2.5 mm?2.
Use fixing screws with washers. In environments with vibration we recommend that you use
locking washers.

To connect the functional earth to the earthing strap provided, display, proceed as
follows:

» Provide the mounting surface with an M4 internal thread (only when attaching the earth-
ing strap to the mounting surface).

» Tighten the fixing screw on the functional earth connection A with a torque setting of 1.2
Nm. For the fixing screw you can use the M4 ratchet screw provided and the locking
washer for the functional earth connection.

» Tighten the mounting screw on the mounting plate. When using an internal hexagonal fix-
ing screw with a strength class of 8.8, tighten the screw with a torque setting of 2.5 Nm to
2.9 Nm.
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9.1

Wiring

General wiring guidelines
Note:
> You must comply with the information provided under "Technical Details".

» Use shielded cables when using PROFINET IRT mode and under increased EMC influ-
ences (above the required values of EN 6100-6-2).

» Ensure that the sensors used for safety functions meet the required SIL value for the ap-
plication.

» When selecting the sensors, make sure that the sensors’ dielectric strength guarantees
the required insulation against live parts. The maximum voltage permitted on the device
is SELV/PELV.

» When using the FDIO ports as the FS output FDO, make sure that there is never more
than 4 A flowing over Pin 3 (0 V).

» Ensure that the maximum 16 A current load capacity of ports X31 and X32 is not ex-
ceeded.

» Ensure that the application is designed in such a way that the voltage/current-free state
(normally energised mode) represents the safe state.

> Use a torque setting of 0.6 Nm when connecting all M12 cables.

» To connect the wiring we recommend you use pre-assembled cable from Pilz (see
Accessories [@ 137]).

» Before exchanging a device, make sure that the defective device, the new device and the
connectors are labelled in such a way that the connectors can clearly be assigned to the
ports.

EMC-compliant installations

Observe the relevant standards for EMC-compliant installations and observe the following
cable routing measures:

It is possible to differentiate between cables according to their function. The following
groups exist:

» Group 1: Data and supply lines for DC voltages below 60 V and AC voltages below 25 V

» Group 2: Data and supply lines for DC voltages from 60 V to 400 V and AC voltages from
25V to 400V

» Group 3: Supply lines above 400 V

Cabling inside buildings:

» The cable groups listed above should be laid separately.

» Cables of the same group can be laid within the same cable duct.

» Cables from group 1 and group 2 should be laid in the control cabinet or building in sep-
arate bundles or cable ducts that are at least 10 cm apart.

) Cables from group 1 and group 3 should be laid in the control cabinet or building in sep-
arate bundles or cable ducts that are at least 50 cm apart.

» Data and signal lines should be laid as close as possible to an earthed surface.
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Cabling to open air systems:

As far as possible use metal conduits. These should be electrically connected and

earthed.

Ensure there is sufficient protection against lightning by using metal conduits earthed at
both ends, or concrete cable ducts with reinforcements connected across the joints.

> B b P

CAUTION!

The supply voltages must be protective extra low voltages with safe elec-
trical separation (SELV or PELV). Protective separation must be ensured for
the external power supplies that generate the supply voltages. Failure to do
so could result in electric shock. The external power supplies must comply
with the current applicable standards EN 62368-1, EN 61140, EN 62477-1
or EN 61558-1.

CAUTION!

In order to guarantee protection type IP67, unused plug-in connectors
should be sealed using the end caps.

CAUTION!

Make sure that the plug-in connectors are connected to the sensors cor-
rectly. Once you have run a function test to check that the plug-in connect-
ors are connected to the sensors and actuators correctly, the IO ports
should be labelled. If the IO ports are connected to the sensors and actuat-
ors incorrectly, life-threatening situations may arise on the plant.

WARNING!
The internal reverse polarity protection circuit is not a safety function

A defective reverse polarity protection circuit on the device will not be detec-
ted. When making the initial connection and when recommissioning, check
the correct functionality of the device’s reverse polarity protection circuit.

1-channel FS inputs FDI
The failure of a sensor will not be detected. Possible remedies:

— Use sensors that meet the required SIL value for the application.

— Carry out regular function tests.

— Use 2-channel FS inputs and/or sensors.
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» Short circuits between the cable to the sensor and the 24 V cable or between cables to
various sensors will not be detected. Avoid short circuits through:

— Appropriate wiring
» The input is not protected against voltages over 60 V. The power supply to the sensors

must meet the regulations for extra low voltages with protective electrical separation
(SELV, PELV).

1-pole FS outputs FDO

» If short circuits occur between the cable from the output to the load and a supply line, it
will no longer be possible to switch off the load. Avoid short circuits through:

— Appropriate wiring
— Using a second output as a second shutdown route
» The failure of an actuator will not be detected. Possible remedies:
— Use actuators that meet the required SIL value for the application.
— Carry out regular function tests.

— Use a second actuator and monitor the state of the actuator using feedback loop
monitoring in the user program. If the value does not correspond to the set point, then
the actuator must be switched off.

Guidelines for UL approval

UL Markings

» The minimum cable temperature of the cable assemblies (CYJV2/8, CYJV/7 | PVVA2/8,
PVVA/T7) connected to the terminals: 85°C
Use of AWG 14, min. 60 VDC, min. 16 A (X31, X32) or AWG 22 min. 22 A (X01 ... X08)
required for maximum load, use copper conductors only.

9.2 Connector pin assignment
10 ports (hybrid) X01, |Assignment
X02, X03, X04
FDI type: FS inputs 1: Test pulse TO /24 VDC / ST output O0 | 2 5 3
FDO type: FS outputs, |2: FSinput I1/FS output O1
1-p0|e 30V

SDO type: ST outputs | 4. F5 input 10 / FS output OO

5-pin M12 female con- | 5. Test pulse T1/24 VDC / ST output O1
nector ] ] 1 4

Connection to functional earth on the con-
A-coded

nector housing
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IOLS type: Connection
of sensors/actuators

5-pin M12 female con-
nector

A-coded

1: L+ (Device Supply)
2: ST input I1
3: L- (Device Supply)

4: C/Q (IO-Link data line)
or
ST input 10 / ST output O0

5:n.c.

The input current via
Pin 2 and Pin 4 is configurable:

2mA
5 mA (default)

Connection of the PDP67 removable data medium, see under
PDP67 removable data medium (available as an option) [@ 33]

ETH type: 2 Ethernet in-
terfaces

4-pin M12 female con-
nector

D-coded

1: TD+
2: RD+
3: TD-
4: RD-

Connection to functional earth on the con-
nector housing
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Port X31

Assignment

PWR type: Supply
voltage connection

5-pin M12 male con-
nector

1: + 24 VDC supply voltage for device
supply
2: 0 V supply voltage for load supply

3: 0 V supply voltage for device supply

L-coded 4: + 24 VDC supply voltage for load sup-
ply
5: Connection to functional earth

Port X32 Assignment

PWR type: Connection
for forwarding the supply
voltage

5-pin M12 female con-
nector

L-coded

1: + 24 VDC supply voltage for device
supply

2: 0 V supply voltage for load supply

3: 0 V supply voltage for device supply
4: + 24 VDC supply voltage for load sup-
ply

5: Connection to functional earth.
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9.3 Connecting the supply voltage

Use a 5-pin, L-coded M12 plug-in connector to connect the device to the external supply
voltage for device supply and load supply. The device has an M12 socket (X32), which is
physically adjacent to the M12 connector; this is used to forward the device supply and load
supply to other devices (see also Supply voltages [ 35]).

WARNING!
Damage to the connector

The current load capacity of the M12 connectors X31 and X32 is 16 A per
feed (device supply / load supply). You must ensure that this value is not
exceeded. Exceeding the permitted current load capacity can damage the
plug-in connector. Please note that the supply voltage connections are not
monitored for overload. Please note the derating diagram under Derating
diagram [ 37].

In the case of an application with UL approval, refer to the derating table un-
der Derating values for UL approval [ 37].

» If switching loads leads to disturbances on the input signals, then we recommend you use
separate power supplies to supply the device supply and load supply.

+24V DC

0VvVDC

0V DC

+24V DC Max. 16 A

—
| S—

(11 2]
Device Supply  Load Supply

Fig.: Separate power supplies for device supply and load supply

Legend

[1] Infeed for device supply
[2] Infeed for load supply
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[1] Device Supply

max. 16 A []
8
Q1>
> | 2| [2] Load Supply
§ | e— |
1 max. 16 A

Fig.: Common power supply for device supply and load supply

Legend
[1 Infeed for device supply
[2] Infeed for load supply

Guidelines for UL approval

UL Markings
» The external circuits intended to be connected to this device shall be separated from

MAINS supply or hazardous live voltage by reinforced or double insulation and meet the
requirements of SELV/PELV (Class Ill) circuit of UL/CSA/IEC 61010-1, 61010-2-201.
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Routing the supply voltages

40000087
5701 01048 Nd L9d0d

Fig.: Routing the supply voltage
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9.4

9.5

Connecting the functional earth

The functional earth is used to divert electromagnetic interference.

Earth the device as follows:

Connect the functional earth connection on the device FI% to the plant’s functional earth us-
ing the earthing strap provided. If several devices are used, the earthing strap must be con-

nected to each device. To install the earthing strap see Connecting the functional earth to
the earthing strap provided [ 108].

» Connect pin 5 of the supply voltage connection PWR to the functional earth of the SELV/
PELV power supply.

The connections must be low impedance and must be good conductors. Connections
should be kept as short as possible. A conductor cross section of at least 2.5 mm? should
be used for the connection to the central earth bar.

Connecting the fieldbus

Refer to the specifications regarding installation and wiring of PROFINET devices in the
PROFINET Installation Guidelines (profibus.com).
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9.6 Wiring examples

Check the safety characteristics and notes for your specific application, see the section en-
titted Safety characteristic data [ 135].

9.6.1 2-channel safety switch

Safety switch with volt-free contacts, equivalent, separate test pulse

Features Connection example, PILZ safety switch

» Configuration of test pulses:
—10: T1
-11:T0

» Connection to FDIO ports:

— Channel A of the safety switch to 10
and T1

Channel B of the safety switch to 11 and TO

A A
1 |2 '3 4 15}

Iamd

Features Connection example, AIDA wiring

» Configuration of test pulses:
—10: TO
-11:T1

» Connection to FDIO ports:

o
N
2]
N
~
“on

— Channel A of the safety switch to 10 A
and TO

Channel B of the safety switch to 11 and T1

]— — —
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Safety switch with volt-free contacts, equivalent, shared test pulse

Features Connection example, AIDA wiring

» Configuration of test pulses:

—10: TO
-11:TO
» Connection to FDIO ports:
— Channel A of the safety switch to 10 A A2 ,\3_,|\4 A5
and TO
— Channel B of the safety switch to |1
and TO
NN AYANA)
1 12 ' 314 '5
WARNING!

Use of shared test pulse

Short circuits between the cable from the test pulse to the sensor and the
cable from the sensor to the input or between cables to various sensors will
not be detected. Depending on the application, serious injury or death may
result.

Avoid short circuits through

— Appropriate wiring

— Wiring in accordance with the requirements of IEC 61076-2-101 and
IEC 60204-1, clause 14.1.1 and 14.1.2
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Safety switch with electronic OSSD outputs, equivalent, no test pulse

Features Connection example, AIDA sensor

» Configuration of test pulses:
—T0: 24V
-T1:24V
— 10 -> Test pulse: no test pulse
— 11 -> Test pulse: no test pulse
» Connection to FDIO ports:
— 0OSSD1to 10
— 0OSSD2 to I1

— Safety switch supplied with 24 VDC AAAANA
through voltage output TO ! 1 lz 3fe |5

\
D=
N
)
~
ﬁ
S
N
“on

9.6.2 Control of actuators with 1-pole switching outputs

9.6.2.1 Control via two outputs

Features Connection example

» Configuration of test pulses: FDIO 2 FDIO 1
—10: TO
» Connection to port FDIO 1:

— Feedback loops of actuators 1 and 2
atinput 10 2 I3 1s

» Connection to FDIO 2 port:
— Actuator 1 at output O0 and 0 V
— Actuator 2 at output O1 and 0 V

~
2
)
7
Y
7
)
Zon

— For Cat. 4, PL e, SIL 3, the following : |1 T2 1304 '5 1 V4
protective measures must be taken: ! l_l
Both actuators must control the same N
safety function. i :
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9.6.3

9.6.4

One actuator, 1-pole switching

Actuator, 1-pole switching

Features

Connection example

» Connection to FDIO ports:
— Actuator at output O0 and 0 V

.\
D=
N
S
N
>
~
N
“o

10-Link

10-Link Device

Features

Connection example

» Connection to IOLS ports:
—Pin1:24 V (L+)
—-Pin3:0V (L)

— Pin 4: Switching and communication
line (C/Q)

AIATANA

-
g

!

i
—
L]
(A
B
—
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10

10.1

Operation

Display elements

Fig.: LEDs
Legend

* LED on
&

LED flashes

LED 500 ms on, 500 ms off
LED flashes

LED 900 ms on, 100 ms off
LED flashes quickly

50 ms on, 950 ms off

LED off

R
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10.1.1 MS
This "MS" LED indicates the device status.

No supply voltage/not ready for operation

Green

@
Green BHE Device in operation

Device is ready for operation

Device error, device is in a safe state, there is a
diagnostic entry in the diagnostic log (see Read
diagnostic log [m 129)).

Once the error has been recovered, a restart
(warm reset, see Reset button [ 31]) is re-

Red

quired.
Yellow ", Wiring test mode active
O
Yellow ‘l( Bootloader mode
[\4 The user can perform a firmware update in boot-
loader mode.
Red * Updating firmware

10.1.2 PWR
The "PWR" LED indicates the status of the load and device supply.

--- e No supply voltage
Yellow \l/ Load supply or device supply faulty
71N
Green BHE Load supply and device supply ok
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10.1.3 SD

The "SD" LED indicates the status of the removable data medium.

--- e No PDP67 removable data medium
Yellow L Confirmation for accepting the device project and
‘[%' configuration expected
Green 3“( PDP67 removable data medium present
10.1.4 ETHO (X21), ETH1 (X22)

These status LEDs are the display elements for the interfaces (X21 and X22). Each of the
two interfaces is assigned an LED.

X21, X22
- ) No network connection
Green 3"( Network connection present
Green k Data traffic is error-free

10.1.5 RUN
The "RUN" LED indicates the status of the PROFINET interface.

No PROFINET connection

@
Green BHE PROFINET connection available

Device does not yet have a device name
Flash test (RUN and DIAG LEDs flash green)

Green
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10.1.6 DIAG
The "DIAG" LED indicates recoverable errors/malfunctions.

--- ® No recoverable error/malfunction present
Red Recoverable error/malfunction, there is a dia-
gnostic entry in the diagnostic log (see Read dia-
gnostic log [ 129])
Green * Flash test (RUN and DIAG LEDs flash)
10.1.7 SO (safe operation)

The "SO" LED indicates the status of the PROFIsafe interface.

--- Y » F-parameter error
» F-host inactive

Green * » PROFlsafe is in operation
All configured PROFIsafe instances are in oper-

ation If just one instance is not working, the LED
is off/will flash.

Green * » PROFIsafe requires reintegration.
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10.1.8

10.1.9

LEDs at the 10 ports of the inputs and outputs (X01 ... X04)

These LEDs indicate the status of the inputs and outputs.

Colour

State

Meaning

The pin was not activated or

Device in operation and:

» with inputs: a "0" signal is
present

» with outputs: a "0" signal is
emitted

Green

X

Device in operation and

» with inputs: a "1" signal is
present

» with outputs: a "1" signal is
emitted

Green

«

An error is present, there is a
diagnostic entry in the dia-
gnostic log (see Read dia-

gnostic log [E] 129)).

LEDs at the 10-Link ports (X05 ... X08)

LED I1 at the ports X05 ... X08 indicates the status of the digital inputs 11 (Pin 2).

Colour

Status

Meaning

The pin was not activated or

Device in operation and

» with inputs: a "0" signal is
present

Green

Xx

Device in operation and
» with inputs: a "1" signal is
present

C/QLED

The C/Q LED depends on the following configurable IOLS operating modes:

» Deactivated

» 10-Link Manual

» 10-Link Autostart

» SIO Digital Input (DI)

» SIO Digital Output (DO)
» 10-Link Safetycom
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C/Q LED at X05 ... X08 "deactivated" in the configured operating mode

S ® The port is deactivated.

C/Q LED at X05 ... X08 "SIO Digital Input (DI)" in the configured operating mode

P The pin was not activated or
Device in operation and:
» with inputs: a "0" signal is
present
Green Device in operation and
* » with inputs: a "1" signal is
present

C/Q LED at X05 ... X08 "SIO Digital Output (DO)" in the configured operating mode

e The pin was not activated or

Device in operation and:

» with outputs: a "0" signal is
emitted

Green a"( Device in operation and
» with outputs: a "1" signal is
emitted

C/Q LED at X05 ... X08 "IO-Link Manual or "lO-Link Autostart"

in the configured operating mode

R No communication
@
Green k Communication
1 Hz; TON =900 ms;
TOFF =100 ms
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Green * Error

1 Hz; TON =500 ms;
TOFF =500 ms

C/Q LED at X05 ... X08 "lO-Link Safetycom"

in the configured operating mode

I No communication

Green Communication

 J
1 Hz; TON =900 ms;
TOFF =100 ms

Green, flashes * Error

1 Hz; TON =500 ms;
TOFF =500 ms

Green, flashes quickly .é AckReq

1 Hz; TON =50 ms;
TOFF =950 ms
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10.2 Diagnostics

The device offers various options for diagnostics and fault detection.

Diagnostics for the device can be run via the

» LEDs on the device (see Display elements [ 122])

» And the device's own diagnostic log.

The device provides the following diagnostic data:

» Start-up error

» Configuration error

» FS communication error

» Temperature warning: too warm, low

» Temperature error: too hot, too low

» Output error

» Test pulse error

» Input error

» Undervoltage

» Overvoltage

» Overload
— |O-Link, current at C/Q between 500 ... 650 mA
— |O-Link, current at L+ between 1.15 ... 1.7 A

10.2.1 Read diagnostic log

All errors and malfunctions detected by the device are entered in the diagnostic log. You
can read the device's diagnostic log using PASconfig (see PASconfig online help) or the
web application (see Display diagnostics [@ 86]).

10.2.2 Remedies

Remedies are available in PASconfig via the diagnostic log (see PASconfig online help).
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11 Maintenance and testing

NOTICE
Note when using the operating mode: 10-Link Safetycom

If an 10-Link communication error occurs more than once in 10 hours (PFH
monitor time = 10 hours), the user must check the wiring of the device and
the signal quality of the 10-Link data transmission.

It is not necessary to perform maintenance work on the product in normal operation.

» Please return any faulty product to Pilz.
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12 Technical details

Where standards are undated, the 2023-06 valid editions apply.

General

Certifications

CE, EAC, TUV, UKCA, cULus Listed

Application range

Failsafe

Number of FS input bits

8

Number of FS output bits

8

Electrical data

Supply voltage
for Device supply
Voltage 24V
Kind DC
Voltage tolerance -15 %/+25 %
Output of external power supply (DC) 480 W
Output of external power supply (DC) atnoload 4,5W
Residual ripple DC 5%
SELV/PELYV required Yes

Supply voltage
for Load supply
Voltage 24V
Kind DC
Output of external power supply (DC) o,0wW
Output of external power supply (DC) atnoload 0,0 W
SELV/PELYV required Yes

I0-Link port (C/Q)

Port class A

Feature level b

Potential isolation between the |O-Link ports No

Support for |0-Link Safety Yes

IO-Link Safety port level b

IO-Link Safety specification version V114

IO-Link mode
|O-Link revision V1.1.3
Communication speed com1/COM2/COM3
Max. cable length 20m
Min. cycle time (dynamic and dependent on the
payload length) 3ms
Max. size of input process data per port 33 Byte
Max. size of output process data per port 33 Byte
Max. size of input process data per module 132 Byte
Max. size of output process data per module 132 Byte

DI mode
Input current

2.5 mA/5 mA (switchable)
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DO mode

Short circuit-proof Yes

Output current 500 mA
Actuator/sensor supply L+

Short circuit-proof Yes

Current at L+ 1.000 mA
Wputs
Quantity 8
Signal level at g0 h -3-+5VDC
Signal level at "1" 11-30VDC
Voltage at inputs 24V DC
Input type in accordance with EN 61131-2 1,3
Input current range 2,8 -4,8 mA
Software filter time Oms..10 ms
Corresponding supply voltage Device Supply

Number of positive-switching single-pole semicon-

ductor outputs 8

Output type in accordance with EN 61131-2 2

Max. power consumption 3w

Corresponding supply voltage Device Supply

Typ. output current at "1" signal and rated voltage of

semiconductor output 2A

Residual current at "0" signal 0,1 mA

Max. internal voltage drop 999 mV

Max. duration of on time during self test 100 - 12700 ps

Max. duration of off time during self test 100 - 12700 ps

Short circuit-proof Yes

Permitted loads inductive, capacitive, resistive
Output rating in accordance with UL 61010-1 general use, pilot duty, resistive
Testpulseoutputs
Number of test pulse outputs 8

Output type in accordance with EN 61131-2 0,5

Configurable as 24V DC, ST output, test pulse output
Voltage, test pulse outputs 24V DC

Corresponding supply voltage Device Supply

Short circuit-proof Yes

Number of outputs that can be configured as test

pulses 8

Typ. output current at "1" signal and rated voltage of

test pulse output 0,5A

PROFINETinterface
Quantity 2

PROFINET IO specification V2.42

Conformance Class C
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PROFINET interface

Network load class 1}

PROFIsafe protocol version V2.6

Input 1.440 Byte
Output 1.440 Byte
Transmission rates 100 MBit/s
Transmission rate selectable via Automatic
Certification PNO
Vendor ID 092Fh
Connection M12
Device type 10-Device

Environmental data

Climatic suitability EN 60068-2-1, EN 60068-2-14, EN 60068-2-2, EN
60068-2-30, EN 60068-2-78

Ambient temperature

in accordance with the standard EN 60068-2-14
Temperature range -30-70 °C
Max. temperature in accordance with UL -30 - 50 °C
Storage temperature
in accordance with the standard EN 60068-2-1/-2
Temperature range -40 -70 °C
Climatic suitability
in accordance with the standard EN 60068-2-78
Humidity 93 %r.h.at40 °C
Condensation during operation Short-term
Max. operating height above SL 5000 m
EMC EN 61131-2 (Zone B)
Vibration
in accordance with the standard EN 60068-2-6
Frequency 8,4 -150 Hz
Acceleration 50 m/s?
Shock stress
in accordance with the standard EN 60068-2-27
Number of shocks 3
Acceleration 200 m/s?
Duration 11 ms
Airgap creepage
in accordance with the standard EN 61131-2, UL/IEC 61010-2-201
Overvoltage category |
Pollution degree 2
Protection type
in accordance with the standard EN 60529
Housing IP67 (not evaluated by UL), IP69K (not evaluated
by UL)
in accordance with UL 61010 Type 1 Indoor use only
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Potential isolation between

Load supply and device supply

Type of potential isolation

Functional insulation

Rated surge voltage

1000 V

Potential isolation between

Ethernet and device supply

Type of potential isolation

Functional insulation

Rated surge voltage

1000 V

Potential isolation between

Ethernet and load supply

Type of potential isolation

Functional insulation

Rated surge voltage

1000 V

Material
Housing GD-ZnAl4Cu1
Connection type M12

Mounting type

screw interlocked

Dimensions
Height 257,8 mm
Width 61,3 mm
Depth 34,5 mm
Weight 988 g
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12.1 Safety characteristic data

NOTICE

You must comply with the safety characteristic data in order to achieve the
required safety level for your plant/machine.

Logic 2-channel PL e Cat. 4 SILCL3 5,61E-11 SIL3 4,89E-06 20

Digital in-

puts 1-channel PLd Cat. 2 SILCL2 2,33E-09 SIL2 2,04E-04 20
Digital in- 1-ch.,

puts pulsed PLe Cat. 4 SILCL3 3,05E-10 SIL3 2,68E-05 20
Digital in-

puts 2-channel PLe Cat. 4 SILCL3 1,25E-10 SIL3 1,09E-05 20
Eﬂtal in- 2-ch., 20

pulsed PLe Cat. 4 SILCL3 8,40E-11 SIL3 7,30E-06

SC outputs 1-channel
(1-pole) with ad-
vanced
fault de-
tection PLe Cat. 4 SILCL3 6,11E-11 SIL3 5,33E-06 20

SC outputs 2-ch. with
(1-pole) advanced
fault de-
tection PLe Cat. 4 SiLCL3 6,11E-11 SIL3 5,33E-06 20

NOTICE

When two actuators are controlled via an output with the target Cat. 4, PL e,
SIL 3, the application’s risk assessment must demonstrate how the effect of
assumed wiring errors (short circuits/shorts across contacts) can be man-
aged or avoided. This usually involves increased technical effort.

It is the responsibility of the user/operator to implement the necessary tech-
nical measures and to provide evidence of this.
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NOTICE

When a 1-channel, pulsed input is used with the target Cat. 4, PL e, the ap-
plication’s risk assessment must demonstrate how drift in the input signal
can be excluded and that all other assumed errors can also be detected
with the help of test pulse evaluation.

If the device is operated at an ambient temperature above 60° C, the values stated in the
table for PFH and PFD must be multiplied by a factor of 3.5 when calculating a safety func-
tion.

When PROFINET is used, the PFH value with 10-°/h (1 % of SIL 3) and the PFD value with
10 (1 % of SIL 3) must be taken into consideration.

When [O-Link is used, the PFH value with 10°/h (1 % of SIL 3) and the PFD value with 10°
(1 % of SIL 3) must be taken into consideration.

All the units used within a safety function must be considered when calculating the safety
characteristic data.

INFORMATION

A safety function's SIL/PL values are not identical to the SIL/PL values of
the products used and may differ from these.
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13 Order reference
13.1 Product
Product type Features Order no.
PDP67 PN 8FDIO 4 | Decentralised field device for failsafe and standard applications, 4R000004
IOLS protection type IP67/IP69K, M12 female connector, PROFINET IO
DEVICE with PROFIsafe, Conformance Class C (CC-C), PROFlen-
ergy, IRT/RT, data set I&M 0 and 1-4, Shared Device, MRP, |0-Link
Safety Master with 4 ports (V1.1.3), max. 8 configurable safe digital
inputs/outputs, test pulse outputs with 24 VDC 0.25 A, semicon-
ductor output 0.5 A, single-pole, positive-switching, short circuit-
proof, overload-proof, feed device supply 24 VDC 16 A, feed load
supply 24 VDC 16 A, potential isolation, functional earth connection
13.2 Accessories
PDP67 removable data medium
Product type Features Order no.
pSD memory card 512MB | PDP67, accessories, microSD memory card, |4R000002
M12A 512 MB, industrial design, nickel-plated
brass housing, M12 connector, A-coded, for
PDP67 devices
Label plates
Product type Features Order no.
Acc/MA/label plates/IP67 | Plastic label plates (bag of 10) C1000033
End caps
Product type Features Order no.
Caps for IP67 modules Accessories, end caps for M12 ports on 380324
PDP67 and PSS67 devices, protection type
IP67, black, PU 4 pieces, only use for A- and
D-coded M12 ports (380328 only for L-
coded)
Acc/MA/caps L-coded/ Accessories, end caps for M12 ports on 380328
M12 PDP67 and PSS67 devices, protection type
IP67, grey, PU 2 pieces, only use for L-
coded M12 ports (380324 only for A- and D-
coded)
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Adapter for cable

Product type Features Order no.
PSEN ma adapter Cable, adapter, IP68, M12 female connector, | 380300

black, straight, 4-pin, A-coded on M12 male

connector, black, angled, 5-pin, A-coded,

PUR, 0.1 m, 4x 0.34 mm?, black, for con-

necting the sensors PSENmag (safety

switch)/PIT en1.0 (enabling switch) to PSS67

and PDP67
PSEN cs adapter Cable, adapter, IP68, M12 female connector, | 380301

black, straight, 8-pin, A-coded on M12 male

connector, black, angled, 5-pin, A-coded,

PUR, 0.1 m, 5x 0.25 mm?, black, with shield-

ing (wire mesh), for connecting a PSENcode

sensor (coded safety switch) to PSS67 and

PDP67
Adapter/ML/M12-5SMX/  |Y adapter for connecting PSEN ml b or C1000059
M12-5SMX/M12-8SFX/XX |PSEN ml s to PDP67 PN 6FDI 6FDIO

2FDOTP, 1 x 8-pin M12 female connector,

straight, A-coded on 2 x 5-pin M12 male con-

nector, straight, A-coded
Ethernet cable
Product type Features Order no.
Cable/PN/RJ45-4SM/ Ethernet cable, M12 connector, 4-pin, D- C1000001
M12-4SMX/D/003/Q324/ |coded, RJ45 connector, PUR shielded
GN green, suitable for drag chains, 3 m
Cable/PN/RJ45-4SM/ Ethernet cable, M12 connector, 4-pin, D- C1000002
M12-4SMX/D/005/Q324/ |coded, RJ45 connector, PUR shielded
GN green, suitable for drag chains, 5 m
Cable/PN/RJ45-4SM/ Ethernet cable, M12 connector, 4-pin, D- C1000003
M12-4SMX/D/010/Q324/ |coded, RJ45 connector, PUR shielded
GN green, suitable for drag chains, 10 m
Cable/PN/RJ45-4SM/ Ethernet cable, M12 connector, 4-pin, D- C1000004
M12-4SMX/D/020/Q324/ | coded, RJ45 connector, PUR shielded
GN green, suitable for drag chains, 20 m
Cable/PN/M12-4SMX/ Ethernet cable, M12 connector, 4-pin, D- C1000005
M12-4SMX/D/0,5/Q324/ coded, M12 connector, PUR shielded green,
GN suitable for drag chains, 0.5 m
Cable/PN/M12-4SMX/ Ethernet cable, M12 connector, 4-pin, D- C1000006
M12-4SMX/D/003/Q324/ |coded, M12 connector, PUR shielded green,
GN suitable for drag chains, 3 m
Cable/PN/M12-4SMX/ Ethernet cable, M12 connector, 4-pin, D- C1000007
M12-4SMX/D/005/Q324/ | coded, M12 connector, PUR shielded green,
GN suitable for drag chains, 5 m
Cable/PN/M12-4SMX/ Ethernet cable, M12 connector, 4-pin, D- C1000008
M12-4SMX/D/010/Q324/ |coded, M12 connector, PUR shielded green,
GN suitable for drag chains, 10 m
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Product type Features Order no.
Cable/PN/M12-4SMX/ Ethernet cable, M12 connector, 4-pin, D- C1000009
M12-4SMX/D/020/Q324/ |coded, M12 connector, PUR shielded green,
GN suitable for drag chains, 20 m
Cable for supply voltage
Product type Features Order no.
Cable/PW/M12-5SMX/ Power supply cable, M12 connector, 5-pin, | C1000010
M12-5SFX/L/0,5/1Q50/BK |L-coded, M12 socket, PUR black, suitable for

drag chains, 5% 1.5 mm? 0.5 m
Cable/PW/M12-5SMX/ Power supply cable, M12 connector, 5-pin, |C1000011
M12-5SFX/L/003/1Q50/BK | L-coded, M12 socket, PUR black, suitable for

drag chains, 5x 1.5 mm?, 3 m
Cable/PW/M12-5SMX/ Power supply cable, M12 connector, 5-pin, | C1000012
M12-5SFX/L/005/1Q50/BK | L-coded, M12 socket, PUR black, suitable for

drag chains, 5% 1.5 mm? 5 m
Cable/PW/M12-5SMX/ Power supply cable, M12 connector, 5-pin, |C1000013
M12-5SFX/L/010/1Q50/BK | L-coded, M12 socket, PUR black, suitable for

drag chains, 5% 1.5 mm?, 10 m
Cable/PW/M12-5SMX/ Power supply cable, M12 connector, 5-pin, | C1000014
M12-5SFX/L/020/1Q50/BK | L-coded, M12 socket, PUR black, suitable for

drag chains, 5% 1.5 mm?, 20 m
Cable/PW/M12-5SFX/ Power supply cable, M12 socket, 5-pin, L- C1000027
XXX-5XXX/L/003/1Q50/ coded, open cable end, PUR black, suitable
BK for drag chains, 5x 1.5 mm?, 3 m
Cable/PW/M12-5SFX/ Power supply cable, M12 socket, 5-pin, L- C1000028
XXX-5XXX/L/005/1Q50/ coded, open cable end, PUR black, suitable
BK for drag chains, 5x 1.5 mm? 5m
Cable/PW/M12-5SFX/ Power supply cable, M12 socket, 5-pin, L- C1000029
XXX-5XXX/L/010/1Q50/ | coded, open cable end, PUR black, suitable
BK for drag chains, 5x 1.5 mm?, 10 m
Cable/PW/M12-5SFX/ Power supply cable, M12 socket, 5-pin, L- C1000030
XXX-5XXX/L/020/1Q50/ coded, open cable end, PUR black, suitable
BK for drag chains, 5% 1.5 mm? 20 m
Supply cable 5x1.5 By the metre, PVC (90°C to UL 1581), black |380327

RAL9005, 5x1.5, UV-resistant IEC

603323-3-24 (cat. C), 1000V UL/CSA, colour

of the single wires: 1 grey wire, 4 black wires

with white digits. Suitable for laying in dry,

damp or wet rooms (also water-oil mixtures),

outdoor, nor suitable for burial underground.

Minimum order quantity: 10 m
Cable/PW/M12-5SMX/ Power supply cable, 5-pin M12 male con- C1000060
M12-5SFX/L/0,5/2Q50/BK | nector, straight, L-coded on 5-pin M12 fe-

male connector, straight, L-coded, conductor

cross section: 5 x 2.5 mm?, 16 A, cable

length: 0.5 m
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Product type Features Order no.
Cable/PW/M12-5SMX/ Power supply cable, 5-pin M12 male con- C1000061
M12-5SFX/L/003/2Q50/BK | nector, straight, L-coded on 5-pin M12 fe-

male connector, straight, L-coded, conductor

cross section: 5 x 2.5 mm?, 16 A, cable

length: 3 m
Cable/PW/M12-5SFX/ Power supply cable, 5-pin M12 female con- |C1000062
XXX-5XXX/L/010/2Q50/  |nector, straight, L-coded, open cable end,
BK conductor cross section: 5 x 2.5 mm?, 16 A,

cable length: 10 m
Cable for sensors and actuators
Product type Features Order no.
Cable/FC/M12-5SMX/ Field connection cable, straight M12 con- C1000015
M12-5SFX/A/0.5/0Q34/BK | nector, 5-pin, A-coded, straight M12 socket,

PUR, suitable for drag chains, 5x 0.34 mm?,

0.5 m, IOL-S compatible
Cable/FC/M12-5SMX/ Field connection cable, straight M12 con- C1000016
M12-5SFX/A/003/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,

3 m, IOL-S compatible
Cable/FC/M12-5SMX/ Field connection cable, straight M12 con- C1000017
M12-5SFX/A/005/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,

5 m, IOL-S compatible
Cable/FC/M12-5SMX/ Field connection cable, straight M12 con- C1000018
M12-5SFX/A/010/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,

10 m, IOL-S compatible
Cable/FC/M12-5SMX/ Field connection cable, straight M12 con- C1000019
M12-5SFX/A/020/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,

20 m, IOL-S compatible
Cable/FC/M12-5SMX/ Field connection cable, straight M12 con- C1000020
M12-5SFX/A/030/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,

30m
Cable/FC/M12-5AMX/ Field connection cable, angled M12 con- C1000021
M12-5SFX/A/0.5/0Q34/BK | nector, 5-pin, A-coded, straight M12 socket,

PUR, suitable for drag chains, 5x 0.34 mm?,

0.5 m, IOL-S compatible
Cable/FC/M12-5AMX/ Field connection cable, angled M12 con- C1000022
M12-5SFX/A/003/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,

3 m, IOL-S compatible
Cable/FC/M12-5AMX/ Field connection cable, angled M12 con- C1000023
M12-5SFX/A/005/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,

5 m, IOL-S compatible
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Product type Features Order no.
Cable/FC/M12-5AMX/ Field connection cable, angled M12 con- C1000024
M12-5SFX/A/010/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,
10 m, IOL-S compatible
Cable/FC/M12-5AMX/ Field connection cable, angled M12 con- C1000025
M12-5SFX/A/020/0Q34/ | nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,
20 m, IOL-S compatible
Cable/FC/M12-5AMX/ Field connection cable, angled M12 con- C1000026
M12-5SFX/A/030/0Q34/ nector, 5-pin, A-coded, straight M12 socket,
BK PUR, suitable for drag chains, 5x 0.34 mm?,
30m
Cable/FC/XXX-XXXX/ Field connection cable, open cable end, 5- C1000038
M12-5SFX/A/0,5/0Q34/BK | pin, A-coded, straight M12 socket, suitable
for drag chains, 5x 0.34 mm?, 0.5 m, IOL-S
compatible
Cable/FC/XXX-XXXX/ Field connection cable, open cable end, 5- C1000039
M12-5SFX/A/003/0Q34/ pin, A-coded, straight M12 socket, PUR, suit-
BK able for drag chains, 5% 0.34 mm?, 3 m, IOL-
S compatible
Cable/FC/XXX-XXXX/ Field connection cable, open cable end, 5- C1000040
M12-5SFX/A/005/0Q34/ pin, A-coded, straight M12 socket, PUR, suit-
BK able for drag chains, 5% 0.34 mm?2, 5 m, IOL-
S compatible
Cable/FC/XXX-XXXX/ Field connection cable, open cable end, 5- C1000041
M12-5SFX/A/010/0Q34/ pin, A-coded, straight M12 socket, PUR, suit-
BK able for drag chains, 5% 0.34 mm?, 10 m,
IOL-S compatible
Cable/FC/XXX-XXXX/ Field connection cable, open cable end, 5- C1000042
M12-5SFX/A/020/0Q34/ pin, A-coded, straight M12 socket, PUR, suit-
BK able for drag chains, 5% 0.34 mm?, 20 m,
IOL-S compatible
Cable accessories
Product type Features Order no.
Stripping tool Tool for fast and multi-stage stripping of Eth- | 380070
ernet and SafetyNET p cables, PU 1 set.
Crimping tool Manual crimping tool used to crimp ma- 380071
chined male and female contacts, diameter
0.08 - 2.5 mm?, AWG 28 - 13, four-mandrel
pressing, sensitive setting of the crimp meas-
urement using an adjustment wheel, forced
locking to prevent faulty crimping.
PSS67 M12 connector, Plug-in connector, 5-pin, straight M12 con- 380308
straight, male, 5pole nector, A-coded, screw connection, material
ring nut: CuZn nickel-plated, outer cable dia-
meter: 4 — 6 mm
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Product type Features Order no.
PSS67 M12 connector Plug-in connector, 5-pin, straight M12 380309
straight, female, 5pin socket, A-coded, screw connection, material
ring nut: CuZn nickel-plated, outer cable dia-
meter: 4 — 6 mm
M12 con., straight, female, | Plug-in connector, 5-pin (4+FE), shielded, 380317
5pin, L, S straight M12 socket, L-coded (power), crimp
connection, material ring nut: die-cast zinc
nickel-plated, cable screw connection Pg11,
outer cable diameter 5 —9 mm
M12 con., straight, male, |Plug-in connector, 4-pin, straight M12 con- | 380316
4 pin, D nector, D-coded, IDC connection, material
ring nut: die-cast zinc nickel-plated, cable
screw connection Pg9, outer cable diameter
6 -8 mm
M12 con., straight, male, |Plug-in connector, 5-pin (4+FE), shielded, 380318
5pin, L, S straight M12 socket, L-coded (power), crimp
connection, material ring nut: die-cast zinc
nickel-plated, cable screw connection Pg11,
outer cable diameter 5 — 9 mm
PSS67 M12 connector, Plug-in connector, 5-pin, angled M12 socket, | 380311
angled, female,5pole A-coded, screw connection, material ring nut:
CuZn nickel-plated, outer cable diameter: 4 —
6 mm
PSS67 M12 connector, Plug-in connector, 5-pin, angled M12 con- 380310
angled, male, 5pole nector, A-coded, screw connection, material
ring nut: CuZn nickel-plated, outer cable dia-
meter: 4 — 6 mm
Operating Manual PDP67 PN 8FDIO 4I0LS PILZ | 142

1006758-EN-03




Supplementary data

14 Supplementary data

14.1 Network data

HTTP In TCP 0...65535 |Yes No User interface:
Default: 80 Communication with a browser. The
browser is always converted to HT-
TPS.
HTTPS In TCP 0...65535 |Yes No User interface:
Default: 443 Secured communication with a
browser. Communication is via
TLSv1.2. The web server is authen-
ticated via an X.509 certificate.
mDNS In UDP 5353 No No Multicast Domain Name System
(IPv4)
NTP Out ubP 123 Yes No Network Time Protocol
(IPv4) Time synchronisation
Tool interface |In TCP 18080 No No Communication with the configura-
(IPv4) tion tool
PROFINET |In UDP 161 No No SNMP Server port
(IPv4)
PROFINET In UDP 34962 No No UDP Unicast port
(IPv4)
PROFINET |In UDP 34963 No No UDP Multicast port
(IPv4)
PROFINET In UDP 34964 No No RCP Endpoint Mapper port
(IPv4)
PROFINET In UDP 49152 ... 65 |No No Service Request ports
(IPv4) 535
in: the communication partner starts communication with the device.
out: the device starts communication with the communication partner.
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14.2

14.3

14.4

Operating height

The values stated in the technical details apply to the use of the device in operating heights
up to max. 2000 m above SL. When used at higher levels, restrictions of the ambient tem-
perature (standard IEC 61131-2) must be taken into account.

Operating height above SL [m] Multiplication factors for the devices'
ambient temperature

0 ... 2000 1.0
3000 0.9
4000 0.8
5000 0.7

EC declaration of conformity
This product/these products meet the requirements of the directive 2006/42/EC on ma-
chinery of the European Parliament and of the Council. The complete EC Declaration of

Conformity is available on the Internet at www.pilz.com/downloads.
Representative: Pilz GmbH & Co. KG, Felix-Wankel-Str. 2, 73760 Ostfildern, Germany

UKCA-Declaration of Conformity

This product(s) complies with following UK legislation: Supply of Machinery (Safety) Regu-

lation 2008.
The complete UKCA Declaration of Conformity is available on the Internet at www.pilz.com/

downloads.

Representative: Pilz Automation Technology, Pilz House, Little Colliers Field,
Corby, Northamptonshire, NN18 8TJ United Kingdom, eMail: mail@pilz.co.uk
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Appendix

15

Appendix

15.1 Establishing the F-address (PROFINET with PROFIsafe)

The F-address of the PROFIsafe Container on slot 11 is used as:

» F-address of the device for PROFIsafe communication in the PROFINET network

» F-address for establishing the connection to the configuration PC

A connection cannot be established to the device without the F-address. If you no longer

know the F-address of a configured fieldbus device, you can read it from the device and

then use it to establish the connection to the device.

Prerequisite:

» The configuration PC is connected to the device.

» You know the IP address and port number of the device.

Procedure:

1. Read in the configuration of a device with an unknown F-address or create a new pro-
ject in PASconfig.

2. Select Tools -> Connection Manager. The Connection Manager is started.

3. Activate your connection in the Connection Manager and click on Test. The system
checks that the connection is fault-free. If the F-address is unknown, see point 5.

4. Select Edit. The Edit connection menu opens
Select Read F-address for the Ethernet connection. You will be prompted to enter
the FS password (default value: pssu) [2][3]. The F-address for the Ethernet connec-
tion is now read from the device.

6. The displayed F-address [4] is used temporarily to establish a connection to the device
[3].
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Connection

¢ Edit connection

Enter connection details for the system.

IP address:

192 .168 . 0 . 2

Port number: | 1

2020

F-address: |

EE Retrieve F-address for the Ethernet connection.;

o Enter F5 password

>

F5 password | sane @

[ [3]ok |

Cancel

[6]Emin |

Cancel

Fig.: PASconfig connection, read F-address for the Ethernet connection

Now you can perform two functions independently of each other and in any sequence:

» Load the current I/O configuration on to the device

» Load the current (just read) F-address in the menu System -> Enter F-address on to the

device
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Support

Technical support is available from Pilz round the clock.

Americas

Brazil

+55 11 97569-2804
Canada

+1 888 315 7459

Mexico

+52 55 5572 1300

USA (toll-free)

+1 877-PILZUSA (745-9872)

Asia

China

+86 400-088-3566
Japan

+81 45 471-2281
South Korea

+82 31 778 3390

Australia and Oceania
Australia

+61 3 95600621

New Zealand

+64 9 6345350

Europe

Austria

+43 1 7986263-444
Belgium, Luxembourg
+32 9 3217570
France

+33 3 88104003
Germany

+49 711 3409-444
Ireland

+353 21 4804983
Italy, Malta

+39 0362 1826711

Pilz develops environmentally-friendly products using

ecological materials and energy-saving technologies.

Offices and production facilities are ecologically designed,

environmentally-aware and energy-saving. So Pilz offers

sustainability, plus the security of using energy-efficient

products and environmentally-friendly solutions.

BLUGCOMPETENCE

Alliance Member

Partner of the Engineering Industry
Sustainability Initiative

‘ German Standards 'l |
- S

" ranpor = !

\ THE GENTURY/’

We are represented internationally. Please refer to our homepage www.pilz.com

REG. NO. 2462

for further details or contact our headquarters.

Scandinavia

+45 74436332
Spain

+34 938497433
Switzerland

+41 62 88979-32
The Netherlands
+31 347 320477
Tarkiye

+90 216 5775552
United Kingdom
+44 1536 460866

You can reach our

international hotline on:

+49 711 3409-222
support@pilz.com

Headquarters: Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany

Telephone: +49 711 3409-0, E-Mail: info@pilz.com, Internet: www.pilz.com

© Pilz GmbH & Co. KG, 2024
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may vary from the details stated in this document, depending on the status at the time of publication

for the validity, accuracy and entirety of the text and graphics presented in this information.
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in some countries. We would point out that product feat
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Please contact our Technical Support if you have any questions.
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