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Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com.

For a simple search, use our content document (1002400) or the direct search function in the
download area.

Exclusion of liability

We have taken great care in compiling our application note. It contains information about our
company and our products. All statements are made in accordance with the current status of
technology and to the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, except in the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

January 2018

All rights to this publication are reserved by Pilz GmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the
respective companies.
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Abbreviations

Abbreviations
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Abbreviation / term

Description

Source

AN

Application Note

www.pilz.com > AN content (1002400)

PNOz Pilz E-STOP positive-guided www.pilz.com > PNOZ
(DE: Pilz NOT-AUS-Zwangsgefiihrt)

PSS Programmable control system www.pilz.com > PSS
(DE: Programmierbares Steuerungssystem)

PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2

DIP (switch) Dual In-line Package

EIP EtherNet/IP

CIP Common Industrial Protocol

CRTL Connection Reaction Time Limit

RPI Request Packet Interval

SNN Safety Network Number

SCID Safety Configuration Identifier

TUNID Target Unigue Identifier

.L5X Rockwell Automation RSLogix 5000 import / export file

Information that is particularly important is identified as follows:

Definition of symbols

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material
damage, and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.

Application Note PSS u2 1/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix with Studio 5000 3
1004684_EN_01



https://www.pilz.com/en-INT/search#currentPage=1&SEARCH=1002400&search_connector=and
https://www.pilz.com/en-INT/products-solutions/relay-modules
https://www.pilz.com/en-INT/products-solutions/controller
https://www.pilz.com/en-INT/products-solutions/controller/plc-controllers-and-i-o-systems

Contents

Contents

1. Useful documentation ......cccviieieeireiieirirereirsressss s resssassessenssnssensennses
1.1. Documentation from Pilz GmMbH & C0O. KG ..o
1.2. Documentation from other sources of information ...............ccooiiiiiiiii e

2. Used hardware and SOftWaAre ..........cceeeiieiimireeiimirerresrereassnrenrsnssmsrenssnnss
D200 I 128 o] Yo [ [ 3PS
2.2. Third-party PrOQUCES ..........uuuuuueeuieiiiiiiiiie et abeaaeabebeteee e eeeseseeesesanessnsnsnsnsnsnsnnnsnnns

B T o =Y - o =
4. Technical notes for the PSS u2 system..........ccccommmmmmmmmnnnnnnnnnnnnennnnnnnes
5. Application description...... ..o e e

6. Hardware configuration............ceecciiiiiiiiimiiceeccccss e
6.1, USEA NArAWAIE ... e e e e e e e e e sabe s
B.1. 1. PHlZ AEVICES ... e e e
6.1.2. ROCKWEI AEVICES ...
6.2. Setting up the IP address of PSS u2 EIP head module...........cccceevveeiiiiciiieieee e,
6.2.1. Setting up the IP address via DIP sWitCh.............ccoooiiiiiiiii e,
6.2.2. Setting up the IP address via the PASconfig tool ...........cccccoeeveiiiiiiieciecieee,

7. Configuration of the PSS u2 failsafe system...........ccccummmmmmmmnniinnnnnnnnnes
7.1. PASconfig — [A] Upload the configuration ...
7.2. PASconfig — [B] Create a new configuration...............cccceiiieiiiiiiee e
7.3. PASconfig — ConNection Manager..........ccoiiiii it
7.4. Manage system configuration with .LOX file ..o

7.4.1. PASconfig — Export system configuration to .L5Xfile ...........ccccoiiiiiiiiiiiins

7.4.2. Studio 5000 — IMport .LEX ile.......eeeeieieeee e

7.4.2.1. General properties — Generic EtherNet/IP safety and standard modules

7.4.2.2. Safety properties — RPl and CRTL ..o

7.5. Studio 5000 — CoNtroller TAgS .......ceeiiiiiieiiiiei e
7.6. Generation of Safety Network Number (SNN) ...
7.6.1. Studio 5000 — Generate SNN ...
7.6.2. PASconfig — IMport SNN ...

7.7. Configuration SIgNatUIe..........cooi i
7.8. PASconfig — Download configuration to PSS u2 system.........c.occceeiiiiiiniie
7.9. Studio 5000 — Download project to ControlLogix Controller..........cccocveveiiiieiiiniien e

8. PSS u2 - diagnostic information.........cccceeeeeciiiiiiiiiiiec s
8.1. Diagnostic information via status LEDS...........cc.ccoooiiiiiiiiii e
8.2. Diagnostic information via PASconfig error stack ..........cccceeoveiiiiiiiiic e

9. Appendix — Basics of the PSS u2 system...........cccomrreemcccciiiiiinenecennnnn.
9.1. Terminal assignment of the used PSS u2 electronic modules ...........cccccccvveveeeeeeiicnnnen.
9.2. Wiring of input/Output MOAUIES........coceiiiiiiiieeee e

10. Table of figures ... —————

PILZ

Application Note PSS u2 1/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix with Studio 5000
1004684_EN_01



Useful documentation

1. Useful

documentation

PILZ

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the indicated tools and safe handling are also presupposed with the user.

1.1. Documentation from Pilz GmbH & Co. KG

No.

Description

Item No. / Download

1

Pilz international homepage, download section

www.pilz.com

2

Software ,PASconfig“, Online help
Pilz international Webportal > Products and Solution > Controllers
> PLC Controllers and I/0 systems > 1/0 modules PSSuniversal 2

or the Head module under section “Software”

Products solutions > Controller >
PLC controllers and I/O systems

328071 (Order number head module)
www.pilz.com > Download 328071

System Description PSSuniversal 2

Not yet available.

Installation manual PSSuniversal 2

1004152-EN-xx
www.pilz.com > Download 1004152

Operation manual PSS u2 PO F/S EIP

1004528-EN-xx
www.pilz.com > Download 1004528

Operation manual PSS u2 EF 8Dl

1003619-EN-xx
www.pilz.com > Download 1003619

Operation manual PSS u2 EF 8DO 0.5

1003621-EN-xx
www.pilz.com > Download 1003621

Operation manual PSS u2 ES 8DID

1003612-EN-xx
www.pilz.com > Download 1003612

Operation manual PSS u2 ES 8DOD 0.5

1003614-EN-xx
www.pilz.com > Download 1003614

1.2. Documentation from other sources of information

No.

Description

Item No. / Download

Allen-Bradley portal (international)

Internet-Link to
"ab.rockwellautomation.com"

Product catalogue of Allen-Bradley ControlLogix System (PLC)

Internet-Link to product catalogue
"ControlLogix System"
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Used hardware and software

2. Used hardware and software

2.1. Pilz products

PILZ

No.

Descriptions

Order number

Version

IP address

1

Hardware head module
1x PSS u2 PO F/S EIP

328071

01

192.168.1.16

Hardware Terminal block 9-pin, 1 piece
PSS u2T9SD (1pc.)
Note: 1 piece is included on the head module

328 830

Hardware Backplane 4 Slots
2x PSS u2B 4

328 810

01

Hardware electronic module
2x PSS u2 EF 8DI

328101

01

Hardware electronic module
2x PSS u2 EF 8DO 0.5

328131

01

Hardware electronic module
2x PSS u2 ES 8Dl

328301

01

Hardware electronic module
2x PSS u2 ES 8DOD 0.5

328 401

01

Hardware terminal block 16-pin, 1 piece
16x PSS u2 T 16 (1 pc.)
Note: Also available in packs of 10 and 50 pieces.

328 850

Hardware Ethernet-plug

8-pin RJ45 male connector, straight, in accordance with the

standard IEC 60603-7-1, Cat.6a
RJ45 Connector

380 401

10

Hardware Ethernet-cable
SafetyNET p cable, Standard, 4-wire
SafetyNET p Cable

380 000

11

Software PASconfig

2.0.0B.30

2.2. Third-party products

No.

Descriptions

Order number

Version

IP address

Hardware PLC
1756 GuardLogix Integrated Safety Controller

1756-L71

30.11

Hardware Ethernet/IP scanner

1756 ControlLogix Communication Module for Ethernet/IP

1756-EN2TR

10.0

192.168.1.10

Software Studio 5000

30.00
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Preface Pl LZ

3. Preface

This Application Note describes the commissioning of a PSSuniversal 2 Remote 1/0 system on a
current Allen-Bradley GuardLogix system. They communicate via EtherNet/IP with the CIP Safety
protocol, using the automation software Studio 5000.

In this case, its user program controls the failsafe input and output modules of the PSS u2 electronic
modules for the safety functions.

The essential procedure for a successful basic configuration is shown step-by-step, usually with
screenshots.

NOTICE

A detailed explanation of safety functions used in the failsafe application and its
evaluation regarding functional safety are not a part of this document.

This document only describes the procedure for use of the Remote 1/0-System
PSS u2 with the order number 328071 and is not intended as a technical
documentation for general use of the software Studio 5000 and GuardLogix
Integrated Safety Controller.
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Technical notes for the PSS u2 system

PILZ

4. Technical notes for the PSS u2 system

A PSS u2 system is a modular system with Ethernet/IP interface (CIP Safety over Ethernet/IP).

The PASconfig system software is available for PSS u2 systems. The system software provides
support as you select, configure and commission components.

A PSS u2 system consists of:
- One head module
- Backplanes

- Input/output modules for standard and failsafe applications
- Terminal blocks

Electronic module Electronic module
(grid width 1 x 12.5 mm) (grid width 2 x 12.5 mm)

4-port backplane

Mounting rail
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Figure 1: PSS u2 — Modular structure of the PSS u2 system (schematic)

CAUTION!

Risk of material damage:

Backplanes and head module may only be inserted or removed when the supply voltage
is switched off.

Switch off the supply voltage before inserting or removing the backplane or head
module.
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5. Application description

The aim is to show how a basic EtherNet/IP communication with the CIP Safety protocol and Allen-
Bradley GuardLogix Safety Controller can be built up to form a remote 1/0 system PSS u2.

The detailed hardware configuration for the Controller is not part of this Application Note
Detailed information on this subject can be found in its manual or online help for the software.
- see Chapter 1.2 Documentation from other sources of information, page 5
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Figure 2: Application — Structure of the hardware (schematic)
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6. Hardware configuration

6.1. Used hardware
6.1.1. Pilz devices

The used Pilz modules are listed in the table of the following link:
- Chapter 2.1 Pilz products, page 6

The relevant important documents are named and linked here:

- Chapter 1.1 Documentation from Pilz GmbH & Co. KG, page 5

I PSS u2 POF/SEIP

¥ 1-PssuzEFEDI

¥ 2-Pssu2EFsDI

¥ 2-PssuzEFBDO0SA
#§ 4-PS5u2EFBDO05A
4 5-pssu2 ESADID

4 6- PSS u2 ESEDID

4§ 7- PS5 02 ESBDOD0.5A
4§ 8- Ps5u2 ESBDOD0.5A
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Figure 3: PSS u2 — Hardware » Overview of used modules

6.1.2. Rockwell devices

The used Allen-Bradley devices are listed in the table of the following link:
- Chapter 2.2 Third-party products, page 6

The relevant important documents are named and linked here:

- Chapter 1.2 Documentation from other sources of information, page 5

Application Note PSS u2 I/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix with Studio 5000 10
1004684_EN_01



Hardware configuration pl LZ

6.2. Setting up the IP address of PSS u2 EIP head module

The IP address can be set using the DIP switch on head module or using tool PASconfig.
The DIP switch (hardware) has precedence over the setting in PASconfig (software).

6.2.1. Setting up the IP address via DIP switch

The DIP switch only allows the last byte of the IP address “192.168.1.xxx“ to be set with the subnet
mask “255.255.255.0”. The last number “xxx” is the value that can be set with the DIP switch.

Note: To apply changes on the DIP Switches a restart of I/O head module is required.

No. | DIP switch Description
1 Adress | IP address can be configured in PASconfig (.0).
1 R 128
2 W o4
3L M| 3
A M e
s. M| e
6 M 4
77 M 2
CIIEE
ON OFF
2 Adress | IP address is 192.168.1.20.
1 R 128
2 M &4
3L M| 3
] 1
s. M 8
¢l || 4
7L M| 2
s M 1
ON OFF
3 Adress | IP address can be configured in PASconfig (.255).
1l ] 128
2l | |64
Sl ]|
Jl ]| e
sl | s
el | 4
‘]| 2
sl ] 1
ON OFF

Figure 4: PSS u2 — Hardware » Setting up the IP address via DIP switches
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Hardware configuration

6.2.2. Setting up the IP address via the PASconfig tool

The IP address set in PASconfig is only used, if the DIP switch is set to 0 or 255.

PILZ

You can change the head module's IP address in the dialogue box “Set Target Unique Network

Identifier (TUNID)”.
Notes:

- The DIP switch has precedence over the setting in PASconfig (see Chapter 6.2.1, page 11).
- The IP address entered in PASconfig is only adopted if the DIP switch is set to “0” or “255”.

- Prerequisite: A “Safety network number” (SNN) has been entered.

Procedure:
Select PSS u2 system and

start function: menu “PSS u2 system” » “Set Target Unique Network Identifier (TUNID):

o PAsconfig
Project Edit  ‘Wiew | PSS w2 systern | Tools  Help
Cq- & Change head module
"= Project manager Generate repatt ,
= Application_M _
I--. PSSUZ_fpp Parts list k
o PSS uz Show error stack
| <Blank Eort e
l <Blank xport error stac
= <Blank | Change FS password
<Blank
Change port nurmber
il Uploadeds =P
_@_‘ P5Suld Set F-address
b 1-pss . o
Set Target Unique Identifier {TUMNID)
i z-pss [

Figure 5: PASconfig — Set IP address » Start function “TUNID” (Part 1)

Set the “Safety network number’ (SNN) and enter a new “/IP address”:

o+ Set Target Unique Identifier (TUMID) = (-2

Enter the target unique identifier (TUNID) for the PS5 u2 system "PSE

(1) The target unique identifier consists of the safety network number and the IP
address, The safety network number is a G-byte number in the format

Safety netwark number: poon _ oooo _ooon|

IP address: 192 . 188 . 1 . 16

[ (]34 ] | Cancel |

Figure 6: PASconfig — Set IP address » Settings of “SNN” and “IP address” (Part 2)

After the IP address has been entered, the system is restarted.

Application Note PSS u2 1/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix with Studio 5000
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Configuration of the PSS u2 failsafe system

7. Configuration of the PSS u2 failsafe system

To create a new configuration you can:
[A] Read out the configuration (upload) of the connected PSS u2 system.

or
[B] Create a new configuration and select the needed modules by yourself.

7.1. PASconfig — [A] Upload the configuration

Note: To upload the configuration you need a working connection to a PSS u2 system.

- see Chapter 7.3 PASconfig — Connection manager, pages 18ff

Start function: menu “PSS u2 system” » “Upload system data” or via icon:

o PASconfig

= Application_Mote
I'. PEsul_Application_Mote
WP PSSz POF/SEIP

Project Edit  ‘Wiew PSSu? spstern Tools  Help
4 - |_|:|.| l'-l.m.l | e, | f | | {EI {h &= 100%
"I Project manager Upload system data [i==1Tam [l 4

-

Figure 7: PASconfig — Upload system data » Start function (Part 1)

Select a connection and start upload:

i

o Upload systern data

Upload system data
(i) Readin systern data from the connected system

Select connection;

’iﬁ.pplicatiun_NDte:PSSuE_.ﬂ.ppIicatiDn_Nnte: 192.163,1.16

Connection details:

Head module: PS5 w2 POF/S EIP

Order number: 328071

Paort number; 18080

F-address; ---

| Upload ||

Cancel

PILZ

Figure 8: PASconfig — Upload system data » Select connection (Part 2)
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Configuration of the PSS u2 failsafe system

PILZ

Status information

@ Reading in systern data...

Figure 9: PASconfig — Upload system data » Reading in system data ...

Create a new project or add it to an existing project:

(Part 3)

ot Create systerm

System

Create new systern

() Create new project

@ Add existing project

(=2 Spplication_Mote |

I

Mext = Firish

J

« Back

Cancel

Figure 10: PASconfig — Upload system data » Add existing project (Part 4)

Application_Note:UploadedSystemn_25012018111432812 X

"= Project manager

= Application_Note
il UploadedSystem_25012018111432812

[ Pssuz POF/SEIP

§ 1-PssuzEFBD

§ 2-pssuzEFan

§ 2-pPssuzEFBDOOSA
¥ 4-Pssu2EFEDOO05A
§ 5-Pssu2ESBDID

i 6-PsSuzESEDID

I 7-Pssu2ESBDODOSA
§ 8-Pssu2ESBDODOSA

Figure 11: PASconfig — Upload system data » Finalization (Part 5)

Notes:

- The properties of the electronic modules now have the default configuration!
- Please check this configuration and adapt it to your application, please see on page 17
Figure 16 “PASconfig — Create a new project » Select the needed modules” and following hints.

Application Note PSS u2 I/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix wi
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Configuration of the PSS u2 failsafe system

7.2. PASconfig — [B] Create a new configuration

Create a new project:

o Mews

Select an assistant

Create new project

Assistant
<Enter filter text>

= [-2-[m]

I'ﬁ P35 u2 systern
=2 Project

Cancel

Figure 12: PASconfig — Create a new project » Select an assistant (Part 1)

Add project data like the “Project name” and the “Author”:

o Create new project
Project

Create new project

Project name: Application_Mote

Use standard directory
ChlUsershcs-sat-labhPASconfighdpplication_MNote

= [E][mea]

Browse

Suthor: Pilz GmbH & Co, K|

YWersion: 1.0

Caomment:

« Back ” Mlext »

Einish

Cancel

Figure 13: PASconfig — Create a new project » Add project data (Part 2)

PILZ

Application Note PSS u2 1/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix with Studio 5000

1004684_EN_01

15



Configuration of the PSS u2 failsafe system PlLZ

Select the head module “PSS u2 PO F/S EIP’ with order number ‘328071’:

o Create new project = @

Head module

Select a head module for the P35 ul systern,

Head module Presiew
P55 w2 PO FFS EIP (013 (1.2.0 1|r|
Order nurnber: 328071 PILZ
Firrmnare wersion: 1.1.0 :E
— | 2
Head module to connect the systern to EtherMet/IP with | L
the CIP Safety Protacal. 1=
! J
| |

< Back ” et = Finizh Cancel |

Figure 14: PASconfig — Create a new project » Select head module (Part 3)

Enter the name for the PSS u2 system, here “PSSu2_Application _Note”:

o Create new project = @

General properties

Enter a narme and, if required, a comment,

Marme: PE5u2_Application_Motel

Comment: N

< Back || et = | [ Einish ] | Cancel |

Figure 15: PASconfig — Create a new project » Naming of PSS u2 system (Part 4)
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Configuration of the PSS u2 failsafe system
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Choose the needed electronic modules on the right side in “Palette” and insert them with drag and

drop to the “Workspace”:

w* PASconfig l‘ilg‘g
Project Edit View PSSulsystem JTools Help
G- iBBE| &% | x| % d &l
? *Application_Note:PS5u2_Application_Mote X =
= Application_Note % Palette
' P55u2_Application_Note
Enter filter text:
I PS5 u2 POF/SEIP “Enreriierteds
§ 1-PssuzeFeDl &
¥ 2-Pssu2EFaDl (= Favourites
¥ 3-Pssu2EFEDO0SA ETeTE
4§ 4-PSSu2EFBDOOSA RIS
4 5- PSS u2 ESEDID oD D “
4] 6-Pssu2 580D — [ PssuzEFeDIl
4 7-PSSu2 ESEDODOSA & Digital output FS -
4 &-PSSu2ESBDODOSA
§PsSu2 EF2DORBA
¥ PsSw2EF200TP 24
¥ Pssuz EF4D02A
¥ PsSu2 EFEDOOSA
= Digital input 5T £
¥ Pssu2Es4Dl
§ Pssu2ES4DID
§ Pssu2EssDI
§ Pssu2ES8DID
(= Digital output ST ©0

¥ PSS u2ES16DOD0SA
¥ PSSu2ES4DOD0SA
¥ Pssu2Es4DOD 24

§ PsSu2ESBDODOSA

(= Supply voltage ST

= Patch terminal ST

System overview | Terminal configuration

¥ 1-PSSuzEF8DI

| e
<Enter filter text> PSS u2 system 4 T0

General

Terminal state, if this test pulse is not assigned to an input

Test pulse duration (0.3 ... 10.0) [ms]

11

T2

[E!

4 Discrepancy monitoring

a Discrepancy group D + I
Use discrepancy menitoring (pulse stretching will be deactivated)
Reintegration after discrepancy time
Sensor type

v

]
With restart interlock
antivalent

| v2.0.0 Build 30

Figure 16: PASconfig — Create a new project » Select the needed modules (Part 5)

You can now change the properties of each electronic module:

1. Select an electronic module in the “Project windows” or the “Workspace”,
2. than select in the “Information window” the tab “Properties” and

3. edit the parameters of the selected module.
The properties are explained in the Online Help of tool PASconfig.

Note: You can use hardware templates to build a system quicker, using a previously defined
configuration. There are two possibilities:

- A hardware template for an electronic module save and restore the module configuration.

and

- A hardware template for a PSS u2 system save and restore the entire system with its complete
structure and configuration of all included modules.

Application Note PSS u2 I/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix with Studio 5000
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7.3. PASconfig — Connection manager

To perform various online actions, you will need an online connection between the PASconfig-PC
and the PSS u2 system, e.g. firmware update or download of FS/ST configuration data.

Make sure, that the IP address of the PASconfig-PC is in the same subnet as the IP address of the
PSS u2 system (see Chap. 6.2 Setting up the IP address of PSS u2 EIP head module, pages 11ff).

Start function: menu “Tools” » “Connection manager”:

Project  Edit  iew PSS w2 systern | Tools | Help
O |_|:|_| lu_,;,_| | <',“) | ; Systern image 3

“a- Project manager Terminal configuration irmage 3

1= &pplication_Mote
I'. Paiu2_dpplication_Mote
' PSS L2 POF/SEIP Firrrvare rmanager 3

Figure 17: PASconfig — Connection manager » Start (Part 1)

Connection rmanager I})

Create a new connection or edit an existing one:

) -
o Connection manager = @

Connection manager

(i) Manage connections to PSS u2 systems,

Connections

Marme Head module IP address  Port number  F-address Mlewr

{ Application_Mote:PSSu?_Application ... PSS U2 POF/SEIP (vl (328[!?11 0.0.0.0 14080

Edit
Delete

Test

Import

Figure 18: PASconfig — Connection manager » Manage connections (Part 2)

Enter the “IP address” of the PSS u2 head module:

o Edit connection = @

Connection

Enter connection details for the P35 u2 systern,

IP address: 192 . 18 . 1 . 16

Part number: | pEELFE

[ Einish ] I Cancel

Figure 19: PASconfig — Connection manager » Edit connection (Part 3)
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7.4. Manage system configuration with .L5X file
7.4.1. PASconfig — Export system configuration to .L5X file
To simplify configuration in Rockwell's RSLogix software, a file with the system configuration for an
EtherNet/IP system can be exported from tool PASconfig.
Note: The .L5X file can only be imported into RSLogix from Version 29!

The generated configuration contains the following information:
- EtherNet/IP subscriber,

- Length of process data,

- Assembly object instance and

- Comments for the modules and process data.

Start function: menu “PSS u2 system” » “Export system configuration to .L5X file ...”:

o PASconfig
Project  Edit  Wiew | PS5 ud systermn | Toaols  Help
Fir i EH & Change head module
“a- Project manager Generate repart Y
1= &pplication_M _
I'. PSSUZ_Apy Parts list ]
L o Brror stac
b Pesuz h k
| 1-Pss Evoort tack
j z-pss #port error stac
| 3-PSS e Change FS password
N 4-pss Change port nurmber
4 5-psg
4y 6-pss Set F-address
W T-PSS Gt Target Unique Identifier (TUNID)
4 5-pss
Export systern configuration to L5X file.., %

Figure 20: PASconfig — Export system configuration to .L5X file (Part 1)
Select a folder to export the .L5X file:

o Export systern to a ".L5X file, = @

Export the system [P55u2 Application_Note] to a *.L5X file
(1) Export selected systern to a *.L5X file,

Target directory  ChApplication Mote -

Export F5 configuration data |V
Export 5T configuration data |

| (0]:4 | | Cancel

Figure 21: PASconfig — Export system configuration to .L5X file (Part 2)

The filename will generate automatically, it is a combination of the system name, date and time.
Our Example: “PSSu2_Application_Note yyyymmdd_hhmmss.I5x” (see Figure 23, page 21)
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7.4.2. Studio 5000 — Import .L5X file

The .L5X file can be imported in Studio 5000 with a right-click on the Ethernet Controller:

[ LogicDesigner - ApplicationMote [1756-L715 30.001F |

File Edit Miew Search Logic Communications Tools  Mindow

Ellﬁ'ﬂ % J{-E T Write Value

Offline [.| Safety Signature:
Mo Faorces B_| 1D <nones
Drate:

Mo Edits 2 e
Safety Unlocked 31

-5 Controller ApplicationMote
w|i] Controller Tags
Contraller Fault Handler

- Powver-Up Handler
-5 Tasks
E% MainTask
@; MainPrograrm
- SafetyTask
J& ZafetyProgram
----- (23 Unscheduled
=55 Mation Groups

.13 Ungrouped fuxes
&dd-0n Instructions
=455 Diata Types

L3 Add-On-Defined

l@, Predefined

. Module-Defined

Trends

T, Logical Model

-3 IF0 Configuration

El- 17536 Backplane, 1756-47T

----- #4[0] 1796-L71S ApplicationMote
----- 8 [1]1756-LTSP ApplicationMote:Partner

El ! [2] 1796-EMZTR EthernetlP_Scanner

B MewModule...
| Irnport kModule..,
Discowver Madules... be

Figure 22: Studio 5000 — Import system configuration from .L5X file (Part 1)
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In the new subwindow, select now the previously created .L5X file (Figure 21, page 19) and
press the “Open” button:

@ Irnport Module @

S ——
AN, | o= Systern (G0 » Spplication Note - | 4 || Application Mote durchsechen ,.Dl

i "

Organisieren » Meuer Ordner - O @

s

¢ Favoriten P33u2_Application_Mote_20171206_
= N81826.15x

BE Desktop Logix Desigrer XhAL File
4 Dowwnloads

=l Zuletzt besucht

-

File name: PSSu2_Application_Mote_2017120¢ - ’Lu:ugix Designer XhAL Files (*.L5X v]

[ oo fo [ oo ]

Figure 23: Studio 5000 — Import system configuration from .L5X file (Part 2)

Press the “OK” button:

e

# | Impaort Configuration - PSSu2_Application_Mote_20171206_081826./5x =
Find: - E—" ﬂﬁ Find/Replace. .,
Find wWithin: Final Mame
Import Content:
- EthernetIP_Scanner Configure Module Properties
= F:_SSUZ—ADDHEE“DH—NME Irnpart Marne: P25uZ_application_Maote
e B Child Modules
m Errors /W arnings Cperation: Create v] ]
Final Mame: P33uz_application_Mote -
Descripkion: -
Parent: EthernetIP_Scanner
Preserve existing tag values in offline project Ok ] [ Cancel ] [ Help
Ready

Figure 24: Studio 5000 — Import system configuration from .L5X file (Part 3)
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The imported PSS u2 system is shown as an “Ethernet-Safety-Standard-Module”:

- L0 Configuration
- 1756 Backplane, 1756-47

------ ﬁl [0] 1756-L715 ApplicationMote

------ ﬂ [1] 1756-LT5P ApplicationMote: Partner

= B [2]11756-EN2TR EthernetlP_Scanner

52 Ethernet
- ETHERMET-SAFETY AT+ [0, nplication_Mote

Figure 25: Studio 5000 — .L5X file » Ethernet-Safety-Standard-Module (Part 4)

7.4.2.1. General properties — Generic EtherNet/IP safety and standard modules

Double-click on the “ETHERNET-SAFETY-STANDARD-MODULE” (Figure 25) opens the
parameters of the PSS u2 System.

The “IP address” and the “Connection parameters” are filled in after import of the .L5X file and
can be viewed and edited in the following window:

[ o

# | Module Properties: EthernetlP_Scanner (ETHERMET-SAFETV-STANDARD-MODULE 1.001) = R
- General General
Tvpe: ETHERMET-SAFETY-STANDARD-MODULE Generi. ..
Parent: EthernetIP_Scanner . .
Ethernet Address
-~ Intemet Protocal e 55u2_Application_Hote
----- Paort Configuration @) Private Mebwork: 192.168.1. 16 =
Diescription: - =
) IP Address:
Safety Network
T 0000_0000_0000 [, |
Uninitialized Safety MNetwork
Mumber,
Module Definition
Module Parameters Connection Parameters
vendor: [ Input Input Oukpuk Oukpuk
Product Tvpe: 100 Connection Assembly  Size Bssembly  Size
Praduct Cade: 256 Instance  (Bwtes) Instance (Bytes)
Revision: 1.001 Safety Input: 771 18 199 0
Electronic Keving: Exack Makch Safety Output: 199 i} 7ER B
Connection: Satety and Standard Standard: 104 4 101 2
Input Drata: Safety and Standard i i i i i
Output Diatar Satety and Standard Configuration nsombly | Size
Dista Format: SINT (5-Bit) Connection  [rcpance  (Bykes)
Safety: 199 -
Standard: 1 ]
Statuz; Offline [ 0F. ] [ Cancel ] Apply

Figure 26: Studio 5000 — Ethernet-Safety-Standard-Module » General properties
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7.4.2.2. Safety properties — RPl and CRTL

NOTICE

The Parameters "Request Packet Interval' and "Connection Reaction Time Limit" are
important and influence the safety reaction time.

Increasing reaction time possibly may lead to a loss of a safety function, and should
always be considered.

-

7| Module Properties: EthernetlP_Scanner (ETHERNET-SAFETY-STANDARD-MODULE 1.001) o[- G5
..... General Safety
----- Connection
..... Safety Connection | Reguested Packet | Connection Reaction Max Observed
_____ Module Irfo Type Interval (RPI) (ms} Tirne Lirnit (ms} Metwork Delay (mz)
- Intemet Protocol Safety Input 10 = 40.1 Reset ||| Advanced...
. Port Configuration Safety Output 20 60.0 Reset
Configuration Ownership:
Reset Ownership
Configuration Signature:
D om0 -
Date: 06.12.2017 El- Paste
Time:  10:21:36 = 623 = ms
Status: Offline [ oK ] [ Cancel Apply Help

Figure 27: Studio 5000 — Ethernet-Safety-Standard-Module » Safety properties RPI/CRTL

7.5. Studio 5000 — Controller Tags

Double-click on the “Controller Tags” opens and displays the associated lists in following figures:

File  Edit

Offhne
Mo Forces
Mo Editz

@ Logix Designer - &pplicationMote [1756-L715 30, 117"

Wiew Search  Logic  Communications Tools  Window

Safety Unlocked 0-J

=) Controller Organizer ~ 01X

Wirite_Yalue
i . |
[.| Safety Signature: b
[ <nanes:

abeq Hes

A Contraller Tags

Wi Power-Up Handler

licationMote

Controller Fault Handler

Figure 28: Studio 5000 — Controller Tags » Open lists
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The imported L5X file also contains the description of the Controller Tags. There is a description of
each electronic module and of each bit, original generated in tool PASconfig.
- see Chapter 7.4.1 PASconfig — Export system configuration to .L5X file, page 19

List of Controller Tags of the PSS u2 standard modules:

Mame =g| e |Value & | Farc® | Style Data Type | Class Description
+-PS5uZ2_application_Mote:C | R I AB:ETHER...| Standard
—|-PS5uZ2_application_Mote:| | R I AB:ETHER...| Standard
—-P55u2_Application_Mote:|.Data fo..0 | I.. . |Decimal |SIMT[4] Standard
—-P55u2_application_Mote:|.Datald] 0 Decimal |SIMT Standard |Module 05: PSS U2 ES 801
PSS5u2_Application_Mote:l.Data[0].0 0 Decimal |BOOL Standard |l
PS5u2_application_Mote:|.Data[0].1 0 Decimal |BOOL Standard |1
PS5u2_Application_Mote:l.Drata[0].2 0 Decimal |BOOL Standard |i2
PS5uZ2_application_Mote:l.Data[0]. 3 0 Decimal |BOOL Standard |i3
PS5u2_application_Mote:l. D ata[0] 4 0 Decimal |BOOL Standard |id
PS5u2_Application_Mote:|.Drata[0].5 0 Decimal |BOOL Standard |5
PS5uZ2_application_Mote:l. D ata[0].& 0 Decimal |BOOL Standard |i6
PS5u2_Application_Mote:l.Drata[0]. 7 0 Decimal |BOOL Standard |i7
+-P5S5u2_application_Mote:.Datal1] 0 Decimal |SIMT Standard |Module 06: PSS w2 ES 801
+-PS5uZ2_application_Mote:|.DatalZ] 0 Decimal |SIMT Standard |Module 07: PSS u2 ES 800D 0.54
+-P55u2_application_Mote:|.Datal3] 0 Decimal |SIMT Standard |Module 08: PSS u2 ES 800D 0.54
—|-P5S5uZ2_application_Mote:0 | R I AB:ETHER...| Standard
— -P55u2_Application_Maote:0.Data ... | ... |Decimal |SIMT[Z] Standard
—-P55u2_application_Mote:0.Datall] 0 Decimal |SIMT Standard |Module 07: PSS u2 ES 800D 0.54
PS5u2_Application_Mote:0.Data[0].0 0 Decimal |BOOL Standard | o0
PS5uZ2_application_Mote:0.Datal0].1 0 Decimal |BOOL Standard | ol
PS5uZ2_application_Mote:0.Datal0].2 0 Decimal |BOOL Standard |02
PS5u2_Application_Maote:0.0ata[0].3 0 Decimal |BOOL Standard | o3
PS5uZ2_application_Mote:0.Datal0].4 0 Decimal |BOOL Standard | o4
PS5u2_Application_Mote:0.Data[0].5 0 Decimal |BOOL Standard |05
PS5uZ2_application_Mote:0.Datal0].6 0 Decimal |BOOL Standard |ob
PS5uZ2_application_Mote:0.Datal0]. 7 0 Decimal |BOOL Standard | o7
+-P55u2_application_Mote:0.Datall] 0 Decimal |SIMT Standard |Module 08: PSS u2 ES 800D 0.54
+|-PS5u2_Application_Mote: 51 | R I AB:ETHER...| S afety
+-P55u2_Application_Mate:50 [ T A AB:ETHER...|Safety

Figure 29: Studio 5000 — Controller Tags » PSS u2 standard modules
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List of Controller Tags of the PSS u2 failsafe inputs:

PILZ

E z3| & | Value® | Forc® | Style Data Type | Clasz | Description
—-PS5uZ_Application_Mote: 5l (A ) B AB:ETHER...[Safety
PS5uZ_Application_Mote:S1.Runkd ode 0 Decimal |BOOL Safety
PS5u2_Application_Mate: 51 ConnectionF aulked 1] Decimal |BOOL S afety
—-PS5uZ_Application_Maote:51.Data fo..0 1., |Decimal [SIKMT[18] S afety
—|-P55u2_Application_Mate:51.Datall] 1] Decimal [SIMT Safety [Module 00: PS5 w2 POF/S EIP
PS5u2_Application_Maote:51.0 ata[0].0 1] Decimal |BOOL Safety |ciz
PS5u2_Application_Maote:51.0atal0]1 1] Decimal |BOOL Safety [rezerved
PS5uZ_Application_Maote:51.0ata[0]. 2 1] Decimal |BOOL Safety [rezerved
PS5u2_aApplication_Mote:S51.0atal0]. 3 0 Decimal |BOOL Safety |rezerved
P55u2_Application_fMote:51.0 atal0]. 4 1] Decimal |BOOL Safety [rezerved
PS5u2_Application_Maote:51.0ata[0].5 1] Decimal |BOOL Safety [rezerved
PS5u2_aApplication_Mote:S51.0atal0).6 0 Decimal |BOOL Safety |rezerved
PS5u2_Application_Mote:S1.0Data[0]. 7 1] Decimal |BOOL Safety [rezerved
—|-PS5u2_Application_Mate:51.Datal1] 1] Decimal [SIMT Safety [Maodule 00: PSS u2 POF/S EIP
PS5u2_aApplication_Mote:S1.0atal1].0 0 Decimal |BOOL Safety |cos
PS5u2_Application_Maote:51.0ata[1]1 1] Decimal |BOOL Safety [rezerved
P55uZ_Application_Mote:51.Data[1].2 1] Decimal |BOOL Safety [rezerved
PS5uZ_Application_Mote:51.Data[1].3 1] Decimal |BOOL Safety [reserved
PS5u2_Application_Mote:S1.0Data[1].4 1] Decimal |BOOL Safety [rezerved
P55u2_Application_fMote:51.0ata[1].5 1] Decimal |BOOL Safety [rezerved
PS5uZ_Application_Maote:51.0ata[1].6 1] Decimal |BOOL Safety [rezerved
PS5u2_aApplication_Mote:S1.0atal1]. 7 0 Decimal |BOOL Safety |rezerved
—|-PS5uZ_Application_Maote:51.Datal?] 1] Decimal [SIMT Safety [Module 01 PS5 u2 EF 8DI
PS5uZ_Application_Maote:51.0 ata[2].0 1] Decimal |BOOL Safety [0
PS5u2_aApplication_Mote:51.0atal2].1 0 Decimal |BOOL Safety |11
PS5u2_Application_Mote:S1.0Datal2]. 2 1] Decimal |BOOL Safety [i2
PS5uZ_Application_Maote:51.0 atal2] 3 1] Decimal |BOOL Safety [i3
PS5u2_aApplication_Mote:S51.0atal2]. 4 0 Decimal |BOOL Safety |4
PS5u2_Application_Mote:51.0ata[2].5 1] Decimal |BOOL Safety |5
PS5u2_Application_Mote:51.0 atal2]. 6 1] Decimal |BOOL Safety |G
PS5uZ_Application_Mote:51.0 atal2]. 7 1] Decimal |BOOL Safety [i7
+/-PS5u2_Application_Mote:51.Datal3] 1] Decimal [SIMT Safety [Module 01: PSS u2 EF 2DI
+/-PS5uZ_Application_Maote:51.Datal4] 1] Decimal [SIMT Safety [Module 02 PS5 U2 EF 8DI
+/-PS5u2_Application_Mate:51.Datalh] 1] Decimal [SIMT Safety [Module 02 PSS u2 EF 8DI
+-P55u2_Application_Mote:51.Datalk] 0 Decimal |SIMT Safety |rezerved
+/-PS5uZ_Application_Maote:51.Datal7] 1] Decimal [SIMT Safety [rezerved
+/-PS5u2_Application_Mate:51.Datald] 1] Decimal [SIMT Safety [rezerved
+-P55u2_Application_Mote:51.Datalq] 0 Decimal |SIMT Safety |rezerved
+/-PS5uZ_Application_Maote: 5.0 ata[10] 1] Decimal [SIMT Safety [Module 03 PS5 w2 EF 800 054
+/-PS5uZ_Application_Mate:S1.Data[11] 1] Decimal [SIMT Safety [Maodule 04: PSS u2 EF 800 054
+-P55u2_Application_Maote:51.Datal12] 0 Decimal |SIMT Safety |rezerved
+/-PS5uZ Application_Mote:S1.Data[13] 1] Decimal [SIMT Safety [rezerved

Figure 30: Studio 5000 — Controller Tags » PSS uZ2 failsafe inputs
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List of Controller Tags of the PSS u2 failsafe outputs:

PILZ

M ame =3| o | Walue & | Forc® | Style [ata Type | Clazs Dezcription
+-PS5u2_Application_Maote:C I N I AB:ETHER...| Standard
+/-P55uZ2_Application_Maote:| A R AB:ETHER...|Standard
+-PS5uZ_aApplication_Maote:0 I N I AB:ETHER...| Standard
+-PS5u2_Application_Maote: 5l I N I AB:ETHER...| Safety
—|-P55uZ2_Application_Maote:50 P Y AB:ETHER...|Safety
—-PS5u2_Application_Maote:50.Data ... I... |Decimal |SINT[E] S afety
—-P55u2_aApplication_Mote:50.Data0] 0 Decimal [SIMT Safety  |Module 03 PS5 w2 EF 800 0.54
PS5uZ_Application_Mote:S0.Data(0].0 1] Decimal [BOOL Safety ol
PS5u2_Application_Mote:S0.Data[0].1 0 Decimal [BOOL Safety |0l
PS5u2_Application_Mote:S0.Data[d).2 0 Decimal [BOOL Safety |02
PS5uZ_Application_Mote:S0.Data(0]. 3 1] Decimal [BOOL Safety |03
PS5u2_Application_Mote:S0.Data[l].4 0 Decimal [BOOL Safety | o4
PS5u2_Application_Mote:S0.Data[0].5 0 Decimal [BOOL Safety  |ob
PS5uZ2_Application_Mote:S0.Data[0].6 1] Decimal [BOOL Safety  |ob
PS5u2_Application_Mote:S0.Data[d]. 7 0 Decimal [BOOL Safety |07
—|-P55u2_aApplication_Mote:50.Data[1] 0 Decimal [SIMT Safety  |Module 04: PS5 w2 EF 800 0.54
PS5u2_Application_Mate:S0.Datal1].0 1] Decirnal [BOOL Safety  |al
PS5u2_Application_Mote:S0.Data[1].1 0 Decimal [BOOL Safety |0l
PS5u2_Application_Mote:S0.Data[1].2 0 Decimal [BOOL Safety |02
PS5u2_Application_Mote:S0.Datal1].3 1] Decirmal [BOOL Safety |03
PS5u2_Application_Mote:S0.Data[1].4 0 Decimal [BOOL Safety | o4
PS5u2_Application_Mote:S0.Data[1].5 0 Decimal [BOOL Safety  |ob
PS5u2_Application_Mote:S0.Datal1].6 1] Decirmal [BOOL Safety  |ob
PS5u2_Application_Mote:S0.Data[1].7 0 Decimal [BOOL Safety |07
+-P55u2_Application_Mote:50.Datal2] 0 Decimal [SIMT Safety | reserved
+/-P55uZ2_Application_Mote:50.Datal3] 1] Decirnal [SINT Safety  |reserved
+-P55u2_Application_Mote:50.Datal4] 0 Decimal [SIMT Safety | reserved
+-P55u2_Application_Mote:50.Datalh] 0 Decimal [SIMT Safety | reserved
+/-P55u2_Application_Mote:50.0atalB] 1] Decirmal [SINT Safety  |reserved
+-P55u2_Application_Mote:50.Data[ 7] 0 Decimal [SIMT Safety | reserved

Figure 31: Studio 5000 — Controller Tags » PSS u2 failsafe outputs
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7.6. Generation of Safety Network Number (SNN)

The Safety Network Number is defined in the originator (e.g. ControlLogix Controller) for each target.
It must be unique within a safety network and consists of six octets in hexadecimal format:
- The SNN can be generated in software Studio 5000.
There is a copy button to copy it to the clipboard.
- In tool PASconfig you can paste it with shortcut “CTRL+V”.

Note: After inserting the SNN in tool PASconfig a (new) download of the configuration data to the
PSS u2 system is necessary!
7.6.1. Studio 5000 — Generate SNN

First open the general properties of Ethernet-Safety-Standard-Module (Figure 26, page 22) and
click on the button in the SNN field:

5] Madule Properties: EthernetlP_Scanner (ETHERMET-S8FETY-STANDARD - ODLULE 1,001}

- General General
----- Connection
----- Safety ;
Twpe: ETHERMET-SAFETY-STANDARD-MODULE Geneti. ..
i Module Info .
Parent: EthernetIP_Scanner
Internet E’DtDCF'l Ethernet Address
i Port Configuration Mame: PS5uz_application_Mote
@) Private Metwork: 192.168.1, 16 =
Descripkion: # =
IP Address:

Advanced. ..

Safety Metwark, 0000_0000_0000
Number:
Uninitialized Safety Metworl
Murnber.

Figure 32: Studio 5000 — Generate SNN » Initialized process (Part 1)

In the now-opening subwindow select format with radio-button for “Time-based” [1],
than press button “Generate” [2] and
for copy of octets “4188 _01DC_CFD4” press button “Copy” [3]:

i o)

Safety Metwaork Mumber @

Earmat:

IE Generate

[Cecimal]
Humber:
4185_01DC_CFD4 (Hex[3]  Copy
Faste
Set
k. ]l Cancel || Help

Figure 33: Studio 5000 — Generate SNN » Generation and copy (Part 2)
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7.6.2. PASconfig — Import SNN
Switch to tool PASconfig and

PILZ

start function “Set Target Unigue Identifier (TUNID)” in menu “PSS u2 system”:

o PAsconfig

Project  Edit  iew | PSS w2 systern | Tools  Help

e

i |_|:1_| "'Lm.l Change head module

"= Project manager Generate repart Y
1= &pplication_M _
I'. PSSUZ_Apy Parts list k
o PSS ul Showr error stack
J 1-Ps3 SR -
j 2-pss xport error stac
I 3-PSS Change F5 password
ﬁ 4-P3 Change port nurnber
4 5 -psg
"Ii b - P53 Set F-address
4 7-pss : .
Set Target Unique Identifier {TUMNIDY %
44 5-pss
Figure 34: PASconfig — Set SNN » Start function “Set TUNID” (Part 1)

Paste the previously copied Safety Network Number (Figure 36, page 28) in the first text field

via shortcut “CTRL+V”:

o et Target Unique Identifier (TLMICD

address, The safety network number is a -byte number in the format

Safety network number: a3 01pC tFDai

IP address: 192 . 168 . 1 . 16

Enter the target unigue identifier (TUNID) for the PS5 u2 system "PSE
(1) The target unique identifier consists of the safety netwark number and the IP

= [-2-[m]

I

Cancel

Figure 35: PASconfig — Set SNN » Paste SNN (Part 2)

Activate restart of PSS u2 system:

r

o PAScaonfig

I.o_' ) The PSS U2 systern "P55u2_Application_Mate" will be restarted.

Figure 36: PASconfig — Set SNN » Restart PSS u2 system (Part 3)
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7.7. Configuration Signature

In system properties, you can:

- read information for each configured system and

- copy the Configuration Signature, also referred the Safety Configuration Identifier (SCID) to the
clipboard.

Start the procedure with function “Properties (of PSS u2 system)” in menu “PSS u2 system”:

o PASconfig

Project  Edit  Wiew | PS5 ud systermn | Toaols  Help

Fir i EH & Change head module
"o Project manager Generate report 3
1= &pplication_M _
Wl Pssuz_tpy Parts list 4
..?‘ RESus Showr error stack
1-Ps3
§ 2-pss Export error stack
J: 3-P3Y e Change FS password
4-Psg

Change port nurmber

4q s

4 6-pss Set F-address
g ; Set Target Unique Identifier {TUMNIDY
Export systern configuration to L5X file..,
Festart systern

Upload systern data
Compare systerm data

Cormpare CRC

Download F5 configuration data

Download 5T configuration data
Renarne system

Properties Ik

Figure 37: PASconfig — Configuration Signature » Show PSS u2 system properties (Part 1)

[ & HiBL 2

You can read in the following information (Figure 38):

- FS/ST check sum of configured system with associated Length of FS/ST configuration in bytes
» Values of current Configured System in tool PASconfig

- Only “ ” of last loaded system configuration with associated “Date” and “Time”
» Values of Last download of configuration, that was last loaded into PSS u2 head module

Copy Configuration Signature (Figure 39):

- The Configuration Signature consists of the * ” plus the “Date” and “Time”, inclu-
ding the value for “milliseconds”, at which the configuration was downloaded into the system.

- The Configuration Signature ensures that the originator (e.g. ControlLogix Controller) and target
are working with a valid (appropriate) configuration.

- If the Configuration Signature is not used, the user has to assure that safety is still guaranteed.

Note:
A download to the PSS u2 system is required on the first time to readout the Configuration
Signature, see Chapter 7.8 PASconfig — Download configuration to PSS u2 system, pages 31ff
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Note the values or copy them via the button using the clipboard to a text editor:

o Properties for Application_Mote:P55ud_Spplication_MNote

<Enter filter text: Configuration signature

General :
: —— Configured systern
Configuration signature

Connection
Cantral cabinet
System

Property Walue
F5check sum of configured systern CETACEAN
Length of F5 configuration [Bytes] 544
5T check sum of configured systern DaZF501E
Length of 5T configuration [Bytes] 620
Last download
Property Walue
F5check sum of last downloaded configuration CETACEAN0
Date and tirme of last download 2017-12-06 10:21:36.623 +01:00

| Copy Configuration Signature |

[ 0] ] | Cancel |
Figure 38: PASconfig — Configuration Signature (Part 2)
Insert the values into the four fields for “ID”, “Date”, “Time” and “ms”:
7| Module Properties: EthernetlP_Scanner (ETHERMET-SAFETY-STAMDARD-MODULE 1.001) o[ [
----- General Safety
i Connection
..... Safety” Connection | Requested Packet | Connection Reaction Max Ohserved
_____ Madule Info Type Irteryal (RPI (ms) Time Limit {mz) Metwork Delay (mz)
- Internet Protocol Satety Input 10 5 40.1 Reset Advanced. ..
----- Part Configuration Safety Cutput 20 E0.0 Resst
Configuration Cwnership:
Reset Cwnership
+ | Configuration Signature:
I CEVA_CB90 (He:x) Copy
Date: 06,12.2017 [El- Paste
Time:  10:21:36 — BE3 - ms
Statuz: Offline [ k. ] | Cancel | [ Apply ] | Help

Figure 39: Studio 5000 — Configuration Signature (Part 3)
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7.8. PASconfig — Download configuration to PSS u2 system
The configuration you just created must be saved:

& | &% | o |

Save all editors (Ctrl+Shift+5) 1

Figure 40: PASconfig — Save configuration » Save all editors

Note: A password is required to transfer the FS configuration.
- The default password is “pssu”.
- It can be changed via the menu item “PSS u2 System” » “Change FS password ...".

Start download with function “Download FS configuration data”:

i g & G| 100%

ownload F5 configuration data

o Enter FS password ﬁ

FS password  sees|

ok || Cancel |

e -

g* PASconfig | 2

Download (PC -= P55 u2) of the F5 configuration data to the P55 u system
"P55u2_Application_Mote"” was successful,

Figure 41: PASconfig — Download configuration » Download FS configuration data

If PSS u2 standard modules are used, the ST configuration must also be downloaded.
In this case, the following dialog box should be confirmed with “Yes”.

z o« PASconfig @

Do you want to transfer the 5T configuration data to the connected P55 u2 system
"PS5u2_Application_Mote"?

Yes | ’ No ]

Download (PC -= P55 u2) of the 5T configuration data to the P55 u2 system
"P55u2_Application_Mote"” was successful,

Figure 42: PASconfig — Download configuration » Download ST configuration data

PILZ
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The PSS u2 system must now be restarted:

g# PASconfig @ \

The P55 u2 systern "PS5u2_Application_Mote" can now be started.
Do you wish to continue?

e

Veo i Mo |

Figure 43: PASconfig — Download configuration » Restart PSS u2 system

7.9. Studio 5000 — Download project to ControlLogix Controller

First save the project [1].

Check before downloading, that correct communication path to ControlLogix Controller is set [2].
Go online [3] and start downloading the project to the Controller [4]:

@ Logix Designer - SpplicationMote [1756-171% 30,11]* - [Contraller Tags - ApplicationMote{contraller)]
&4 File  Edit ‘iew Search  Logic Communications Tools  Window  Help

A Ed S Write_alue > 28 G Eh =

Offline 1, T RUN L Path: I.-’-'-.B_ETH-1"~'I92.158.1.10"-.Backplane'xﬂ - | &5
Mo Forces |T| Gao Online [ @

Mo Edits Upload... 1
Safety Unlocked |E| Download 4 » '\ Favorites £ Add-On_ A Saiety f& Alarms A
o) | Controller Org Program Made * 1 X Scope: WapplicationNote «  Showe Al Tags
& || =& Contro Fun Made N =
3 - ame = [
= A Co Test bode + PS5uZ_Application_Mate:C
ﬁ ..... |:| Col = — :
..... 3 Pow Clear Faults - Eggui_ipp:fca:fun_:-::e.:j
+ u2_Application_Mote:
E-:l""E:ETE'SkS 5o To Faults P52 Application Maotes|
E---‘%Ma + u2_applcation_MHote:
Cﬂ: Controller Properties +-PS5u2_Application_Mote:50

Figure 44: Studio 5000 — Download project to Controller (Part 1)

Before starting the download, check the following condition:
NOTICE

If the Key-Switch on ControlLogix Controller is in RUN position,
move it before you continue with download to REM or PROG position!

& The keyawitch iz in the BUN position. Maowe it ta BEKM ar PROG in
order to download,

Application Note PSS u2 1/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix with Studio 5000 32
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Activate “Enable Time Synchronization” and download the configuration to the Controller:

[ Download @ ]

Download offline project 'ApplicationMote’ to the controller.

l.\'

Connected Contraller:

Mame: ApplicationMote

Type: 1756715 /B GuardLogix® 5570 Safety Controller
Path: AB_FTH-14192. 168, 1. 10'Backplans 0

Serial Mumber: ODADBCTE

Security: Mo Protection

i\, DAMGER: Unexpected hazardous motion of machinery may occur,

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controller,

Verify these devices (drives, network devices, 3rd party products)
have been properly loaded before placng the controller into run
mode.

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation.

i\l A nonecoverable safety fault will oocur in the safety controller,

Mo designated Coaordinated System Time (CST) master exists.

[¥Enable Time Synchronization:

[Quwnluad ] [ Cancel ] [ Help ]

Figure 45: Studio 5000 — Download project to Controller (Part 2)

After download: Move Key-Switch on Controller back to RUN position!
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8. PSS u2 - diagnostic information

8.1. Diagnostic information via status LEDs

The status of the I/O modules is:
- displayed via the "Module status display" and "Terminal status display";
- this is signalled to the head module and
- any error is entered in the head module's diagnostic log.

The head module contains a number of status LEDs, which provide information on the status of
various system sections.

The relevant important documents are named and linked here:

- Chapter 1.1 Documentation from Pilz GmbH & Co. KG, page 5
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8.2. Diagnostic information via PASconfig error stack

In PASconfig you can read out the Errorstack of the connected PSS u2 system. The error stack
contains important information for diagnostics and troubleshooting. The entry at the bottom is the
most recent entry.

Start function: menu “PSS u2 system” » “Show error stack”:

« PAZconfig

Project  Edit  Wiew | PSS u2 systern | Tools  Help

Cq- Change head module
- Project mansger Generate repart 3
= Application_h .
l'. Ps5ud_App Parts list R
W Pssuz o s stach
§ 1-Pss N
I. ? - P55 Export error stack

Figure 46: PASconfig — Error stack » Start function “Show error stack” (Part 1)

Expand the entry to see more details and remedy:

o° Show error stack for P35 u? systern "P3Su2_Application_Mote" @
00, Hardware registry on 2 slots from slot 5 does not match the a
00:00:08.505 szt = hardware configuration. [+]
0a, . ' .
00-00:08.554 Event Information Head module was restarted and has fimware version 1.1.0.  [+]
0o, : o . :
00-00:00. 184 Arrived  Error Test pulse short circuit at terminal 3. [
Log entry [
CPL: A
Fault detection: 0200000000000003
Priority: Error
Slot: 1
Massage: Test pulse short circuit at terminal 3.
Change of state: Arrived E
Parameter list: 1110230000000
Remedy [
Action

Ensure that the wiring is cormect and that thers are no short circuits.
Ensurz that the sznsor is error-frae.
Change electronic module.

Please contact Pikz.

\ Update I [ Close

Figure 47: PASconfig — Error stack » Display error stack (Part 2)
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9. Appendix — Basics of the PSS u2 system

9.1. Terminal assignment of the used PSS u2 electronic modules

[T e e
' 0 U P T T

[ Y500 008 S S

U b T T

> [ 178 5 38

'qummﬂ“ﬂm

— ) W T

[l e e B
Il 2EHE
I

el o o ] e Rl )

[ il e D e
Il 28R

Figure 48: PSS u2 — Wiring » Terminal assignment of PSS u2-modules (schematic)
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9.2. Wiring of input/output modules

The wiring is aligned horizontally on the PSS u2-System; this applies in particular for function
expansions. The system can be optimally configured for different requirements from the maximum
packing density up to the maximum functional scope.

For reserve or subsequent function expansions (any) slots on the backplane can be left free.
Therefor is no need for a "placeholder module" for PSSuniversal 2.

The following three examples show digital input/output modules for standard applications.
1-wire wiring with maximum packing density (Standard, Word alignment):

Sensor wiring (1-wire) Actuator wiring (1-wire)
ov ov
I — < 10 — = 00
20 = €11 20 = > 01
3o = o= > 02
4o == <13 40 == = 03
O — <14 L > 04
60 = < I5 6= = 05
7o == <16 Tom= > 06
8o = <17 go = = 07
9% == <18 9% == - 08
— <19 =] = 09
— < 110 =
— <111 = -2 011
— <112 = = 012
— <113 P = 013
e 11 |] —G) - 014
=5 <115 =1G) > 015
24V 24V
16x Standard inputs 16x Standard outputs
Figure 49: PSS u2 — Wiring » Standard digital (1-wire)
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2-wire wiring with byte alignment per input/output module (standard):

Sensor wiring (2-wire) Actuator wiring (2-wire)

€10
> 24V/S0

€12
> 24V/S2
€13
> 24V/S3
€14
> 24V/S0
€15
> 24v/s1
€16
> 24V/S2
€17
> 24V/S3

10
e
3o
40
5e
g
70
8

ge

—
y —
—
f—
) —
—
1
—
| —
) —
p—
) —
—
) —
—
—
J —
—
—
—
| —
) —
—
) —
—
1
—
N
) —
—
—
| —
) —
e
) —
| —
b —
——

1
2
e
4
5
e
7
:
9
0
o
2
3
4
5
6

8x Standard inputs and 8x Standard ocutputs and
8x 24V 8x 0V

Figure 50: PSS u2 — Wiring » Standard digital (2-wire)
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3-wire wiring with function expansion (standard):

PILZ

Sensor wiring (3-wire)

Aktor wiring (3-wire)

—
=
s
) —
—
) —
=
—
—
—
 —
) —
—
—
—
—
=
—
—
—
 —
) —
—
—
—
—
=
—
—
—

16x 24V
16x Standard inputs

16x OV

w ® ~ ® 9 Bk W N =
IE 400 A0E 0400 DR N0 AR IE N
w e =~ & w -
o ® =~ & ¢ b W R =
10 I00 00 0RO A

NIRRT RN RIRE]

16x OV
16x 24V

16x Standard outputs

Figure 51: PSS u2 — Wiring » Standard digital (3-wire)

Application Note PSS u2 1/0 EtherNet/IP with CIP Safety Protocol on a Allen-Bradley ControlLogix with Studio 5000

1004684_EN_01

39



Appendix — Basics of the PSS u2 system PILZ

Here is an example with digital input/output modules for failsafe applications.
5-wire wiring with function expansion (failsafe):

Sensor wiring (5-wire) Actor wiring (5-wire)

8DI
8DO 0.5A

-
=
0

0O 00 E I

© ® ~N ® O OBk W N =
© ® ~N ® B oW N

AR RN RN R RNR

w e ~ & h B @ K

NN R RN R R RRR

RN YRR YR

MNote: If the functional earth only 1x is required (master cable), the last madule "16pt FE" can be

ormitted. The connection is carried out via the shield connection dement of the backplane.

16x Funktional Earth 16x Funktional Earth

8x 24V and 8x 0V (for supply) 8x 24V and 8x 0V (for supply)

8x Failsafe inputs and 8x 24V /test pulse outputs 8x Failsafe outputsund 8x 0V
Figure 52: PSS u2 — Wiring » Failsafe digital (5-wire)

Shield connection element for the backplane and head module:

Figure 53: PSS u2 — Wiring » Shield connection element
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