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Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com. For a simple search, use our content document (1002400) or the direct search
function in the download area.

The Pilz newsletter is free of charge and keeps you up-to-date on all the latest issues and trends in
safe automation.

Exclusion of Liability

We have taken great care in compiling our application note. It contains information about our
company and our products. All statements are made in accordance with the current status of
technology and to the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, except in the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

January 2022

All rights to this publication are reserved by Pilz GmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the
respective companies. Please note the current information about the products, their licenses and
registered trademarks in the documents listed in Chapter 1 Useful documentation [ 6].

Industrial Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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Abbreviations

Abbreviations

Abbreviation / term | Description Source

AN Application Note www.pilz.com > AN content (1002400)

PNOZ Pilz E-STOP positive-guided www.pilz.com > PNOZ
(DE: Pilz NOT-AUS-Zwangsgefiihrt)

N Programmable control system www.pilz.com > PSS
(DE: Programmierbares Steuerungssystem)

PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2

POU Program Organisation Unit

NC Normally Closed

NO Normally Open

Definition of Symbols

Information that is particularly important is identified as follows:

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material
damage, and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the software used and its safe handling are also presupposed for the user.

1.1 Documentation from Pilz GmbH & Co. KG

No. | Description Item No. /Download
1 Pilz international homepage, download section www.pilz.com > Support > Downloads
2 Software PASconfig, Online help Products and Industries > Controllers >
Pilz international Webportal > Products and Solution > Controllers Overview |/O systems
> 1/0 systems > 1/0O modules PSSuniversal 2
www.pilz.com > Download PASconfig
or the Head module under section “Software” 328072 (Order number head module)
www.pilz.com > Download 328072
System Description PSSuniversal 2 Not yet available.
Installation manual PSSuniversal 2 1004152-EN-xx
www.pilz.com > Download 1004152
5 Operation manual PSS u2 PO F/S EIP2 1004152-EN-xx
www.pilz.com > Download 1005376
Product modification PSS u2 PO F/S EIP2 Not yet available.
Hardware version 02
EDS file under section ‘Device description file’ 328072 (Order number head module)
www.pilz.com > Download 328072
6 Operation manual PSS u2 EF 8Dl 1003619-EN-xx
www.pilz.com > Download 1003619
7 Operation manual PSS u2 EF 8DO 0.5 1003621-EN-xx
www.pilz.com > Download 1003621
8 Operation manual PSS u2 ES 8DID 1003612-EN-xx
www.pilz.com > Download 1003612
9 Operation manual PSS u2 ES 8DOD 0.5 1003614-EN-xx
www.pilz.com > Download 1003614
Note

Please refer to
- the file Readme belonging to the software version under number ‘2" and

- the updated document Product modification under number ‘5.

1.2 Documentation from other sources of information

No.

Description

Item No. / Download

Schneider Electric
Safety Manual - Modicon M580 PAC Controller

www.se.com > Download QGH46982
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Used hardware and software

2 Used hardware and software

2.1 Pilz products

No. | Descriptions Order number Version | Number | IP address

1 Hardware head module 328072 02 1 192.168.10.3
PSS u2 PO F/S EIP2

2 Hardware Terminal block 9-pin, 1 piece 328 830 - 0 --

PSSu2T9SD (1 pc)
Note: 1 piece is included on the head module

3 Hardware memory card 328835 - 1 --
uSD Memory Card 512MB, industrial version

4 Hardware Backplane 4 Slots 328810 01 2 --
PSSu2B4

5 Hardware backplane 1 Slot 328811 - 0 --
PSSu2B 1
Note: alternative backplane type (8 pieces necessary)

6 Hardware electronic module 328101 01 2 -
PSS u2 EF 8DI

7 Hardware electronic module 328131 01 2 -
2x PSS u2 EF 8DO 0.5

8 Hardware electronic Module 328311 01 2 --
PSS u2 ES 8DID

9 Hardware electronic module 328401 01 2 --
2x PSS u2 ES 8DOD 0.5

10 | Hardware terminal block 8-pin, 1 piece 328840 - 0 --

PSSu2T8(1pc)

Note: Also available in packs of 10 and 50 pieces.
11 | Hardware terminal block 16-pin, 1 piece 328850 -- 8 --
8x PSS u2 T 16 (1 pc.)

Note: Also available in packs of 10 and 50 pieces.
12 | Hardware Ethernet-plug 380401 - 8 --

8-pin RJ45 male connector, straight, in accordance with
the standard IEC 60603-7-1, Cat.6a

13 | Hardware Ethernet-cable 380000 -- 6 (x1 --
SafetyNET p cable, Standard, 4-wire meter)
14 | Software PASconfig -- V5.0.0 - --

2.2 Third-party products

No. | Descriptions Order number Version | Number | IP address

1 Hardware Backplane, 8 Slot, Ethernet BMEXBP0800 -- 1 --
Schneider Electric, PAC Modicon M580 system

2 Hardware Power supply, Safety, 24/48VDC, Redundant BMXCPS4022S -- 1 --
Schneider Electric, PAC Modicon M580 system

3 Hardware Processor module, Safety SIL3 BMEP584040S -- 1 192.168.10.1
Schneider Electric, PAC Modicon M580 system

4 Hardware Processor module, CoProcessor Safety BMEP58CPROS3 - 1 --
Schneider Electric, PAC Modicon M580 system

5 Software EcoStruxure Control Expert CEXSPSCZXSPMZZ | V14.1 - --
Schneider Electric

6 Software -- V3.05 -- --
BOOTP/DHCP EtherNet/IP Commissioning Tool
Rockwell Automation
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Used hardware and software

2.3 Structure of the application (schematic)
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Figure 1: Application — Structure of the hardware (schematic)
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Preface

3 Preface

This Application Note describes the commissioning of a PSSuniversal 2 Remote I/O system on a
current Schneider Electric Modicon M580 PLC. They communicate via EtherNet/IP with the CIP Safety
protocol, using the automation software Schneider Electric EcoStruxure Control Expert.

In this case, its user program controls the failsafe input and output modules of the PSS u2 electronic
modules for the safety functions.

The essential procedure for a successful basic configuration is shown step-by-step, usually with
screenshots.

NOTICE

A detailed explanation of safety functions used in the failsafe application and its
evaluation regarding functional safety are not a part of this document.

This document only describes the procedure for use of the Remote I/O-System
PSS u2 with the order number 328072 and is not intended as a technical
documentation for general use of the third part software and Controller.

The Pilz device will only be supported from PASconfig version V4.0.0.
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Technical notes for the Pilz system

4 Technical notes for the Pilz system

A PSS u2 system is a modular system with Ethernet/IP interface (CIP Safety over Ethernet/IP).

The PASconfig system software is available for PSS u2 systems. The system software provides support
as you select, configure and commission components.

A PSS u2 system consists of:
- One head module

— Backplanes
- Input/output modules for standard and failsafe applications
- Terminal blocks
4-port backplane
Electronic module Electronic module
(grid width 1 x 12.5 mm) (grid width 2 x 12.5 mm) ) )
Mounting rail
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holder
Figure 2: PSS u2 — Modular structure of the PSS u2 system (schematic)

CAUTION!

Risk of material damage:

Backplanes and head module may only be inserted or removed when the supply voltage
is switched off.

Switch off the supply voltage before inserting or removing the backplane or head
module.
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Application description

5 Application description

The aim is to show how a basic EtherNet/IP communication with the CIP Safety protocol and
Schneider Electric PAC Modicon M580 system can be built up to from a remote I/O system PSS u2.

The detailed hardware configuration for the Controller is not part of this Application Note
Detailed information on this subject can be found in its manual or online help for the software.
- see Chapter 1.2 Documentation from other sources of information [(X 6]
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Hardware configuration

6 Hardware configuration

6.1 Used hardware

6.1.1 Pilz devices

The used Pilz modules are listed in the table of the following link:
- Chapter 2.1 Pilz products [EJ 7]

The relevant important documents are named and linked here:

- Chapter 1.1 Documentation from Pilz GmbH & Co. KG [d 6]

I PSS u2 POF/SEIP2

¥ 1-PssuzEFEDI

¥ 2-PssuzEFEDO0SA
¥ 3-Pssu2EFEDI

¥ 4-PSsu2EFBDO0SA
i 5-PssuzESEDID

§ 6-PS5u2ESEDOD0.5A
b 7-Pssu2ESEDID

§ 3-PSSu2ESSDODOSA

Figure 3: PSS u2 — Hardware » Overview of used modules

6.1.2 Third-party devices

The used Schneider Electric devices of the PAC Modicon M580 system are listed in the table of the
following link:

- Chapter 2.2 Third-party products [EJ 7]

The relevant important documents are named and linked here:

- Chapter 1.2 Documentation from other sources of information [EJ 6]
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Hardware configuration

6.2 Basic properties of the PSS u2 system

6.2.1 Maximum size of the PSS u2 failsafe and standard 1/O process image

Ethernet/IP Adapter:

— Input/Output: 508 bytes
CIP-Safety

— Input/Output: 248 bytes

Maximum expansion failsafe modules:
- 24 failsafe input and output electronic modules.

The Ethernet/IP and CIP-Safety connection has a variable process data length, depends on the type
of the configured electronic modules.
The description of the process image can be found in the manuals of the electronic modules.

6.2.2 1/0 address assignment (byte alignment)

The following two examples show the addresses of the PSS u2 modules, always a full byte per
module and function is used.

PSS u2 ES 4DID
- The module occupies 2 Bytes in the process image of the standard inputs.

Pl Meaning State
Byte O Bit 0 Input data 10 0: "0"-signal (0 V) at the input
Bit 1 Input data I1 1: "1"-signal (+ 24 V) at the input

Bit 2 Input data 12
Bit 3 Input data I3

Bit4 -7 |None Constant "0"

Byte 1 Bit 0 Valid bit of voltage output SO 0: Error at the voltage output
Bit 1 Valid bit of voltage output S1 1: No error at the voltage output
Bit2-7 |None Constant "0"

PSS u2 EF 2DO TP 2A
- The module occupies 1 Byte in the process image of the failsafe outputs.

PIO Meaning State

Bit 0 Output data O0 0: "0" signal (0 V) at the output
Bit 1 Output data O1 1: "1" signal (+ 24 V) at the output
Bit 2-7 None Constant "0"

- The same module also occupies 1 Byte in the process image of failsafe inputs.

Pl Meaning State

Bit0 Valid bit of output OO0 0: Output error

Bit 1 Valid bit of output O1 1: The signal in the PIO corresponds to the
output signal

Bit 2 Open circuit at output O0 0: Open circuit at output

Bit 3 Open circuit at output O1 1: No open circuit at output

Bit 4-7 None Constant "0"

Abbreviations:
— "Valid bit of ...": Status information for the evaluation of the validity of the assigned process data
- "Open circuit at ...":  Status information for the evaluation of the open-circuit detection of the assigned output
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Hardware configuration

6.2.3 Failsafe 1/0 assignment

Combined Input Status (CIS) and Combined Output Status (COS)

In the process image of the FS inputs, the Combined Input Status (CIS) is used to indicate whether
all FS input modules supply valid values. The Combined Input Status is always assigned Byte 0.

- CIS = 0: Not all FS input modules supply valid values
— CIS = 1: All the FS input modules supply valid values

In the process image of the FS inputs, the Combined Input Status (COS) is used to indicate
whether all FS output modules supply valid values. The Combined Output Status is always
assigned Byte 1.

— COS = 0: Not all FS output modules deliver valid values
— COS = 1: All FS output modules deliver valid values

Byte Bits Meaning

0 0 Combined Input Status (CIS)
1.7 Not used

1 0 Combined Output Status (COS)
1.7 Not used

The following example is based on the following address assignment:

Inputs:

- 15 Byte
- 25 Byte
- 3%t Byte
- 45t Byte
- 5" Byte
- 6 Byte
- 7' Byte
- 8™ Byte

Outputs:

- 2" Byte
- 4™ Byte

Combined Input Status
Combined Output Status

15t PSS u2 EF 8DI (slot 1)
15t PSS u2 EF 8DI (slot 1)
15t PSS u2 EF 8DO 0.5A (slot 2)
2" PSS u2 EF 8DI (slot 3)
2" PSS u2 EF 8DI (slot 3)

2M PSS u2 EF 8DO 0.5A (slot 4)

15t PSS u2 EF 8DO 0.5A (slot 2)
2nd PSS u2 EF 8DO 0.5A (slot 4)

NOTICE

The FS process image of outputs must not be empty. If no FS output module is used in
the project, the head module will automatically create FS output data. These FS output
data must be entered in the Schneider PLC.
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Hardware configuration

Configuration with the four failsafe input and output electronic modules in this used AN setup:

Slot 7 Slot 2 Slot 3 Slot 4
PSS u2 EF 8DI PSS u2 EF 8DO 0.5A PSS u2 EF 8DI PSS u2 EF 8DO 0.5A
Address |Identification Address Identification Address Identification Address |ldentification
%$I2.0 FS input IO %Q0.0 FS output 00 %I5.0 FS input IO %Q1.0 FS output 00
%$I2.1 FS input Il %Q0.1 FS output O1 %$I5.1 FS input Il %Q1.1 FS output O1
%$I2.2 FS input I2 %$Q0.2 FS output 02 %$I5.2 FS input I2 %Q1.2 FS output 02
%$I2.3 FS input I3 %Q0.3 FS output 03 %$I5.3 FS input I3 %Q1.3 FS output 03
%$I2.4 FS input I4 %Q0.4 FS output 04 %I5.4 FS input I4 %Q1.4 FS output 04
%$I2.5 FS input I5 %Q0.5 FS output 05 %$I5.5 FS input I5 %Q1.5 FS output 05
%I2.6 FS input I6 %Q0.6 FS output 06 %I5.6 FS input I6 %Q1.6 FS output 06
%$I2.7 FS input I7 %$Q0.7 FS output 07 $I5.7 FS input I7 %Q1.7 FS output 07
%$I3.0 Valid bit %$I4.0 Valid bit $I16.0 Valid bit %$I7.0 Valid bit
of I0 of 00 of IO of 00
$I3.1 Valid bit $I4.1 Valid bit $I6.1 Valid bit $I17.1 Valid bit
of Il of 01 of Il of 01
$I3.2 Valid bit $I4.2 Valid bit $I16.2 Valid bit $I7.2 Valid bit
of I2 of 02 of I2 of 02
$13.3 Valid bit $I14.3 Valid bit %$16.3 Valid bit %$17.3 Valid bit
of I3 of 03 of I3 of 03
%$13.4 Valid bit $I14.4 Valid bit $16.4 Valid bit $17.4 Valid bit
of I4 of 04 of I4 of 04
%$I3.5 Valid bit $I4.5 Valid bit %$I16.5 Valid bit $I7.5 Valid bit
of I5 of 05 of I5 of 05
%$I3.6 Valid bit $I4.6 Valid bit %$I16.6 Valid bit %I7.6 Valid bit
of I6 of 06 of I6 of 06
$I13.7 Valid bit %$I4.7 Valid bit %$I16.7 Valid bit $I7.7 Valid bit
of I7 of 07 of I7 of 07

Figure 4: PSS u2 — Hardware failsafe 1/0 assignment (AN configuration FS modules)

6.2.4 Diagnostic information

The status of the I/O modules is:

- displayed via the "Module status display” and "Terminal status display”,
- this is signalled to the head module and

- any error is entered in the head module's diagnostic log.

The head module contains a number of status LEDs, which provide information on the status of
various system sections.

Application Note PSS u2 1/0O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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7 Configuration of the PSS u2 failsafe system

To create a new configuration, you can:

[A] Read out the configuration (upload) of the connected PSS u2 system.
or

[B] Create a new configuration and select the needed modules by yourself.

7.1 PASconfig - [A] Upload the configuration

Note: To upload the configuration you need a working connection to a PSS u2 system.
- see Chapter 7.3 PASconfig — Connection manager [EJ 21ff]

Start function: menu System » <Upload system data> or via icon:

[

Project Edit View Systern  Tools Help

9~ i[5 Change head module | LAt I |
h_Mute:PSSuZ_Applica‘
Restart system Unload svstern dat
w 1= Application_M pload system aata
v . P5SuZ_Ap; L Upload system data k

WP Pssu2 ¥ Compare system data
i| 1-PSY o Compare F5 CRC
¥ 2-pss —

Figure 5: PASconfig — Upload system data » Start function (Part 1)

Select a connection and start «Upload»:
E Upload system data

Upload system data
(i) Read in system data from the connected system

Select connection:
Application_Mote:P55u2_Application_Mote: 192.168.0.3 W

Connection details:

Head module: | P55 u2 PO F/SEIP2

Crder number: | 328072

|
|
Port number: | 12080 |
|

F-address: | ---

Upload k Cancel

Figure 6: PASconfig — Upload system data » Select connection (Part 2)

Application Note PSS u2 I/O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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Configuration of the PSS u2 failsafe system

@ Reading in system data...

Starting server...

Figure 7: PASconfig — Upload system data » Reading in system data ... (Part 3)

Create a new project or add it to an existing project:

System

Create new system

() Create new project

@ Add existing project

[l=2 Spplication_Mote |

Figure 8: PASconfig — Upload system data » Add existing project (Part 4)

'._.Projectmanager M *Applicatio 0 nloaded em 0 02109 689

= Application_Note
-+ UploadedSystem_02122021093356
i PSSu2 POF/SEIP2 - 2 3
§ 1-Pssu2€EFeDI
¥ 2-PSSu2 EF2DO0.5A
§ 3-Pssu2€EFeDI
% 4-PSSu2EF8DO0.5A
4 5-PSSu2ES8DID
# 6-PSSu2ES8DOD 0.5A
& 7-PSSu2ESBDID
# 8-PSSu2ES8DOD 0.5A

>
"
(=
>
>
3

>
o [
~

'-'

OO BNN
B

OB N
F

DDaNN
-

DDBNN
F

RN oOOANN
F

oD aNN

b

3 BDO

Al to~NOWwal

'di;;UGAV
FoZoNnwal
adjwku—ﬂ
B 2o~Nowal
dd;@ﬂmw;!

)
> o
)

Figure 9: PASconfig — Upload system data » Finalization (Part 5)

Notes:

- The properties of the electronic modules now have the default configuration!
Please check this configuration and adapt it to your application, please see on page [EX 20]
Figure 15: PASconfig — Create a new project » Select the needed modules and following hints.

Application Note PSS u2 I/O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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Configuration of the PSS u2 failsafe system

7.2 PASconfig - [B] Create a new configuration

Create a new project:

E Mew

Select a wizard >

Create new project |

Wizards:
type filter text

=% Project
o System

< Back Einish Cancel

Figure 10: PASconfig — Create a new project » Select an assistant (Part 1)

Add project data like the 'Project name' and the 'Author”:

E Create new project

Project

Create new project

Project name: | Application_Mote

[] Use default lecation

Location: | ChUsers\Public\Pilz GmbH & Co. K3 Browse...

Author: | Pilz GmbH & Co. KG |

Wersion: E | |

Comment:

< Back Einizsh Cancel

Figure 11: PASconfig — Create a new project » Add project data (Part 2)

Application Note PSS u2 I/O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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Configuration of the PSS u2 failsafe system

Select the head module "PSS u2 PO F/S EIP2" with order number “328072"

E Create new project

Head module
Select a head moedule for the system.

Head module Preview
Product range: PSS u? v =
| PILZ .
Fieldbus: FtherMet/IP b

Product type: PS5 u2 PO F/S EIPZ v

Firmware version: |49

<

Order number: | 328072

< Back Einish Cancel

Figure 12: PASconfig — Create a new project » Select head module (Part 3)

Enter the name for the PSS u2 system, here "PSSu2_Application_Note":

E Create new project

General properties
Enter a name and, if required, a comment.

Mame: PSSu2_Application_Note|
Comment: | /0 system: PS5universal 2
Application range:  Failsafe/Standard, PL e, Cat. 4, SILCL 3
Approval: CE, cULus Listed, TUV
Head module: PS5 u2 POF/S EIP2
Product (D 328072

P55 u2, head module, perfermance index PO, contral system 170, failsafe and standard, 2 RJ45 ports,
EtherMet/IP adapter with CIP Safety, supports BOOTP, integral power supply,

infeed rmodule supply 24V DC 1.2 A, infeed periphery supply 24V DC 8 A potential isclation,
connection functicnal earth, for micreSD card integrated in the terminal block, with protective plate.

< Back FEinish Cancel

Figure 13: PASconfig — Create a new project » Naming of PSS u2 system (Part 4)

Application Note PSS u2 I/O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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Configuration of the PSS u2 failsafe system

Enter the 'IP address’ 192.168.0.3 , the default 'Port number'is " 18080":

E Create new project

Connection
Enter connection details for the system.

IP address: | 122 . 162 . 0 . J

Port number: | 18080

< Back Mext = Cancel

Figure 14: PASconfig — Create a new project » IP address of PSS u2 Head module (Part 5)

(1) Choose the needed electronic modules in Palette on the right and
insert them into the middle Workspace using drag and drop:

=
w = Application_Note % Palette I
v g0 PS5u2_Application_Mote -1
> [ PSS uZPOF/SEIRZ > Digital input FS ®
> § 1-PssuzEFaDi ~@ | P55 uZ EF 8DI
> § 2-Pssu2EFEDO0S5A
> | 3-pssuzEran Cllanrs
> 9§ 4-PSSu2EFBDO0.5A
5 4 5-PsSu2ESEDID ¥ PSS u2EF 200 TP 24
> 4 §-PSSu2ESEDOD 0.5A § PssuzEF4po2a
> 4 7-PSSu2ESBDID ¥ PSS uZEFBDO0SA
8- PSS u2 ES 800D 0.5A
> 4 - = Analogue input 5T

= Analogue output 5T

= Communication modules ST

(= Digital input ST b
L =

I Pssu2Es 8D
| PSS u2 ES 8DI NPN
I Pssu2ES 8DID

(= Digital cutput ST b

R~

§ PSS u2ES 4DOD 054
§ Pssu2ES4DOD 24
§ PSS u2ES 2DOD 054

(== Supply voltage 5T
= Patch terminal 5T

§ AN_EIP2_FDI:PSS u2 EF 8DI
§ An_EIP2 FDO:Pss u2 EF8DO05A|| | 1 - PSS u2 EF 8DI

|Property Value
v Test pulses
General v T
Terminal state, if this test pulse is not assigned to an input n v
Test pulse duration (0.3 ... 10.0) [ms] n 3.0
> Tl
> T2
> T3
w Discrepancy monitoring
w Discrepancy group [0 + 11
Use discrepancy menitering (pulse stretching will be deactivated) nl:‘
Reintegration after discrepancy time m With restart interlock v
Sensor type B univalent W
Discrepancy behaviour m Set value to zero v
Discrepancy time (10.. 30000) [ms] ] 100 =
Figure 15: PASconfig — Create a new project » Select the needed modules (Part 6)
You can now change the properties of each electronic module:
(2) select an electronic module in the “Project window" or the “"Workspace”,
(3) than select in the “Information window" the tab Properties and
(4) edit the parameters of the selected module.
The properties are explained in the Online Help of tool PASconfig.
Application Note PSS u2 I/O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert PILZ | 20/48

1005579_EN_01



Configuration of the PSS u2 failsafe system

Note on the Figure 15 from the previous page:
Use hardware templates to build a system quicker, using a previously defined configuration.
(5) There are two possibilities:
e a hardware template for an electronic module save and restore the module configuration
and
e a hardware template for a PSS u2 system save and restore the entire system with its
complete structure and configuration of all included modules.

The configuration you just created must be saved.
=l | & | of |

Save all editors (Ctrl+Shift+5) 1

Figure 16: PASconfig — Save configuration » Save all editors

7.3 PASconfig — Connection manager

To perform various online actions, you will need an online connection between the PASconfig-PC
and the PSS u2 system, e.g. firmware update or download of FS/ST configuration data.

INFORMATION

The PSS u2 system must be directly connected to the PC. Normally, there is a switch on

a PLC that automatically connects the network segments to each other.

The used Modicon M580 CPU has several Ethernet ports, hence the important Notes:
The upper Service-Port is primarily used as an access point for systems/PC/HMI for
service, diagnostics, monitoring, etc. and the lower two Dual-Ports for integration into
the device network. Therefore, please check the Schneider Electric guidelines for the
exact specific use in the current M580 documentation (system planning guides)!

For your application, observe the specifications for commissioning, especially with
reference to IT security and here in particular the possible deactivation (through in-
correct configuration) of the separation of networks with different IP address ranges.

Make sure, that the IP address of the PASconfig-PC is in the same subnet as the IP address of the
PSS u2 system (see Chapter 7.5 Setting up the IP address of PSS u2 EIP2 head module [ 25 ff]).

Note:
In the following example, it is presumed that the IP address is still | 0.0.0.0 and is not already
correctly set as in previous Figure 14 [ 20].

Start function: menu “Tools" » “Connection manager”:

P pasconfig

Project Edit View System | Tools  Help
1~ | System image »
Terrninal configuration image >
=+ Application_Note Connection manager %
o P55u2_Application_t
A PSS U2 POF/SEIF Firmware manager -]
| 1-PSSu2EFEDI MDF library »
| 2-PSSu2 EFa _
j 3-pssuzeFep) 10Ol seffings
4§ 4-PsSu2 EF 8DC Tool language >

Figure 17: PASconfig — Connection manager » Start function
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Create a new connection or edit an existing one:

E Connection manager

Connection manager
(i) Manage connections to systems.

Connections

Mame Head module IP addrezs  Port number F-address New

{ Application_Mote:P55u2 Application_Mote PS5 u2 PO F/S EIP2 (w1) (328072) 0,000 18080

Figure 18: PASconfig — Connection manager » Manage connections

Enter 'IP address’ 192.168.0.3 of the PSS u2 head module:

E Edit connection

Connection
Enter connection details for the system.

IPaddress: | 192 . 168 . 0 . 3

Port number | 18080

Figure 19: PASconfig — Connection manager » Edit connection

7.4  Size of Process image

The size of the ST and FS process image of each PSS u2 system must be entered in Control Expert,
see Chapter 7.7.3 Configuring the EtherNet/IP communication[Ed 32ff] and Chapter 33 Configuring
the CIPSafety communication [EX 33ff].

It can be displayed in PASconfig and then entered in Control Expert.

™ Pasconfig

Project  Edit  View | Systern  Tools Help
Fi- [ Change head module

Download configuration data

w = Application_M
v e PSSu2_Ap; 7] Rename system

I pssuz

§ 1-pss View process image %
‘i' 7. pgg Properties

Figure 20: PASconfig — View process image » Start function

Application Note PSS u2 I/O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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E View process image

Process image for the system PS5u2_Application_Note

(i) Select the tab for FS inputs, F5 outputs, ST inputs or 5T outputs below.

5 o ot STinputs STt

FS input assembly number: 772
Size of FS input assembly: 8 bytes

Process image of inputs

St Module Input address [byte] Input address [bit]
PS5 w2 POF/SEIP2 0 00..17
1 PS5u2 EF 201 2 20..37
2 PSS u2 EF8DOC 05A 4 40..47
3 PS5 u2 EF 2D 3 30..67
4 PS5 u2 EF DO 054 7 70,77

Figure 21: PASconfig — View process image » FS inputs

E View process image

Frocess image for the system P35uZ_Application_Note

(i) Select the tab for FS inputs, FS outputs, ST inputs or ST outputs below,

T

FS output assembly number: 769

Size of FS output assembly: 2 bytes
Process image of outputs

Slot  Module Output address [byte] Output address [bit]
2 PS5 u2 EF BDO 0.5A 0 0.0..0.7
4 PS5 ul EF BDO 0.5A 1 1.0..1.7

Figure 22: PASconfig — View process image » FS outputs

Application Note PSS u2 I/O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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E View process image

Process image for the system PS5u2_Application_Note

(i) Select the tab for FS inputs, F5 outputs, ST inputs or 5T outputs below.

i v s

ST input assembly number: 104
Size of ST input assembly: 6 bytes

Process image of inputs

St Module Input address [byte]
5 PS5u2 ESEDID 0
& PS5 u2 ES 2DOD 054 2
7 PSS u2ESEDID 3
8 PS5u2ESEDOD0SA 3

Input address [bit]

0.0

20..
3.0..
3.0..

w 1.7
27
4.7
3.7

Figure 23: PASconfig — View process image » ST inputs

E View process image

Frocess image for the system P35uZ_Application_Note

(i) Select the tab for FS inputs, FS outputs, ST inputs or ST outputs below,

S St .-

ST output assembly number: 101
Size of ST output assembly: 2 bytes
Process image of outputs

St Module Output address [byte]
& PS5u2 ES8DODD.5A 0
8 PS5u2ESEDOD0SA 1

Output address [bit]

0.0..07
1.0..1.7

Figure 24: PASconfig — View process image » ST outputs
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7.5  Setting up the IP address of PSS u2 EIP2 head module

The IP address can be set using the DIP switch on head module or using tool PASconfig.
The DIP switch (hardware) has precedence over the setting in PASconfig (software).

7.5.1 Setting up the IP address via DIP switch

The DIP switch only allows the last byte of the IP address “192.168.1.xxx" to be set with the subnet
mask “255.255.255.0". The last number “xxx” is the value that can be set with the DIP switch.

Note: To apply changes on the DIP Switches a restart of I/O head module is required.

No. DIP switch Description

1 Adress IP address can be configured in PASconfig (.0).

BOOTP

128

64

32
16

I

Q
=

OF

n

2 Adress IP address is 192.168.1.20.

BOOTP

128
64
a2
16

i ln

Q
=
Qo
=
-

Figure 25: PSS u2 — Hardware » Setting up the IP address via DIP switches (Part 1)
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No. DIP switch Description

3 Adress IP address can be configured in PASconfig (.255).

BOOTF

128

64

32

16

No00a0000;

o
z

OF

-

4 Adress IP address can be configured via

Bootstrap Protocol (BOOTP).

BOOTP

128

64

32

16

IR,

ON OF

m

Figure 26: PSS u2 — Hardware » Setting up the IP address via DIP switches (Part 2)
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7.5.2 Assigning the IP-Address with Bootstrap Protocol (BOOTP)

In case BOOTP is selected to assign the IP-address to the PSS u2, there are different tools available.
The BOOTP/DHCP EtherNet/IP Commissioning Tool from Rockwell Automation is for free of charge:

-

¥ BootP DHCP EtherNet/IP Commissioning Tool o] @ [
File Toeols Help

Add Relation | Discovery History Clear Hiztam

Ethernet Address [MAC) | Type | [hr:minisec] # | IP Address Hostname
00:02:48:48:3C:C9 BO... 10:24:33 16

Entered R elations

Ethernet Address [MAC] | Type | IP Address Hostname | Description
Errorz and warnings Relationz
Unable to service BOOTP request from 00:02; 4848 3C:C3. 0 of 256

Figure 27: Rockwell — BOOTP DHCP Ethernet/IP Commissioning Tool

Notes:
The address switch on the PSS u2 must be set accordingly to activate the use of BOOTP, see
Figure 26: PSS u2 — Hardware » Setting up the IP address via DIP switches (Part 2) / No. 4 [Ed 26].
BOOTP is active until either the address switch is set to disable BOOTP or an IP-Address is
assigned with PASconfig as part of the process to set the TUNID (combination of Safety Network
Number and IP-Address).

Steps to set up an IP-address via BOOTP:
1. On the address switch, the BOOTP switch must be ON, the others all OFF (Figure 26 / No. 4).
2. Connect your PC with the PSS u2 Head Module
3. Switch on the PSS u2 Head Module
4. After a few seconds the connected PSSu2 Head Module is displayed in upper windows section
‘Discovery History’ (Figure 27) and begin to make requests for an address.
e The 'Ethernet Address (MAC)' is lasered on the front of the head module
above the DIP switch to the right of the ‘Serial number':

000
00| 4 |
] s?éé;
C\\J g O\____..
-2

5. Select the device with the correct MAC Address and press button «Add Relation».

Application Note PSS u2 1/0O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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6. Enter the desired IP Address in the subwindow that opens and press «OK»:

New Entry @

Server P Address: [1 92.168.1.98

L

Client Address (MAC): [00:02:48:48:3C:C9

Client IP Address: | 192 . 168 . 10 . 3

Hostname: I

Description: |

Cancel |

Figure 28: Rockwell — BOOTP DHCP Ethernet/IP Commissioning Tool » Assigning IP-Address

7. The entered unit is now displayed in lower section 'Entered Relations’ of the main window.
After the IP address has been successfully assigned to the system, then the tool displays it:

%] BootP DHCP EtherNet/IP Commissioning Tool o] @ |[s]
File Teecls Help
Add Relation | Discovery History Clear Hizton
Ethernet Address [MAC] | Type | [hrimin:sec] | # | IP Address Hostname
00:02:48:48:3C:C9 BO... 10:24:33 16 192.168.10.3
Entered FAelations
Ethernet Address [MAC] | Type | IP Address Hostname | Description
00:02:48:48:3C:C9 BO... 192.168.10.3
Errors and warnings Relations
Sent 192.168.10.3 to Ethernet address 00:02:48:428:3C:C3 1 of 256

Figure 29: Rockwell — BOOTP DHCP Ethernet/IP Commissioning Tool » Assigned system

8. To finally adopt the IP address to the system:
e the BOOTP DIP switch must be switched off (Figure 25 / No. 1 [Ed 25]) and
e the IP address with valid Safety Network Number must be entered in PASconfig,
see Chapter 7.8.1 Configuring the Safety Network Number / IP-Address [EL 35 ff].

o INFORMATION

1 BOOTP will be activated only when the DIP switch is set to BOOTP and no IP address
was configured yet in PASconfig.

If BOOTP was activated, the head module with the IP address 0.0.0.0 will start and
wait for the IP assignment by BOOTP.
If an IP address or a safety network number was already set using PASconfig, no IP
address can be set via BOOTP even when the DIP switch is set to BOOTP.
To use BOOTP after an IP address was already configured in PASconfig, an original
rest must be carried out. This will reset the IP address to the default value.
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7.5.3

Setting up the IP address via the PASconfig tool

The IP address set in PASconfig can only be modified, if the DIP switch is set to 0 or 255.

You can change the head module's IP address in the dialogue box ‘Set Target Unique Network

Identifier (TUNID)'.

Notes:

- The DIP switch has priority over the setting in PASconfig (see Chapter 7.5 Setting up the IP

address of PSS u2 EIP2 head module [Ed 25 ff]).

- The IP address entered in PASconfig is only adopted if the DIP switch is set to “0" or “255".

- Prerequisite: A "Safety network number” (SNN) has been entered.

Procedure:

Select PSS u2 system and
start function: menu System » 'Set Target Unique Network Identifier (TUNID)':

™ pasconfig

Project  Edit  View  Systemn  Tools Help

9 - Change head medule
Geneste report >

w = Application_N .
v [ PSsu2_Ap Parts list »

j‘; P35 ud Show error stack
il 1-PS3 Export error stack
§ 2-pss
¥ 3-PsS &+ ChangeFS password b"_z
“f 4-pss Change port number
4 5-pss
4 6-pss Set F-address
‘T-i T-P55 Set Target Unique |dentifier (TUMID) Ik ﬂ J |
“y 8-Pss “ ]

Figure 30: PASconfig — Set IP address » Start function “TUNID" (Part 1)

'

Set the 'Safety network number' (SNN) and enter a new 'IP address'.
— Setting the SNN is described in:
Chapter 7.8.1 Configuring the Safety Network Number / IP-Address [Ed 35 ff]

E Set Target Unique Identifier (TUNID)

Enter the target unique identifier (TUNID) for the system "P55u

(1) The target unique identifier consists of the safety network number and the [P
address, The safety network number is a 6-byte number in the format
oo (hexadecimal).

Safety network number: booo  _ 0000 _ 0000
IP address: 192 168 . 0 . 3
Subnet mask: o .0 .0 .0

Figure 31: PASconfig — Set IP address » Settings of “SNN" and “IP address” (Part 2)

After the IP address has been entered, the PSS u2 system is restarted.

Application Note PSS u2 1/0O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
1005579_EN_01

PILZ | 29/48



Configuration of the PSS u2 failsafe system

7.6 EDS file of PSS u2 head module

7.6.1 Download of the EDS file and the ‘PASconfig’ tool

For the integration of the Pilz Ethernet/IP input/output modules in the software Control Expert,
the installation of a device description file (EDS file) and the PASconfig tool for the configuration of
PSS u2-System are necessary.

Download the current EDS file and the PASconfig tool from the Pilz homepage.
You can find it in the download area (Support » Downloads) at:
https://www.pilz.com/en-INT/support/downloads

Use the order number of the PSS u2-EIP2 head module for the search: ‘328072’

& Germany | english Sign In ] Product Comparison ™ Cart 8RS

Products and industries Training Company
PILZ

THE SPIRIT OF SAFETY

[

Search term(s)*

‘ 328072 ‘ ? Search -

Figure 32: Pilz Homepage (www.pilz.com) — Search for “"EDS” and “PASconfig”

The EDS file can be found in the section “"Device description file” and
the two files for the tool with its ‘Readme file’ in the “Software” section.

There is currently no registration required to download the EDS file, but for the download the
PASconfig software, for whose version up to V5.0.0 no license is required yet.
Log in with your access data at ‘Login”:

Login

By logging in you have access to our extensive range of services. These include: ordering directly
online, checking price and availability, tracking all vour orders.

Flease enter your E-Mail address and password to log in.

| E-Mail |

Password | Login -

Forgotten yvour password?

You don't yet have a password? Register now.

Figure 33: Pilz Homepage (www.pilz.com) — E-Shop Login

The three ZIP files are downloaded to the computer and have to be unpacked.
The software PASconfig must be installed according to the Schneider software Control Expert.
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Configuration of the PSS u2 failsafe system

7.7  Configuration of the Schneider PLC
In the Schneider PLC, a connection to the PSS u2 device must be configured. All the information
from the network configuration is downloaded onto the Schneider PLC. One parameter of the
network configuration, the “Safety Network Number”, is used in the device configuration again.
When the PSS u2 device configuration is finished, all parameters are loaded onto the PSS u2 device.
If the PSS u2 PO F/S EIP2 is used the first time, then the EDS file must be installed. This must be done
only once, to have the Pilz PSS u2 system available in the Schneider Control Expert hardware
catalogue. This is described in the next chapter.
7.7.1  Adding an EDS file
To add the PSS u2 PO F/S EIP2 to the Schneider Control Expert hardware catalogue, the EDS file must
be installed for the Pilz PSS u2 system.
This is done the following way:
DTM Browser = | % |
= oo BMEPS8_ECPU_EXT
_.3 1 Ioa.t . cneral attibutca fi C ication
B8 ' < 192.168.10.1 > BMEPSS e - Hasoenaes
Add.. = Channel Properties Properties
TCR/IP
- Services IP Configu
Address Server
Sort by address —..  EtherNet/IP Local Slaves S
c = = Local Slave 1
e ftams Subnet N
= I acal Slave 2
Load data from device ltems Gatevay
Store data to device - Local Slave 3
Iterns
Device List : Addrass 54
%ﬂ Struchural view = Safety Device(s)
——— — _ S5 [769] PSS_u2_PO_F_S_EIP_Rev BHCP o
= {3, Variables & FBinst  Go to module or device H FS - Producer
@& Benenlay Varia -
@ verved varbies T R B e
@ Device DDT Varia z ' FS - Cunsurnes
B 10 Derived Varial Properties ALT+Enter Iterms ezl
(1, Motion Print devi Compare ¥ §5_u2_PO_F_S_EIP_Revis_F
@] Communication s ke Cyelic 10
I3l Ethernet-Netzwerk  7,,min items
-, Programme-PROC) S_u2_PO_F_S_EIP_Revis_P
T ‘el Variablen und Cvehie 1O :
S ool Bpandal
@ Derived Vari Collapse a-lj i I .. Logging Remove EDS from library
@ Device DOT Variables [ Export EDS library
B 1O Derived Vaoriables < Import EDS library
E EIenjenltary FB Instances P, Store Nevice Conf tn FOR

Figure 34: Control Expert — Adding an EDS file

71.7.2

Network configuration with Control Expert

In the window "DTM Browser” there is the possibility to add new devices.

The PSS u2 system must be added:

1. one time for the non-safe communication (EtherNet/IP) and
2. a second time for the safe communication (CIPSafety).

First the configuration steps for the non-safe

part are described.

Afterwards the same is done for the safe part.
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7.7.3  Configuring the EtherNet/IP communication
After selecting «Add», the following hardware catalogue is shown.
There the Pilz ‘PSS u2 PO F/S EIP2' is selected.
Add X
Pratocal |Et@rN;‘H5_ v {
Device Type Vendor Version Date ~

B TCDEC-8B4P-D1U-G Revision 1.2 from E... Device Molex Incorporated | 12 |
E TCDEC-8B4P-DYU-G Revision 1.2 ffrom E... Device Molex Incorporated | 12 [
B PSSu2POF/SEIP Revision 116rom EDS) | Deviee PlzGmbH8Co 11 |
ﬁ_ P55 uZ PO F/5 EIPZ Revision 1.1 from E. . Device Filz GmbH & Co : |
E________F‘_ME‘&H_N_@_&EULEDS} Device ProSoft Technology, Inc. | 10 |
B 1305 AC Drive Revision 6.1 from EDS) Device Rockwell Automation | 6.1 i w

Cloze

Figure 35: Control Expert — Adding a EtherNet/IP device

Afterwards the PSS u2 is visible as device in the window "DTM Browser".
Then double-click the PSS u2 device to finish the communication settings.

The data size of the Ethernet/IP communication must be entered.

The data size depends on the standard electronic modules, which are used in the PSS u2 system,
see Chapter 7.4 Size of Process image [ 22 ff].

PSS u2 PO F/S EIP2 Revision 1.1 from EDS)
Vo Schneider
PSS_u2_P0_F_S_EIP2_Revi_K2U20R PElectric
- PSS_u2_PO_F_S_EIP2_Revi_K2U20R Connection  Configuration Settings
45T Cyclicl0 A
Legging
Group/Parameter | Value Unit
P RPI 10 msec
2] Input T->0
v B> Input size 6
P> Input mode Multicast
£ Input type Fixed
| B Inputpriority Scheduled
P> Input trigger Cydic
=[] Output 0->T
7 P> Output size 2
P> Output mode Point to Point
£ Output type Fixed
P> Output priority Scheduled
Add Connection Remove Connect Description v
< b3
Help 0K Cancel Apply
Qb= Disconnected O Data set ‘,f
Figure 36: Control Expert — Dialog for the EtherNet/IP communication data sizes
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7.7.4 Configuring the CIPSafety communication
After selecting «Add», the following hardware catalogue is shown.
There the Pilz ‘PSS u2 PO F/S EIP2' is selected.
Add e
Protocal !_E|T3_5 ;fet__p_ ¥ |
Device Type Vendor Version Date ~
B TCDEC-8B4P-D1UG Revision 1.2 CS fio Device Molex Incomorated | 12 |
E___EQEE:&E!-}_F‘_:QIQ—EEe_visinn 1.2 C5 fro... Device Molex Incorporated | 12 [
B PSSu2POF/SEIP Revison 11.CSfrom .. Devee | PlzGmbH&Co 11
E_ PS5 u2 PO F/S EIP2 Revision 1.1_C5 ffro... Device Filz GmbH & Co | :
E_______________@ﬂ._Z_X}(_I;_‘I__EEEi_sion 1.2 C5 from ... [ Device SICK AG | 12 |
MICS3I-CBAZXXIZ1 Revision 1.2 CS firom ... | Device SICK AG - w
Figure 37: Control Expert — Adding a CIP Safety device
Afterwards the PSS u2 is visible as device in the window "DTM Browser".
Then double-click the PSS u2 device to finish the communication settings.
The data size of the CIPSafety communication must be entered.
The data size depends on the failsafe electronic modules, which are used in the PSS u2 system,
see Chapter 7.4 Size of Process image [ 22 ff].
The "Safety Network Number" of the CIPSafety communication must be generated or entered in
PASconfig, see Chapter 7.8.1 Configuring the Safety Network Number / IP-Address [ 35 ff].
PSS u2 PO F/S EIP Revision 1.1_CS from EDS) ,
vo Schneider
PSS_u2_PO_F_S_EIP_Revis_XF13HD LElectric
- PSS_u2_PO_F_S_EIP_Revis_XF13HD Safety
General
FS - Producer
FS - Consumer
Logging Safety Network Number: 0000_0000_0000 |
Safety Network Number KX is number
Format
® Time-Based [UTC Time ] oE
Confiod 10/02/2020 - 06:16:18: 134 AM
O Manual
Ethernet/IP (Decmal) Range: 1-9999
0000
me ]
Safety Network Number _ .
& e
2] swv: [3ss¢ 0121955 | (Hex) ' d the SCTS.
Paste L X00K_YYYY
octets.
Set
Add Connection Remove Connecti
oK Cancel Help
Help OK Cancel Peply
<> Disconnected (O Data set 7
Figure 38: Control Expert — Choose the Safety Network Number
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7.7.5 Configuring the IP Address

In the previous chapters the communication parameters for EtherNet/IP and CIPSafety were
configured. As both communications are done with the same Pilz device, they both use the same IP-
Address.

Per default Control Experts suggests using different IP-Addresses. Now we have to adjust this.

Therefor the overall communications window is opened.
When the same IP-Address is entered, there is a warning (see picture below), which can be ignored.

0" BMEPREE_ECPU_EXT
[i Communication Schl‘leider
BME P58 40405 PElectric
Channel Properties Properties Address Setting
TCR/IP
Services IP Configuration
-~ Address Server 550 = 3
 EtherMet/IP Local Slaves 1ol S 12 1. 1,5 |
|'—_‘| Local Slave 1
Eo s Subnet Mask: | Fabi ant S g |
Local Slave 2
: ftems Gateway: | 192 . 168 . 10 . 1 |
B ~ Local Slave 3
i Items
'—_Jf Device List g Address Server
E}f Safety Device(s)
: E|f [764] PS5_u2 PO_F_S EIP Rewis 4A32Y7 <EIP: 192.1688.10.3~ DHEP for this device: Digabled
EI FS - Producer
: [tems Identified by: Device Name
2~  F5- Consumer
: Items
ifiar: PS5-uZ:POE G-FL
B [5131 PS5 u2 PO F S EIP Revis FTOBSG|<EIP; 192.168.10.3> sntie =
E-  ST- CycliclQ
i lterns DTM message it
Logging
BMEPSS_ECPL_EXT:
! this address is not unique: IP Address {192.163.10.3}
Help l oK Cancel Apply
2[5 Disconnected [} Data set f
Figure 39: Control Expert — Configuring the IP-Address
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7.8  Device configuration with PASconfig

The first part of the configuration was done with Control Expert.

Now the second part is finished with PASconfig.

To configure the device with PASconfig, an ethernet connection between PASconfig and the device is
necessary. Therefor the IP-Address of the PSS u2 must be set according to the user manual

(see Chapter 7.5 Setting up the IP address of PSS u2 EIP2 head module [EJ 25]).

With the help of PASconfig all the parameters of the electronic modules can be configured and
downloaded to the PSS u2 device.

7.8.1 Configuring the Safety Network Number / IP-Address

The Safety Network Number, which was configured inside Control Expert must also be entered in
PASconfig. This is part of the safety concept. The Safety Network Number and the IP-Address are
combined to the Target Unique Identifier (TUNID), which is relevant for the safe communication.

This dialog is also used to change the IP-Address.

E Set Target Unigue [dentifier (TUMNID)

Enter the target unique identifier (TUNID]) for the system "P55u

(1) The target unique identifier consists of the safety network nurmber and the IP
address, The safety network number is a 6-byte number in the format
ooy 0wy (hexadecimal).

Safety network number: 458F  _ A _ 9536
IP address: 192 168 . 0 . 3
Subnet mask: 255 . 255 .255 . O

Figure 40: PASconfig — Setting of the Safety Network Number and the IP-Address
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8 PSS u2 - Diagnostic information

8.1 Diagnostic information via status LEDs

The status of the I/O modules is:

— Displayed via the "Module status display” and “Terminal status display”
— This is signalled to the head module and

— Any error is entered in the head module’s diagnostic log.

The head module contains a number of status LEDs, which provide information on the status of
various system sections.

The relevant important documents are named and linked here: Chapter 1.1 Documentation from Pilz
GmbH & Co. KG [EJ 6].

8.2 Diagnostic information via PASconfig error stack

In PASconfig you can read out the Errorstack of the connected PSS u2 system. The error stack
contains important information for diagnostics and troubleshooting. The entry at the bottom is the
most recent entry.

PASconfig

Project Edit View Systern  Tools Help

- & Change head module
Generate report -]
= Application_MN S .
Show error stack [k

Export error stack

Figure 41: PASconfig — Error stack » Start function >Show error stack<

Application Note PSS u2 1/0O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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Expand the entry to see more details and remedy:

E Show error stack for systern "P55u2_Application_Mote"

00, Hardware registry on 2 slots from slot 5 does not match the
00:00:08.505 Event Emor hardware configuration. [+]
00, : y )
00-00:08.554  Event Information Head module was restarted and has fimware version 1.1.0.  [+]
00, - s
00-00:09.184 Armived Error Test pulse short circuit at terminal 3. 1
Log entry [

CPL: A

Fault detection: 0200000000000003

Priority: Error

Slat: 1

Message: Test pulse short circuit at terminal 3.

Change of state: Arrived

Parameter list: 11102 30000000

Remedy [
Action

Ensure that the wirng is correct and that there are no short circuits,

Ensure that the sensor is ermor-frae.

Change electronic module.

Please contact Pilz.

8.3

Figure 42: PASconfig — Error stack » Display of table with test pulse error

Diagnostic via process image

The following electronic modules provide diagnostic data inside the process image:

Type of signal

List of electronic modules

Digital input

PSS u2 ES 4DID, PSS u2 ES 8DID

Digital output

PSS u2 ES 4DOD 0.5A, PSS u2 ES 4DOD 2A, PSS u2 ES 8DOD 0.5A, PSS u2 ES 16DOD 0.5A

Analog input

PSS u2 ES 4Al |, PSS u2 ES 4Al U

Analog output

PSS u2 ES 4A0 U/I

10 Link

PSS u2 ES 410L

Power supply

PSS u2 ES PSP

Application Note PSS u2 1/0O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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8.4  Diagnostic object

With the use of the "DATA_EXCH" function block, it is possible to request data from a CIP-Object.
In the example shown below, the PSS u2 has the IP address 792.768.10.3.

ADDMY
N ouT

[5]

3

0.0.3{152.168.10. 33 UNC.CIP"—|

11—

Request—
ManagParam—

T
DATA_EXCH
EN ENO
ADR  RECP
TYP

EMIS
GEST - GEST

—Responsze

—ManagParam

Figure 43: Control Expert — FB DATA_EXCH » Use of the data exchange function block

The "ADR" parameter can be created with the "ADDMX" function block

according to the following rules:

Configuring EtherNet/IP Explicit Messaging Using DATA_ EXCH

Qriginal instructions

message_type

Configuring the Address Parameter

To configure the Address parameter, use the ADDM function to convertthe character string, described below,
to an address thatis input into the ADR parameter of the DATA_EXCH block:

ADDM(rack slotchannel{ip_address)message_type.protocol’), where:

+ UNC (indicating an unconnected message), or
+ CON (indicating a connected message)

protocol the protocol type—the three character string CIP

the type of message, presented as a three character string—either:

This field... Represents...

| rack the number assigned to the rack containing the communication module
slot the position of the communication module in the rack

| channel the communication channel—setto a value of 0

- ip_address - the IP address of the remote device, for example 193.168.16

Figure 44: Control Expert — FB DATA_EXCH » Address parameters from Schneider documentation

To use the ethernet port of the M580-CPU for the communication, the channel field of “ADDMX"
must be set to value | 3, see Figure 43: Control Expert — FB DATA_EXCH » Use of the data exchange

function block [E3 38].
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The variables, which are used for the “DATA_EXCH" function block, are of the following format and

content:

Intefface  Vanables  Function Blocks
Fiter

v %y Name =] [ | MeoT

MName A Type A4 Value Commert
Bl B ManagParam ARRAYD. I OF INT

- iy ManagParam[0] INT

- i ManagParam[1] INT

- i ManagParam[2] INT 5 Timaut = 500ms

- iy ManagParam[3] INT Data size in byte
=- B Request ARRAYID. 2] OF INT

- i Request[0] INT 160201 Get Atribute Al

- iy Request[1] INT TeH6420 Class Gdh

- 4 Request[?] INT 160124 Instance 1
= @ Response ARRAY[D. 200 OF INT

- 4 Response[l]

INT

- iy Response[1] INT
- iy Response[2] INT
- iy Response[d] INT
- iy Response[4] INT

Figure 45: Control Expert — FB DATA_EXCH » Parameters (Part 1)

The diagnostic object with class id 64h is described in the user manual (see Chapter 1.1
Documentation from Pilz GmbH & Co.

KG [ 6)).

To use the DATA_EXCH function block you must configure the usage of dynamic arrays.
- You find the project settings under: Tools » Project Settings...

There are two values to configure:

1. Project Settings » Scope: ‘process’ » Variables » Allow dynamic arrays:

Project Settings

Propertylabel  Properyvalue

Scope process et |
Allow dynamic arrays (ANY_ARRAY 4 v
(=) Project Setlings : oy : 2 o
& General Disable array size compatibility check r
. Build settings
. -PLCdiagnostics
=-Program
-@ Import @ Export R pesetal Apphy Cancel Help
Figure 46: Control Expert — FB DATA_EXCH » Parameters (Part 2)
Application Note PSS u2 I/O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert PILZ | 39/48
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2. Project Settings » Scope: ‘common’ » Variables » Directly represented array variables:

Project Settings

Scope : common
[=)-Project Settings
=)-General
Management of bulld messages
Build settings

Project autosaving on download
PLC embedded data

PLC diagnostics

PLC behaviour

Path

Time

Configuration

—-Program

1| Allow leading digits r
Character set
Allow usage of EBOOL edge W
Allow INT/DINT in place of ANY_BIT v
Allow bit extraction of INT, WORD and BYTE [V
Directhy represented array vanables v

Enable fast scanning for trending r
Force references intialization WV
Save Restore Data Reguest I
Display private variables for DFB instances r

-@ Import EEP Export

K Resetal

Apphy Cancel

. Propertylabel  Propertyvale

Help

Figure 47: Control Expert — FB DATA_EXCH » Parameters (Part 3)

8.4.1 Extended diagnostic object

In addition to the diagnostic object 64h there is an extended diagnostic object with class id 65h

available.

To read the data of this object, the following request data is used in DATA_EXCH function block:

=8 Reguest
% Request[l]
% Request[1]

‘. iy Request[?]

| ARRAY[0..2] OF INT

| GethtrbuteAl

| INT 1620201 | Getht
| INT | 1646520 | Class 65h
| INT | 1680124 | Instance 1

Figure 48: Control Expert — FB DATA_EXCH » Request of object 65h

The extended diagnostic object 65h includes a list of the errors which are currently present in the
system. The object has the following format:

Attribute ID | Name Datatype Description
1 Number of entries USINT Number of entries in the error list
(beginning at attribute ID 3)
Reserved USINT reserved
Error list entry Struct of Error list entry no.1
Slot number USINT Slot number in the system where the error exists
Clamp info SINT Clamp information:
-1 unused
0: entire module is affected
1..n:  clamp number
Error code UINT Error code
Error message SHORT-STRING Error message in English
Size of String: 100 characters
4 Error list entry Next entry of the error list (if existing)
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9 Helpful functions for commissioning and maintenance

9.1 Compare CRC for failsafe configuration data

The FS checksum for the PSS u2 system can be checked. If a project has been changed since the last
download, this can be determined with this comparison. For this purpose, the device project in the
offline project is compared with the one on the head module.

Note:
The values of the checksums in the figures in this chapter are only examples.

The CRC can be checked still directly in the tool PASconfig in the menu >Systemc:

Project Edit View Systern  Tools Help

M - E] Change head module |
Upload systern data

v = Application_M
v ge PS5u2_Ap;

A pssuz

i| 1- P55 Download cenfiguration data
B o.psc

Compare system data

Hif H 1

Compare F5 CRC [}

¥ Compare FS checksum of all systems

Compare FS checksum of all systems

() Compare FS checksum of all systems

Compare F5 checksum of all systems

Systemn F5 checksum of the configured system (offling)  F5 checksum of the connected system (onling)  F5 checksum of the system on the SD card  State
i PS5u2_Application_Note F3392EFS F3392EF5 F3392EF5

< >
Progress
Completed

Figure 49: PASconfig — Compare FS CRC (Example)
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9.2 Notes on using the MircoSD card and Reset button

9.2.1 Carrying out of a restart (warm reset) by means of the Reset button

Procedure:
- Press the Reset button for less than 5 seconds.

After execution of a restart/reboot command, the current processing is aborted, and the device is re-
initialized. After a restart, the inputs will keep their current input values and substitute values are
used for the outputs until the connection to the controller has been re-established.

9.2.2 Device exchange using MicroSD card and Reset button

A MircoSD card is available as an optional accessory for the PSS u2 head module.
- see table in Chapter 2.1 Pilz products [EJ 7].

In the event of a device failure during operation, all relevant configuration data can be transferred
very quickly to a second device using the removable data medium, without the need for software or
an online connection (Device exchange scenario).

Prerequisites:
— On the first PSS u2 head, a MicroSD card must have been plugged in before commissioning.
- The removable data medium must not be empty or defective.
e After commissioning, you can use PASconfig to check the FS checksum of the system on the
microSD card; this must match the FS checksum of the configured system.
» see Chapter 9.1 Compare CRC for failsafe configuration data [Ed 41]
Important: To ensure that final data is stored on the disk, do not remove the microSD card
until the check is complete.
— The device project on the removable data medium must match the product type.

Procedure:

— Press the Reset button for more than 5 seconds. The SD LED flashes yellow.

— Release the Reset button and press and release it again within 10 seconds.

- The device project is transferred from the removable storage card to the device.

If the required files are not available on the removable storage card, the device exchange scenario is
not performed, and an entry is written to the error stack.

NOTICE

If the previously described procedure is executed with the Reset button and
no removable storage card is plugged in, an Original Reset is performed.

Effects of the Original Reset:

- ST and FS configuration data is deleted.

- Error stack is not deleted

- The fieldbus device is automatically restarted.

Application Note PSS u2 1/0O EtherNet/IP with CIP Safety Protocol on a Schneider Electric PLC with Control Expert
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9.3  Wiring of input/output modules

The wiring is aligned horizontally on the PSS u2-System, this applies in particular for function
expansions. The system can be optimally configured for different requirements from the maximum
packing density up to the maximum functional scope.

For reserve or subsequent function expansions (any) slots on the backplane can be left free.
Therefor is no need for a “"placeholder module” for PSSuniversal 2.

The following three examples show digital input/output modules for standard applications.
1-wire wiring with maximum packing density (Standard, Word alignment):

Sensor wiring (1-wire) Actuator wiring (1-wire)

ov ov

- 00
- 01
=2 02
- 03
-2 04
=2 05
=2 06
=2 07
- 08
- 09

1
2
3
4
L]
5
8
7
a
|
9
10
1

1

2

3

4
L

]

6

T

8
I

9
10
11

- 011
-2 012
- 013
-2 014
-2 015

24V 24V

16x Standard inputs 16x Standard outputs

Figure 50: PSS u2 — Wiring » Standard digital (1-wire)
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2-wire wiring with byte alignment per input/output module (standard):

Sensor wiring (2-wire)

€10
> 24V/S0

€1n
> 24V/S2
€13
> 24V/S3
€14
> 24V/S0
€15
> 24v/s1
€16
> 24V/S2
€17
> 24V/S3

8x Standard inputs and
8x 24V

Actuator wiring (2-wire)

1

2

3

4
—

5

6

T

-]
|

9
10
11
12
L |

8x Standard outputs and

8x oV

Figure 51: PSS u2 — Wiring » Standard digital (2-wire)
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3-wire wiring with function expansion (standard):

Sensor wiring (3-wire)

| |

Actuator wiring (3-wire)

1
2
4
—
5
8
7
-]
—
9
10

Ewlon-aa:mlqhmm-

(0 O0F A0 DRE RE R0 D0 00 06 JOR 00 e

16x 24V
16x Standard inputs

Bwlm-qaaml-h:nm..

16x OV

([R10 (R ]
I 0F

Ealmqmmlhmu_.

1
2
3
4
—_—
5
8
i
8
I
9
10

— =
L] =k

-
W

16x 0V
16x 24V

16x Standard outputs

Figure 52: PSS u2 — Wiring » Standard digital (3-wire)
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Here is an example with digital input/output modules for failsafe applications.
5-wire wiring with function expansion (failsafe):

Sensor wiring (5-wire) | [ Actuator wiring (5-wire)

of the backplane.

EF 8DI
EF 8DO 0.5A

anloa-qaaml-hr.uu.-

-

'o'mlm-&mml#-wn-

(00 (UG IR0 A% DR IR0 IR0 AW

(00 Ik ORCRE IR A0 I R0 IO O
00 I0G ORCRE INR A0 DR N0 DN R N0 DNE e N

Mote: If the functional earth only 1x is required (master cable), the |ast module "16PT FE" can be

omitted. The connection is carried out via the

8x 24V and 8x 0V (for supply) 8x 24V and 8x OV (for supply)

II 16x Funktional Earth 16x Funktional Earth
x Fail

safe inputs and 8x 24V /test pulse outputs 8x Failsafe outputs und 8x 0V (for Actuator)

Figure 53: PSS u2 — Wiring » Failsafe digital (5-wire)

for the backplane and head module:

Figure 54: PSS u2 — Wiring » Shield connection element
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