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Document Revision History

Release | Date Changes Chapter
01 22/07/2021 Creation all

Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com. For a simple search, use our content document (1002400) or the direct search
function in the download area.

The Pilz newsletter is free of charge and keeps you up-to-date on all the latest issues and trends in
safe automation.

Exclusion of Liability

We have taken great care in compiling our application note. It contains information about our
company and our products. All statements are made in accordance with the current status of
technology and to the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, except in the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

July 2021

All rights to this publication are reserved by Pilz GmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the
respective companies. Please note the current information about the products, their licenses and
registered trademarks in the documents listed in Chapter 1 Useful documentation [EJ 6].

Industrial Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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Documentation Guide

Documentation Guide

Overview of the two Pilz solutions at system “PSS u2 I/0 PROFINET with PROFlsafe profile”.
- The internet links to download the two AN documents listed in the graphic are available at:
Chapter 1.1 Documentation from Pilz GmbH & Co. KG [[d 6], No. 11 and 12

Overview Pilz system: PSS u2 1/0 PROFINET with PROFlsafe profile
>
s Application Note - No. 1004479 Application Note - No. 1005258
g PSS u2 328061 Profinet with SIMATIC S7 PSS u2 328062 Profinet with SIMATIC S7
a
2 PSS u2 PO F/S PN (328061) PSS u2 PO F/S PN2 (328062)
T Hardware versions 01, 02, 03 Hardware version 03
» PSS u2 I/0 head module PSS u2 I/0 head module
> 2 PROFlsafe instances 24 PROFlsafe instances
(as PROFIsafe groups IN and OUT) (one instance for each fail-safe E-module)
3 2 Software F-addresses (Tool) and 24 Software F-addresses (Tool)
£ 2 Hardware F-addresses (DIP switches) (for each PROFlsafe instance
2 |(in each case for PROFlsafe groups IN and OUT) of the fail-safe E-modules)
§ E i PROFIsafe version V2.4 PROFIsafe version V2.6
a ! supports S7-300/400 supports only S7-1200/1500 series
i i and S7-1200/1500 series (module granular passivation)
_______________ /7 _/7_________\ /
I/
____________ J A
. 1 N
= V2.32 : supports both head modules and all electronic modules
O : i (only for PROFlsafe version of corresponding head module type)
1
]
¥
Support starts with
g’ PASconfig version V1.0.0 ...
= (HWO02 from V2.1.0) ... Support starts with
PASconfig version V4.0.0 and following.
as of June 2021

Figure 1: Application Notes — Documentation Guide for ‘PSS u2 I/O PROFINET/PROFIsafe’
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Abbreviations

Abbreviations

Abbreviation / term

Description

Source

AN Application Note www.pilz.com > AN content (1002400)
PNOZ Pilz E-STOP positive-guided www.pilz.com > PNOZ

(DE: Pilz NOT-AUS-Zwangsgefiihrt)
N Programmable control system www.pilz.com > PSS

(DE: Programmierbares Steuerungssystem)
PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2
POU Program Organisation Unit
TIA Totally Integrated Automation (SIMATIC)
TCI Tool Calling Interface (SIMATIC)
PN PROFINET / Process Field Network en.wikipedia.org > PROFINET
PROFlenergy Technology from PROFINET en.wikipedia.org > PROFlenergy
PROFlsafe Technology from PROFINET www.profibus.com > PROFIsafe
PROFINET IRT Technology from PROFINET: Isochronous Real Time
NC Normally Closed
NO Normally Open

Information that is particularly important is identified as follows:

Definition of symbols

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material
damage, and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the software used, and its safe handling are also presupposed for the user.

1.1 Documentation from Pilz GmbH & Co. KG

No. | Description Item No. /Download
1 Pilz international homepage, download section www.pilz.com > Support > Downloads
2 Software ‘PASconfig’, Online help Products and Industries > Controllers >
Pilz international Webportal > Products and Industries > Controllers Overview I/O systems
> 1/0 systems > 1/0O modules PSSuniversal 2
or the Head module under section “Software” 328062 (Order number head module)
www.pilz.com > Download 328062
3 System Description PSSuniversal 2 Not yet available.
4 Installation manual PSSuniversal 2 1004152-EN-xx
www.pilz.com > Download 1004152
5 Operation manual PSS u2 PO F/S PN2 1005394-EN-xx
www.pilz.com > Download 1005394
Product modification PSS u2 PO F/S PN2 Not yet available.
Hardware version 03
GSD file under section "Device description file” 328062 (Order number head module)
www.pilz.com > Download 328062
6 Operation manual PSS u2 EF 8Dl 1003619-EN-xx
www.pilz.com > Download 1003619
7 Operation manual PSS u2 EF 8DO 0.5 1003621-EN-xx
www.pilz.com > Download 1003621
8 Operation manual PSS u2 ES 8DID 1003612-EN-xx
www.pilz.com > Download 1003612
9 Operation manual PSS u2 ES 8DOD 0.5 1003614-EN-xx
www.pilz.com > Download 1003614
10 | Application Note "PSSu 312043 Profinet with Simatic S7" 1001907-EN-xx
Document for PSSu system (Generation 1) with SIMATIC STEP 7 Classic www.pilz.com > Download 1001907
11 | Application Note "PSS u2 328061 Profinet with Simatic S7” 1004479-EN-xx
Document for PSS u2 system with head module PSS u2 PO F/S PN www.pilz.com > Download 1004479
12 | Application Note "PSS u2 328062 Profinet with Simatic S7” 1005258-EN-xx
Document for PSS u2 system with head module PSS u2 PO F/S PN2 www.pilz.com > Download 1005258
Note

Please refer to
- the file Readme belonging to the software version under number 2’ and

- the updated document Product modification under number ‘5.
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Useful documentation

1.2 Documentation from other sources of information

No.

Description

Item No. / Download

Pl Portal (PROFIBUS and PROFINET International)

www.profinet.com

Siemens Homepage, Safety integrated

www.industry.siemens.com > Safety

Integrated

Siemens Homepage, SCE Training Curriculums (TIA)

w3.siemens.com > MCMS/SCE

SIMATIC Industrial Software
SIMATIC Safety - Configuring and Programming
Programming and Operating Manual

A5E02714439-AL; 05/2021

support.industry.siemens.com >

54110126

Application example
Emergency stop up to SIL 3 / PL e with a failsafe S7-1500 controller

21064024, 05/2017

support.industry.siemens.com >

21064024

Application example
Monitoring the feedback circuit in the safety program

21331098, 08/2019

support.industry.siemens.com >

21331098
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Used hardware and software

2 Used hardware and software

2.1 Pilz products

No. | Descriptions Order number | Version Number

1 Hardware head module 328062 03 1
PSS u2 PO F/S PN2

2 Hardware terminal block 9-pin, 1 piece 328830 - 0
PSSu2T9SD (1 pc)
Note: 1 piece is included on the head module

3 Hardeware memory card 328835 -- 1
uSD Memory Card 512MB, industrial version

4 Hardware backplane 4 Slots 328810 01 2
PSSu2B4

5 Hardware backplane 1 Slot 328811 - 0
PSSu2B 1
Note: Alternative backplane (8 pieces)

6 Hardware electronic Module 328101 01 2
PSS u2 EF 8DI

7 Hardware electronic Module 328131 01 2
PSS u2 EF 8DO 0.5

8 Hardware electronic Module 328311 01 2
PSS u2 ES 8DID

9 Hardware electronic Module 328401 01 2
PSS u2 ES 8DOD 0.5

10 | Hardware terminal block 8-pin, 1 piece 328840 - 0
PSSu2 T8 (1 pc.)
Note: Also available in packs of 10 and 50 pieces.

11 | Hardware terminal block 16-pin, 1 piece 328850 -- 8
PSSu2T 16 (1 pc.)
Note: Also available in packs of 10 and 50 pieces.

12 | Hardware Ethernet-Plug 380401 -- 2
8-pin RJ45 male connector, straight, in accordance with the
standard IEC 60603-7-1, Cat.6a
RJ45 Connector

13 | Hardware Ethernet-cable 380000 -- 2 (x1 meter)
SafetyNET p cable, Standard, 4-wire
SafetyNET p Cable

14 | Software PASconfig -- 5.0.0 --

2.2 Third-party products

No. | Descriptions Order number | Version Number

1 Hardware Power Supply 6ES7 507- V1.0 1
PS 60W 120/230VAC/DC ORA00-0ABO

2 Hardware PLC 6ES7518- V2.6 1
CPU 1518F-4 PN/DP 4FP00-0ABO

3 Hardware Digital input module SM 521 6ES7521- V1.0 1
DI 32xDC 24V HF 1BLO0-0ABO

4 Hardware Digital output module SM 522 6ES7522- V2.0 1
DQ32xDC 24V/0,5A ST 1BLO0-0ABO

5 Hardware Front connector 40polig, Screw-type 6ES7592- - 2

1AMO00-0XBO
6 Software SIMATIC STEP 7 Professional -- V15.1 --
7 Software SIMATIC STEP 7 Safety -- V15.1 --
Application Note PSS u2 I/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal [328062] PILZ | 8/49
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Used hardware and software

2.3 Structure of the application (schematic)

LB BN B B E B R RN N

Figure 2: Application — Structure of the hardware (schematic)
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Preface

3 Preface

This Application Note basically describes the commissioning of a PSSuniversal 2 Remote I/O system
on a current SIMATIC F-CPU. They communicate via PROFINET/PROFlsafe, using the automation
software TIA Portal.

In this case, its user program controls the failsafe input and output modules of the PSS u2 electronic
modules for the safety functions.

The essential procedure for a successful basic configuration is shown step-by-step, usually with
screenshots.

NOTICE

A detailed explanation of safety functions used in the failsafe application and its
evaluation regarding functional safety are not a part of this document.

This document only describes the procedure for use of the Remote I/O-System
PSS u2 with the order number 328062 and is not intended as a technical
documentation for general use of the SIMATIC STEP 7 Professional for
Siemens TIA Portal.
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Technical notes for the PSS u2 system

4 Technical notes for the PSS u2 system

A PSS u2 system is a modular system with PROFINET interface (PROFINET with PROFlsafe).
The 'PASconfig’ system software is available for PSS u2 systems. The system software provides
support as you select, configure and commission components.

A PSS u2 system consists of:

- One head module

— Backplanes

- Input/output modules for standard and failsafe applications
- Terminal blocks

Electronic module Electronic module
(grid width 1 x 12.5 mm) (grid width 2 x 12.5 mm)

4-port backplane

Mounting rail

ey
—

a—
.

'A

—

. i,
—

—
o,

EE P —
o — —

wof =

Head module with

integrated 9-pi . .
-pin 16-pin 8-pin
supply voltage terminal block terminal block terminal block Cover plate
with SD card
holder
Figure 3: PSS u2 — Modular structure of the PSS u2 system

CAUTION!
Risk of material damage:

Backplanes and head module may only be inserted or removed when the supply voltage
is switched off.

Switch off the supply voltage before inserting or removing the backplane or head
module.
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Application description

5 Application description

The aim is to show how a basic PROFINET/PROFIsafe communication and Siemens S7-1500 PLC can
be built up to form a remote I/O system PSS u2.

For basic fieldbus communication, the standard default parameters from the TIA portal are used.
Only parameters for the addressing of the devices are adjusted.

The detailed hardware configuration for the S7-CPU is not part of this Application Note.
Detailed information on this subject can be found in the manual or online help for the TIA Portal.
- see Chapter 1.2 Documentation from other sources of information [ 7]
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Hardware configuration

6 Hardware configuration

6.1 Used hardware

6.1.1 Pilz devices

The used Pilz modules are listed in the table of the following link:
- Chapter 2.1 Pilz products [LJ 8]

The relevant important documents are named and linked here:

- Chapter 1.1 Documentation from Pilz GmbH & Co. KG [d 6]

IF PSS u2 POF/SPN2

¥ 1-Pssu2EFEDI

¥ 2-PssuzEFBDO0SA
¥ 3-PssuzEFeDI

¥ 4-PSsuZEFEDO0SA
N 5-Pssu2ESEDID

§ 6-PSSu2ESBDOD0SA
i 7-pPssuzESEDID

§ 2-Pssu2ES8DODO0SA

1

oo on g B2 Y

= 0 =) O L =

Figure 4: PSS u2 — Hardware » Overview of used modules

6.1.2 Siemens devices

The used SIMATIC devices are listed in the table of the following link:

- Chapter 2.1 Pilz products [LJ 8]

The relevant important documents are named and linked here:

- Chapter 1.2 Documentation from other sources of information [J] 7]

Application Note PSS u2 I/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal [328062]
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6.2 Basic properties of the PSS u2 system

6.2.1 Maximum size of the PSS u2 failsafe and standard 1/O process image

PROFINET interface:
- Input 1,440 bytes
— Output 1,440 bytes

PROFIsafe interface:
- 24 failsafe input and output electronic modules.

The PROFIsafe instances have a variable process data length, depends on the type of the configured
electronic modules.
The description of the process image can be found in the manuals of the electronic modules.

6.2.2 1/0 address assignment (byte alignment)
The following two examples show the addresses of the PSS u2 modules, always a full byte per
module and function is used.

PSS u2 ES 4DID
- The module occupies 2 Bytes in the process image of the standard inputs.

Pl Meaning State

Byte 0 Bit 0 Input data 10 0: "0"-signal (0 V) at the input
Bit 1 Input data I1 1: "1"-signal (+ 24 V) at the input
Bit 2 Input data 12
Bit3 Input data 13
Bit4 -7 |None Constant "0"

Byte 1 Bit 0 Valid bit of voltage output SO 0: Error at the voltage output
Bit 1 Valid bit of voltage output S1 1: No error at the voltage output
Bit2-7 [None Constant "0"

PSS u2 EF 2DO TP 2A
- The module occupies 1 Byte in the process image of the failsafe outputs.

PIO Meaning State

Bit O Output data O0 0: "0" signal (0 V) at the output
Bit 1 Output data O1 1: "1" signal (+ 24 V) at the output
Bit 2-7 None Constant "0"

- The same module also occupies 1 Byte in the process image of failsafe inputs:

Pl Meaning State

Bit 0 Valid bit of output O0 0: Output error

Bit 1 Valid bit of output O1 1: The signal in the PIO corresponds to the
output signal

Bit 2 Open circuit at output O0 0: Open circuit at output

Bit 3 Open circuit at output O1 1: No open circuit at output

Bit 4-7 None Constant "0"

Application Note PSS u2 I/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal [328062]
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6.2.3 Failsafe 1/0 assignment
The following two examples are based on the following address assignment:
- 15t PROFlsafe instance for 1tPSS u2 EF 8Dl (slot 1)
- 2nd PROFlsafe instance for 15t PSS u2 EF 8DO 0.5A (slot 2)
- 31 PROFlsafe instance for 2" PSS u2 EF 8DI (slot 3)
- 4% PROFIsafe instance for 2" PSS u2 EF 8DO 0.5A (slot 4)
The used 1/0 system in the application project has the following addresses:
Figure 38: TIA — Overview of the PROFlIsafe groups in the “"Device view" (Part 3, Finalization)
[Ed 28]
Figure 41: TIA — Overview of the electronic modules in the “Device view” (Part 3, Finalization)
[Ed 29]
Configuration with the four failsafe input and output electronic modules in this used AN setup:
Slot 1 Slot 2 Slot 3 Slot 4
PSS u2 EF 8DI PSS u2 EF 8DO 0.5A PSS u2 EF 8DI PSS u2 EF 8DO 0.5A
Address Identification Address Identification Address Identification Address Identification
%$I4.0 FS input IO %Q11.0 | FS output 00 %I17.0 FS input IO | %Q24.0 | FS output 00
%$I4.1 FS input Il %$Q11.1 | FS output Ol $I17.1 FS input Il | %$024.1 | FS output Ol
%$I4.2 FS input I2 %$Q11.2 | FS output 02 $I17.2 FS input I2 | %$024.2 | FS output 02
%$I4.3 FS input I3 %Q11.3 | FS output 03 %I17.3 FS input I3 | %Q24.3 | FS output 03
%I4.4 | FS input I4 | %Ql1.4 | FS output 04 | %I17.4 | FS input I4 | %Q24.4 | FS output 04
$I4.5 | FS input I5 | %Q11.5 | FS output O5 | %I17.5 | FS input I5 | $024.5 | FS output 05
%I4.6 | FS input I6 | %Q11.6 | FS output 06 | %I17.6 | FS input I6 | $024.6 | FS output 06
$I4.7 | FS input I7 | %Q11.7 | FS output O7 | %I17.7 | FS input I7 | $024.7 | FS output 07
$I5.0 Valid bit $I11.0 valid bit $I18.0 valid bit | %124.0 Vvalid bit
of IO of 00 of IO of 00
$I5.1 Valid bit $I11.1 Valid bit $118.1 valid bit | %124.1 Valid bit
of Il of 01 of Il of 01
$I5.2 Valid bit $I11.2 Valid bit $I18.2 valid bit | %124.2 Valid bit
of I2 of 02 of I2 of 02
%15.3 Valid bit $I11.3 Valid bit $118.3 Valid bit | $124.3 Valid bit
of I3 of 03 of I3 of 03
%15.4 Valid bit $I11.4 Valid bit $118.4 Valid bit | $124.4 Valid bit
of I4 of 04 of I4 of 04
%15.5 Valid bit $I11.5 Valid bit $118.5 Valid bit | $124.5 Valid bit
of I5 of 05 of I5 of 05
%15.6 Valid bit %I11.6 Valid bit $118.6 Valid bit | %I24.6 Valid bit
of I6 of 06 of I6 of 06
$I5.7 Valid bit $I11.7 Valid bit $118.7 valid bit | %124.7 Valid bit
of I7 of 07 of I7 of 07
Figure 5: PSS u2 — Hardware failsafe 1/0 assignment (AN configuration FS modules)
Please see also function )
- Chapter 9.2 Display of the failsafe 1/0 mapping [EJ 44]
6.2.4 Diagnostic information

The status of the I/O modules is:
- displayed via the "Module status display" and "Terminal status display",

- this is signalled to the head module and
- any error is entered in the head module's diagnostic log.

The head module contains a number of status LEDs, which provide information on the status of

various system sections.

Application Note PSS u2 I/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal [328062]

1005258_EN_01

Z | 15/49




Configuration of Siemens S7 F-CPU

7 Configuration of Siemens S7 F-CPU

7.1 Creation of new TIA project

First you start the software TIA Portal and create a new project:

T4 Siemens

Project |Edit  VWiew Insert Online Options

[*%0

pen.. Crrl+0

Figure 6: TIA — Create a new project (Part 1, Start)

Create a new project s

Project name: | UBEEIY 2_Profinet_57_TIA_Froject

Fath- |C:'.Llser5'. . |l'.Du:u:uments'ﬁ.utumatisierung|___|

Author: | A |

Comment: 4‘\

r Create h’J | Cancel |

- |
Figure 7: TIA — Create a new project (Part 2, Creation)

T4 Siemens - C:\Usersii-i# LS\Documents\Automatisierung\AN_PSS_u2_Profinet_S57_TIA_Project AN_PS5_u2_Profinet_S7_TIA_Project

Project Edit View Insert Online Options Tools Window Help

Ff (3 E saveproject @ ¥ 32 3 ¥ D TN [A E R F coonline ¥ Go offline a"n? LRI RS :l
Devices
HO O =2

T ] AN_PSS_u2_Profinet_S7_TIA_Project
K Add new device
Eg'h Devices & networks
» (4§ Comman data
» (5] Documentation settings

] '—L_@ Languages & resources
» g Online access
4 r:w Card Reader/USE memaory

Figure 8: TIA — Create a new project (Part 3, Finalization)

Now the F-CPU must be selected and configured. This is done in the next chapter.

Application Note PSS u2 I/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal [328062]
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7.2  Select and configure the S7 F-CPU

Devices

Project tree o 4

FHOQ@

¥ 7] AN_PSS5_uZ2_Profinet_57_TIA_Project

ﬁ"" Add new device

iy Devices & networks i}
J ﬁ Common data

Figure 9: TIA — Add new device (Part 1, Start)

Add new device

Device name:

|PLC_1

Controllers

-

PC systems

~ [ CPU
v [ CPU 1511-1 PN
v (i CPU 1511C-1 PN
v (I CPU 1512C-1 PN
v [ CFU 1513-1 PN
v (il CPU 1515-2 PN
v [ CPU 1516-3 PNIDP
» [ CPU 1517-3 PNIDP
v [ CPU 15184 PNIDP
» [l CPU 15184 PNIDF ODK
v [ CPU 15184 PNIDP MFF
v [ CPU 1511F-1 PN
v [ CPU 1513F-1 PN
v [ CPU 1515F-2 N
v [ CPU 1516F-3 PNIDP
v [ CPU 1517F-3 PNIDP
~ [ CPU 1518F-4 PNIDP
[l 657 518-4FFO0-0ARD

» [l CPU 1518F-4 PNIDF QDK
» [ CPU 1518F-4 PNIDF MFF
v [ CPU 151171 PN

v [ CPU 151572 PN

» (i CPU 1516T-3 FNIDP

v (I CPU 15177-3 PNIDP

v [ CPU 15117F-1 PN

v [ CPU 1515TF-2 PN

. .
3 I I )

[w] Open device view

CPU 1518F-<4 PNIDP

Article no.: | 6ES7 518-4FPD0-0ABO |
Version: |V2.E |v|
Description:

Fail-safe CPU with display; work memory 6 MB
code and 20 ME data; safetyapplications and
upload; PROFIsafe V2; 1 ns bit instruction
time; 5-stage protection concept, technology
functions: motion control, closed-loop
control, counting & measuring; tracing; 1st
interface: PROFINET IO, supports RTIIRT,
performance upgrade PROFINET V2.3, 2 ports,
I-device, MRP, MRPD, transport protocal TCRIP,
secure Open User Communication, 57
communication, Web server, DNS client, OPC
UA: Server DA, Client DA, Methods,
Companion Specifications; const. bus cycle
time, routing; 2nd interface: PROFINETIO,
supports BT, I-device, transport protocol
TCP{IP, secure Open User Communication, 57
communication, Web server, DNS client, OPC
UA: Server DA, Client DA, Methods,
Companion Specifications; routing; 3rd
interface: Gigabit interface, PROFINET basic
services, transport protocol TCRIP, secure

r ]’ 1 | Cancel

Figure 10: TIA — Add new device (Part 2, PLC ‘CPU 1518F-4 PN/DP’)
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Configuration of Siemens S7 F-CPU

Switch to “Device view" (if not previously selected) and select the device ‘PLC_1":

AN_PSS_u2_Profinet_S7_TIA_Project » PLC_1 [CPU 1518F-4 PN/DP]

d¢ [pciicruisierarnor] [¢] B OB G0 S Device overview
E ¥ - Module Rack |sSlot |laddress Qa. |Type Article no. Firrnware
0 1 2 3 o 100

PS 60W 120/230VACIDC_1 o o PS5 60W 120{230VA... 6E57 507-0RAD0-0ABO V1.0

> Mc o 1 CPU 1518F-4 PNIDP  6ES7 518-4FPO0-0ABO0 V2.6
» PROFINET-Schnittstelle_1 o 1x1 PROFINET interface
» PROFINET-Schnittstelle_2 o 1xX2 PROFINET interface
» PROFINET-Schnittstelle GBIT_3 O 1X3 PROFINET interface ..

DP-Schnittstelle_1 o 1 X4 DP interface

DI 32x24VDC HF_1 o 2 0.3 DI 32x24VDC HF 6ES7 521-1BLO0-0ABO V1.0
DQ 32:24VDC05AST 1 o 3 0.3 DQ32x24VDCI05.. BES7 522-1BLO0-0ABD V2.0

Figure 11: TIA — Add new device (Part 3, Finalization)

Switch to “Fail-Safe” in the "General” tab.

Enable the 'F-capability of the F-CPU" including selection of the 'Access level for the PLC":

Left: General TIA setting under 'STEP 7 Safety’

Right: Enable the ‘F capability of the F-CPU’

STEP 7 Safety r Enable F-activatian ['b
General w Enable F-activation
Activatesideactivates
[+ Generate default fail-safe program the Fcapability of the F-
CPLL
Fail-safe
F-activation
Fcapability activatec
Dizable F-activation
F-parameters
Basis for PROFIzafe addresses: |IZI El
Default F-ronitoring time for
central F-I0: |'|5III ms |
Protection
Access level
Select the access level for the PLC.
Access level Access Access per...
HII Read Wirite Fail-zafe | Password
@) Full access incl. failsafe (no protection) v v v v [=]

Figure 12: TIA — F-CPU » Enabling F-capability and select access level
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Configuration of Siemens S7 F-CPU

7.3 Setting up the Ethernet adapter

Top » 'S7 X1 P1" & 'X1 P2 192.168.020.010 / 255.255.255.0 (MAC ADD1)
- SIMATIC S7-PLC with PROFINET interface (X1) with 2 ports (F-CPU 1518F-4 PN/DP)
- Connection to programming device with PG/PC interface (TIA Portal)

- Connection to remote I/O System PSS u2 with PROFINET interface ‘X3’

Note:
Observe the (partly different) technical properties of the individual PROFINET interfaces for the
SIMATIC CPUs (see SIMATIC CPU manual).

CPU S7-1518F-4 PN/DP

= PSS u2

Remote 1/0 System
PSS u2

Figure 13: Application — Wiring of Ethernet connections (schematic)

Bottom / Left » 'PC-ETH-Adapter:  192.168.020.013 / 255.255.0.0
- Programming device with PG/PC interface (TIA Portal)
— Connection to SIMATIC S7-PLC with PROFINET interface (X1 P2R)

Bottom / Right » 'PSS u2 X3" 192.168.020.011 / 255.255.255.0
- Remote I/O system PSS u2 with PROFINET interface ‘X3’
— Connection to SIMATIC S7-PLC with PROFINET interface (X1 P1R)

Notes:
In TIA, you can first search and display the "Accessible devices ..." in the network in order to
change the configuration for the used F-CPU.
In this example, the default network address is used for the F-CPU.
The default IP address of the PSS u2 head modules when delivered: 0.0.0.0 (:18080 / 0.0.0.0).
(applies only to the PROFINET version)
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1005258_EN_01 PILZ | 19/49



Configuration of Siemens S7 F-CPU

Online | Options Tools Window Help

Figure 14: TIA — Search for 'Accessible devices ..." (Part 1, Start)

Accessible devices

1 =

[ | Flash LED

Online status information:

X

Type of the PGIPC interface: [ PIIE

|v|

PGIPC interface: |ﬁ Intel(R} PRO/1000 MT Desktop Adapter

- @<

Accessible nodes of the selected interface:

Device Device type Interface type

Address MAC address

plc_1.profinetschnittstel... S7-1500 PMIIE

192.168.20.10 28-63-36-80-02-E3

»f2 Retrieving device information...

Scan and information retrieval completed.

Startsearch

[] pisplay only errar messages

Figure 15: TIA — List of ‘Accessible devices ..." (Part 2, Overview)
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Switch to “Device view" (if not previously selected) and select the device ‘PLC_1":
Open "Properties” window.
Switch to the section “PROFINET Interface [X1]” in the ‘General’ tab and check its settings:

PROFINET interface [X1]
General
Mame: |PROFIMETinterface_1
IP protocol
() et IF address in the project
IPaddress: | 192 . 168 . 20 _ 10 |

Subnetmask: | 255 . 255 . 255 . 0 |

PROFINET

[~] PROFINET device name is set directly at the device

[w] Generate PROFINET device name automatically

PROFIMET device name | plc_1.profinet interface_1

Converted nare: | plcxb 1 profinetainterfacexb1036¢

Device number: |[l

Figure 16: TIA — Properties of PLC-PROFINET interface [X1] » General

INFORMATION

The PSS u2 system must be directly connected to the PC. Normally, there is a switch on
a PLC that automatically connects the network segments to each other.
The used F-CPU 1518F-4 PN/DP has two separate controllers.
Hence the Note:
In your application, observe the requirements for commissioning (security), in
particular the removal of the separation of networks with different IP address ranges.

(see also "Sync slave”, Figure 33 [ 26])
Only use the IRT function when it is really needed; the default setting is "Unsynchronized".
To activate the IRT function, select the synchronization role “Sync master”
in the same section "PROFINET Interface[X1]" under “Real time Settings":

> Real time settings
> > |0 communication

Send clock: | 1.000 ms | v| | Domain settings |

> * Synchronization

Sync domain: |5],-1'1|:-D|:|main_1 | | Domain settings |

Synchronization role: Bt lyFE4 &) -

RTclass: |RT,IRT |

Figure 17: TIA — Properties of PLC-PROFINET interface [X1] » Real time (IRT)

Application Note PSS u2 I/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal [328062]
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8 Configuration of the PSS u2 failsafe system

8.1 GSDML file of PSS u2 head module

8.1.1 Download of the GSDML file and the ‘PASconfig’ tool

For the integration of the Pilz PROFINET input/output modules in the TIA tool, the installation of a
device description file (GSDML file) and the "‘PASconfig’ tool for the configuration of PSS u2-System
are necessary.

Download the current GSDML file (in XML format) and the 'PASconfig’ tool from the Pilz
homepage. You can find it in the download area (‘Support’ » ‘Downloads’) at:
https://www.pilz.com/en-INT/support/downloads

Use the order number of the PSS u2-PN head module for the search: ‘328062’

B | www.pilz.com/en-INT/support/downloads

& Gclobal Site | english

Products and =olutions Services Support Specialist knowledge

s

Search term(s)*

328062 ? Search -

Figure 18: Pilz Homepage (www.pilz.com) — Search for “GSD(ML)" and "PASconfig”

The GSDML file can be found in the section “Device description file” and
the two files for the tool with its “Readme file" in the “Software” section.

There is currently no registration required to download the GSDML file, but for the download the
'PASconfig’ software, for whose version up to V5.0.0 no license is required yet.
Log in with your access data at ‘Login”:

Login

Bv logaging in yvou have access to our extensive range of services. These include: ordering directly

online, checking price and availability, tracking all your orders.

Flease enter your E-Mail address and password to log in.

| E-Mail |

Password | weain ”

Forgotten vour password?

You don't yet have a password? Register now.

Figure 19: Pilz Homepage (www.pilz.com) — E-Shop Login

The three ZIP files are downloaded to the computer and have to be unpacked.
The software 'PASconfig’ must be installed according to the Siemens software ‘TIA Portal'.
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Configuration of the PSS u2 failsafe system

8.1.2 Manage general station description files GSD(ML) in TIA

Open the function “Manage general station description files (GSD)" in the menu "Options”:

Options  |Tools  Window Help
1 Settings

Support packages

Manage general station description files (G50 h‘

Start Automation License Manager
ﬂ Show reference text

L] Glebal libraries ]

Figure 20: TIA — Manage general station description files GSD(ML) (Part 1, Start)

Install the downloaded GSD(ML) file:

Manage general station description files
Installed GSDs

GSDs in the project

Source path:  |28062_Profinet_S7Wiorklinformation|PROFINET_XML_PSS_u2_PO_FS_PN_3000975A10 | B

Content of imported path

E File Version Language Stat... a | Info
[ GEDMLW233Filz-PSSuniversal2-20201112xml V233 English, German Alrea..  Modular inputioutput...

(<] M |

| Delete H Install H Cancel |

- |
Figure 21: TIA — Manage general station description files GSD(ML) (Part 2, Installation)

Manage general station description files %

Installation result

I Message

() Installation was completed successfully.

| Save log | | Install additional files | E Close

I ;
Lag'
- |
Figure 22: TIA — Manage general station description files GSD(ML) (Part 3, Finalization)
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8.2

8.2.1

TIA - Device configuration of PSS u2 system

Create and configure the PSS u2 head module

Open the function “Devices & networks” in “Project tree”:

Project tree m 4«
Devices

[2

[=

* | ] AN_PSS_u2_Profinet_57_TIA_Project
7 ~dd new device
ﬂ-ﬂ-t, Devices & networks P
~ [[J PLC_1 [CPU 1518 F-4 PN/DP] By

Figure 23: TIA — Open the function "Devices & networks” (Part 1, Start)

Switch to the “Topology view".
Inserting the PSS u2 head module ‘PSS u2 PO F/S PN2 V1.0x":

Path: Catalog » Other field devices » PROFINET 10 » I/0O » Pilz GmbH u. Co. KG » PSSuniversal

» (g Field devices

- EE. Other field devices
J Ei. Additional Ethernet devices
~ [ I PROFINETIO

+ [l FROFINETIO

~ [ io
Options ~ [l Pilz GmbH u. Co. KG
= v [ig POPE7
vT[. PSSuniversal
W Catalng - [E. Head module

Il Fs5s uz PO FiS PN V100
Il P55 uz PO Fis PN V2.0.0
Il P55 u2 POFiS PN V2.0.x
Il 755 uz PO Fis PN2 V1.0.0
[l EPSS L2 PO FIS PN2 V1.0

Figure 24: TIA — Inserting the PSS u2 head module (Part 2a, Selection)

Note:
If several GSDs are installed, please select the desired one in the “Information” window.
* | Information
Device:
[—
|
(TR
PSS uZ PO FiS PMNZ V1.0.x
Article no: 328062 |
Version: | (GEDMLVZ 33-PILZ-PSSUNIVERSALZ-202011 12.}(I'-.-1L}| "|
Description:
Modular inputioutput device V1.0.x

Figure 25: TIA — Inserting the PSS u2 head module (Part 2b, Information)
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[ ,.':;ur'»-: e P B

i |
?ggtng?i?5 PNZ V1.0 E!!!!I :
Mot assignes I} |- B

Figure 26: TIA — Inserting the PSS u2 head module (Part 2c, Finalization)

The preset device name ‘PSSuniversal’ is still used, but it can also be changed in the properties of
the system, e.g. in the Equipment identifying symbol (EIS):

|§. Properties ||"_i.'.lnfn y"ﬁ Diagnostics

J General || 10 tags || System constants || Texts |
ol General General
Cataleg informaticn Name: |PSSuniversal

Figure 27: TIA — Assigning the device name 'PSSuniversal’ of the PSS u2 head module

Connect the S7-CPU and the I/O system in accordance with Figure 13 Application — Wiring of
Ethernet connections (schematic) [Ed 19}:

PLC_1
CPU 1518F-4 PN

ko

PSSuniversal ! PSSuniversal

PSS u2 POFIS P i! !!!I : PSS u2 POFISP._. i!!!!!l
EGER :

Mot assignec Mot assignec

PLC_1
CPU 1518F-4 PN...

Figure 28: TIA — Connect the S7-CPU and the I/O system

Switch to the "Network view":
The two devices are networked in the subnet "PN/IE_1".

PLC_1 I;} Pssuniversal PSSuniversal
FSS uZ POF/S P !!!!!I :
) u g PSS uZ PO FIS P...
Mot assigned ' ot assigned
ﬂ': G50 device_1
[omnE 11

CPU 1518F-4 PN..
PNIE_1 PN/IE_1

Figure 29: TIA — Assigning the /O system to the S7 CPU (Part 1, Start)
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1

Assign the 1/0O system with the preset device name ‘PSSuniversal’ to the 'PLC_1":

PSSuniversal
PSS uZ PO Fls P... EE!!!!
Klm# arcimnad

Select IO controller

PLC 1 .PROFINET-S.chnitistlle_1
PLC_1.PROFINET- SI:hmt!:teIIE _2 %

-|Pm|E 1|

Figure 30: TIA — Assigning the I/O system to the S7 CPU (Part 3, Link-up)

0 10 system: PLC_1._PROFIMNET 10-System (100)

PSSuni |
PSS u2 PO FIs P i

PLC_1

PLC_1
CFU 1518F-4 PN...

PLC_1.PROFIMET I10-5yste._.

Figure 31: TIA — Assigning the I/O system to the S7 CPU (Part 3, Finalization)

Switch to “Device view” (if not previously selected) and

select the device 'PSSuniversal’ (see Figure 35 [ 27]).

Switch to the section in the tab “"General”

— “"PROFINET Interface [X1]" (corresponds to ETH port ‘X3’ on the PSS u2 head module):

PROFINET interface [X1]
General

Mame: |F55 u2
IP protocol

E Use IP protocol
@ SetIP address in the project

IPaddress: | 192 . 168 . 20 _ 11 |

Subnetmask: | 255 _ 255 . 255 _ 0 |

Figure 32: TIA — Properties of PSS u2-PROFINET interface [X1] to PLC

Note:
The default IP address of the PSS u2 head modules when delivered: 0.0.0.0 (:18080,/0.0.0.0).
(applies only to the PROFINET version)

(see also "Sync master”, Figure 17 [ 21])
Only use the IRT function when it is really needed; the default setting is "RT"/"Unsynchronized".
To activate the IRT function, the RT class "IRT" is selected under “Real-time settings”;
the new synchronization role “Sync slave” is then automatically defined:

> » Synchronization

Sync domain: |51.-1'1n:—D|:|main_1 || Domain settings |
RTclass: () RT
@i

Synchronizmtion role: | Sync slave |v|

Figure 33: TIA — Properties of PSS u2-PROFINET interface [X1] » Real time (IRT)
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Configuration of the PSS u2 failsafe system

8.2.2 Adding the head module submodules of the PSS u2 system

The PSS u2 system 'GSD-Geraet_1" is now created in the project:

Device Type Address in subnet |Subnet
* S71500ET200MMP-Station 1 S71500/ET200MP-Station
* PLC_1 CFU 1518F-4 PMIDP
P PROFINET-Schnittstelle_1 FPROFIMET interface 192.168.20.10 PMIE_1
P PROFINET-Schnittstelle_2 PROFIMET interface 192.168.30.10 Mot connected
¥ PROFINET-Schnittstelle GBIT_3 PROFIMET interface GEIT 192168 4010 Mot connected
DP-Schnittstelle_1 DF interface 2 Mot connected
* G50 device_1 G5D-Geraet
* PSSuniversal PSS u2 PO FIS PN2 V1.0x
Modular inputioutput device  Modular inputfoutput device
* P55 u2 FsSuniversal 192.168.20.11 FMIE_1 E
Portl Portl
Port2 Port2

Figure 34: TIA — Device overview of the assigned I/O system in the "network view”

PS INFORMATION

1 The failsafe modules ( ) must be created twice in the device configuration
of the TIA tool:
first singly as submodules for the PROFIsafe instances of the head module
(description in this chapter)
and
then as electronic modules according to the slots of the hardware configuration
(description in the next Chapter 8.2.3 [ 29]).

The standard modules (PSS u2 ES ...) only must be created once here:
as electronic modules according to the slots of the hardware configuration
(description in the next Chapter 8.2.3 [ 29]).

The head module (Rack 0) is located in the device view in slot O (in the subslot 1 as “Modular
input/output device”) in the TIA portal.

Below this, , the FS modules that are necessary for FS operation must now be
configured as its submodules (= PROFIsafe container for the respective FS electronics module).

Switch to “Device view" and select the device ‘PSSuniversal'”:

[ AN_PSS_u2_Profinet_S7_TIA_Project » Devices & networks - i X

& Topology view ||gh, MNetwork view [[IY Device view

gt | Selectdevices [~] B e = J Device overview
<Select device=
FLC_T
FsSuniversal E

[ I

Figure 35: TIA — Switch to the Device overview of the I/O system in the “Device view”"
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Configuration of the PSS u2 failsafe system

Open the section "Head module submodules” in the catalogue tree.

b | Catalog

|-:‘5ear|:h:- ||E|

@ Filter Profile: | <All=

» [ Head module

v [ Module

'TII Subrmodules

- T[. Head module submodules

[l FrROFIsafe EF 241
[ FrROFIsafe EF 241 U
[l PrOFIsafe EF 2D0 R 8A
[l PrOFIsafe EF 2D0 TP 2A
[l FROFIsafe EF 4DO 2A
I FPROFIsafe EF 8DI
[l PrOFIsafe EF 8DO 0.5A

PROFIsafe EF 801

b | Information
Device:

[~]
Article no.:
Version:
Description:

PROFIsafe container for the electronic module EF DI

Figure 36: TIA — Adding the PROFIsafe groups to the head module (Part 1, Start)

Add the PROFIsafe groups that are necessary for failsafe operation:

- see Chapter 6.2.3 Failsafe /O assignment [ 15]

JDeviceoverview |

w Maodule ... |Rack Slot
o
o

* PSSuniversal

Modular inputioutput de...

| address | Q address | Type

Article number Firmware

PS5 u2 POFIS PN2 V... 328062 V1.0.0

Modular inputfoutp...

0 FRO...

ﬂnl T R Pe EF Gt

olojlojo o

0 FRO...

1]

0 FRO...

[} nPec

Figure 37: TIA — Adding the PROFIsafe groups to the head module (Part 2, Linking)

Module - | Rack Slot | address | ) address | Type

* PSSuniversal 0 PS5 u2 PO FIS PN2 V1.0
Modular inputicutput device o o Modular inputioutput device
PROFIsafe EF 8D o O PROFlsafe 4..10 4.8 PROFIzafe EF 8D 2
PROFIsafe EF 800 0.5A o 0 PROFlsafe  11..16 11..16 PROFIsafe EF 800 05A 3
PROFIsafe EF 8DI_1 o 0 PROFlsafe 17..23 17...21 PROFIzafe EF 8D 4
PROFIsafe EF 800 0.54_1 o O PROFlsafe 24..29 24..29 PROFIsafe EF 800 0.5A &

Figure 38: TIA — Overview of the PROFlsafe groups in the “Device view” (Part 3, Finalization)

Notes:

The head module ‘PSS u2 PO F/S PN2' supports up to 24 FS input and FS output modules:

- The submodules must be configured in the TIA Portal in

they are plugged into the PSSu 2 system.
- There must be no empty subslots between the submodules.

in the order in which
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Configuration of the PSS u2 failsafe system

8.2.3  Adding the electronic modules of the PSS u2 system

All input and output modules (‘hardware modules’), i.e. all FS and ST electronic modules, must now
be added after the head module on the slots, , according to the hardware
configuration.

Open the section "Module” in the catalog tree.
Add the input and output modules:
- see Figure 4: PSS u2 — Hardware » Overview of used modules [E 13]

w | Catalog “ | Information
|-:‘5e-a rche ||E| Device: Ead
[ Filter Profile: | <Al | |v | i
¥ (i Head module
- p_[. Module
» [l Analogue F5 input medules
v [ Analogue STinput modules P55 uZ EF 801
] p_[. Analogue SToutput modules
~ [ Digital FS input madules Infe T |3281 01 | 3
I Tres oz e ol
» (1l Digital FS cutput modules Version: | [~]
v (i Digital 5Tinput medules I
] p_[. Digital ST output modules D%J_Erlptm_n- :
- L Digital F5 inputs: 8 [ test pulse outputs: 4
b LIl STcommunication modules (configurable)
v (g 5Tpatch terminals | &
] T[. Voltage supply
b (i Submedules ~

Figure 39: TIA — Adding electronic modules to the I/O system (Part 1, Start)

Add the electronics modules used in the PSS u2 system:

0 0 PROFlsafe
P PSS L2 0 0 X1 PSSuniversal
0 1
T et e L a L
i I} o 5
ol ] 0 3

o~

Figure 40: TIA — Adding electronic modules to the I/O system (Part 2, Linking)

Module Rack | Slot | address | Q address | Type Article nurnber
0 O PROFIsafe

P P55 U2 0 0 X1 PSSuniversal

P55 u2 EF 8DI_1 0 1 P55 u2 EF BDI 328101
P35 u2 EF 8D0 0.5A_1 0 2 P55 u2 EF 8DO 0.5A 32813
P55 u2 EF 8D1_2 0 3 P55 u2 EF 8DI 328101
P55 u2 EF 8DO 0.5A_2 0 4 P55 u2 EF 8DO 0.5A 328131
P55 u2 ES 8DID_1 0 5 30..31 P55 u2 ES 8DID 328311
P55 u2 ES 8DOD 0.5A_1 0 6 32 9 P55 u2 ES 8D0OD 0.5A 328401
P35 u2 ES 8DID_2 0 7 33..34 P55 u2 ES 8DID 328311
P55 u2 ES 8DOD 0.5A8_2 0 8 35 10 P55 u2 ES 8D0OD 0.5A 328401

Figure 41: TIA — Overview of the electronic modules in the “Device view” (Part 3, Finalization)

Note:

The length of the process data depends on the number and type of configured modules.
The description of the process image can be found in the manuals of the electronic modules.

Application Note PSS u2 I/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal [328062]

1005258_EN_01

PILZ | 29/49




Configuration of the PSS u2 failsafe system

8.2.4 Setting up the PROFIsafe addresses of the head module submodules

Basic information of PROFIsafe addresses
- Each F-Address may only be used once on a PROFINET system with PROFlsafe.
The values of the F-Addresses of a submodules do not have to be consecutive.
e Permitted Software F-Addresses are in the range: 1 ... 65,534.
These values are positive integers.
- The settings for the PROFIsafe addresses must be set in the following two places, otherwise
fault-free operation is not possible:
a. in the TIA tool under the properties of the 'PROFIsafe’ submodule(s) of the PSS u2 head
module (Figure 42 [LJ 30])
and
b. in the 'PASconfig’ tool, which are transferred from the TIA via the TCl interface
(Figure 50: PASconfig — Function “Download Project F-Address” (Part 1, Start) [EJ 35]).

— The default F-addresses of the PSS u2 head modules when delivered:
e Submodul 0: 1

- Should changed values of the F-Addresses are to be accepted; a reset must always be executed.
This is done automatically in the tool ‘PASconfig’ when the software addresses are changed.
The reset button can be pressed (restart by warm reset).

The PROFIsafe addresses ('F_Dest_Add') for the submodules of the head module must always be set
in TIA.

The following PROFIsafe addresses are specified for this application:
- (subslot 2) ‘Profisafe EF 8DI": 5
- Submodule 1 (subslot 3) ‘Profisafe EF 8DO 0.5A": 6
- Submodule 2 (subslot 4) ‘Profisafe EF 8DI_1" 7
- Submodule 3 (subslot 5) ‘Profisafe EF 8DO 0.5A_1": 8

Note:
The first F-Address (here: 5) for is also required for establishing the connection
between the PASconfig PC and the PSS u2 I/O system.

The two PROFIsafe addresses ('F_Dest_Add’) for the head module in the TIA tool must be set always.
To do this, select the properties of the PROFIsafe submodules in the ‘Device view' of ‘PSSuniversal’
one after the other (see Figure 38[[Ldl 28]) and
set the value for 'F-destination address’ under the section 'PROFlsafe”:

|§. Properties ||"_i.LI|1f0 y"ﬂ Diagnostics

J General || 10 tags || System constants || Texts |
* General [
Catalog information PROFlsafe
PROFlIzafe
1D addresses F_SIL: |SIL3 |V|

F_CRC_Length: |4-Byte-CRC |~

F_Block_ID: |0

F_Par_VWersion: |1

|
|
F_Source_Add: |1 |

F_Dest_Add: |5| |

Figure 42: TIA — PROFIsafe-Groups » Setting up of PROFIsafe addresses 'F_Dest Add’

The F addresses must also be transferred to the ‘PASconfig’ tool (using TCI from the TIA project).
see online help of 'PASconfig' under the section:
» ‘Working with systems’ » ‘Profinet’ » ‘Change the F-Address’
- see Chapter 8.3.1 Configure of PSS u2 system [[LJ 33ff]
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8.2.5 Assign the device name to the PSS u2 system

For the used PROFINET system, a device name must be assigned to the PSSuniversal 2 Remote 1/O
system (IO device) so that the 10 controller of the F-CPU can communicate with it.
For further details, see the TIA online help, chapter “Addressing PROFINET devices".

Now you can begin assigning the device name.
Select the device 'PSSuniversal' under "Devices and networks” (see Figure 31 [ 26]).
Right-click on the device icon and select the function ‘Assign device name ...":

Change device
Write |0-Device name to Micro Memory Card
Start device tool...

M cut Ctrl+X
2| Copy Ctrl+C
:'g Paste Ctrl+y
% Delete Del

& Go to topology view
iy Go to network view

Compile ]
Download to device ]
& Goonline Ctrl+k
&N Go offline Ctrl+hd
4] Online & diagnostics Ctrl+D

HAHE - -
[Ld AS5IgN device name

Update and display forced operands k‘

Figure 43: TIA — Assign device name » Select function (Part 1, Start)

The PSS u2 system, that is to be named, can be uniquely identified by MAC address and IP
address. The “Devices MAC address” is lasered on the front of the head module above the DIP
switches to the right of the serial number (see left picture in Figure 44).

For the unique device identification, the displayed device can be selected and the 'LED flashing’
function can be activated.

- Activated: LEDs ‘RUN' and ‘DIAG’ flash green in the same mode

- Deactivated: LEDs 'RUN' and '‘DIAG’ displayed the current system status

1 =

Flash LED

Figure 44: TIA — Assign device name » MAC / Function “Flash LED" (Part 2, Identification)
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The selected PSS u2 system must be marked in the table and you click on the button "Assign

name’:
Assign PROFINET device name. X
Configured PROFINET device
FROFINET device name: | no name [+]
A Device fype: | PS5 u2 PO FiS PN2 W1.0.x |

Online access

Type of the PGIPC interface: |LPN|‘|E |v|
PGIPC interface: |kl Intel (R} PRO/1 000 MT Deskeap Adapter [~] @&
Device filter

[ Only show devices of the same type
[:] Only show devices with bad parameter settings

[:] Only show devices without names

Accessible devices in the network:

IP address MAC address Device PROFIMET device name Status
0.0.0.0 00-02-48-48-55-F7 PSSuniversal — 1. No device name assigned
Flash LED
[<] m I[2]
Update list | | Assign name |

Cnline status information:

0 Search completed. 1 of 1 devices were found.

<] ] [>]

Figure 45: TIA — Assign device name » Select function (Part 3, Assignment)

At the end, the ‘Online status information’ is used to indicate whether the operation was
successful:

Accessible devices in the network:

IP address  MAC address Device PROFINET device name Status
0.0.0.0 00-02-48-48-55F7 PSSuniversal pssuniversal @ ok

Cnline status information:

(] ] Search completed. 1 of 1 devices were found.
&  The PROFINETdevice name "pssuniversal®'was successfullyassigned to MAC address "00-02-48-48-55F7",

Close

Figure 46: TIA — Assign device name » Select function (Part 4, Finalization)

You can close the window now.
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8.3 PASconfig — Device configuration of PSS u2 system

8.3.1 Configure of PSS u2 system

The basic configuration is already available; the data is generated automatically by means of the
previously made settings in the TIA.
- see Chapter 8.2 TIA — Device configuration of PSS u2 system [LL 24ff]

The advanced setting of the functions of the electronic modules takes place in PASconfig.
This requires an online connection between the PASconfig PC and the PSS u2 system.
- see Figure 13: Application — Wiring of Ethernet connections (schematic) [E 19]

This can be used to perform various online actions, for example:

- Firmware update,

- download of FS/ST configuration data,
— upload system data and
- display of error stack

8.3.2  Start of PASconfig via TIA device configuration

Open the function "Devices & networks” in “Project tree”.
Switch to “Device view"” and select the device ‘PSSuniversal'.

Right-click on the device icon and select the function ‘Start device tool

‘Configuration”:

T

| BEER

o nge W L

Write |0-Device name to Micro Memory Card
Start device tool_..

Start device tool

- PASconfig

Properties
FS 1IQ Mapping

Select tool or access point

Configuration of the P55u systems

|I Start Q"] | Cancel

- |
Figure 47: PASconfig — Start device tool from TIA (Access point “Configuration”)

Note:

The 'PASconfig’ tool opens with the “User interface language” set in the TIA.

In version 5.0.0, only the two languages ‘German’ and ‘English” are supported.

... using the access point
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Now, for the first time, an attempt is made via the ‘PASconfig’ tool to establish an online
connection to the configured PSS u2 head module:

Progress Information

Attermnpting to retrieve hardware safety address for Unit pssuniversal,

Figure 48: PASconfig — Status message ‘Read F-Address for Ethernet connection’

Then, because of the IP address 0.0.0.0 still present on the head module, the following reaction
occurs, as no online connection can be established between the PASconfig PC and the PSS u2
system:

o F-Address mismatch X

Please check the connection. Mo connection can be established to the following
systems:

pssuniversal

Figure 49: PASconfig — Error message ‘No connection established’

Therefore, the PSS u2 head module must be assigned an IP address first, so that ‘PASconfig’ can
establish an online connection to this system.

One possibility is to save, compile and download the TIA project to the F-CPU.

- see Chapter 8.4 TIA — Download the configuration to S7 F-CPU [ 40].

After it restarts, the configured IP addresses are set in the PROFINET network:

- see Figure 32 TIA — Properties of PSS u2-PROFINET interface [X1] to PLC [ 26].

Notes:
Make sure that the IP address of the PASconfig-PC is in the same subnetwork as the IP address of
the PSS u2 system.
For PROFINET networks, the free Siemens tool PRONETA Basic can be used to perform many
analysis and configuration tasks.
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8.3.3

Setting up the PROFIsafe address of the PSS u2 head module

After assigning the IP address to the PSS u2 head module, when the TCI function “Configuration”
(Figure 47 [ 33]) is called up again, the F-Address of the first PROFIsafe submodule configured in
the I/O system is checked first. If this is different from the F-Address configured in the TIA project, an

automatic process is carried out at the PASconfig tool.

Start with Function "Download Project F-Address":

-+ F-Address mizmatch x

The Ethernet connection F-address [1] and the Project F-address [3] do not match for
l % thesystemn [pssuniversal]. Download to assign the F-address of the project to the
system.

Do you want to download the project F-Address and all e-module F-Addresses to the
connected system?

Mote: If you cancel now you can download the F-Address later in:

Systern » Set F-Address

E Download Project F-Ad dressi Cancel

Figure 50: PASconfig — Function “Download Project F-Address” (Part 1, Start)

After this, the PSS u2 system must be restarted to accept the values:

./.._

b

e

A

Changing the F-address...

o PASconfig

./.._..\.
|
oy

The system must now be restarted for the changes to take effect.

Figure 51: PASconfig — Function “Set F-Addresses” (Part 2, Restart)

After restart, the changes will be displayed:

./.._..\.
|

L. 8 4

Restart system

Restarting the system...

o+ PASconfig

The system was successfully restarted.

Figure 52: PASconfig — Function “Set F-Addresses” (Part 3, Finalization)
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The 1/O system “PLC_1:pssuniversal” can now be modified in the '‘PASconfig' software:

"a- Project manager [ ek p
v = PLC1 1 2 3 4 5 5 7 3
v gt pssuniversal
L PSS U2 POF/S PNZ
§ 1-Pssu2EFaDI
- PS5 u2 EF 8D0 0.54
- PS5 u2 EF 8DI
- PS5 u2 EF 8D0 0.54
- PS5 u2 ES 2DID
- PS5 u2 ES 8DOD 0.54
- PS5 w2 ES 2DID
- PS5 L2 ES 8DOD 0.54

WO W W W W W W

- - ——

L= R R [ A P E I |

Figure 53: PASconfig — I/O system “PLC_1:pssuniversal”

The “Change head module” function in the 'PASconfig’ tool can be used to check the settings
transferred from the TIA:

o PASconfig
Project Edit View Systern Tools Help
HEalov/<pa X% aal
| E PLC_1:pssuniversal X
v = PLC_1 |
v g pssuniversal T
> o PS5 w2 Change head module

s 1-pss [‘g‘.] Save system as hardwaretempla@

B -~ nere

Figure 54: PASconfig — Head module » Function “Change head module” (Part 1, Start)
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The first window displays general data of the head module:

=" Change firmware version
Change firmware version for the system "pssuniversal®

Select a new firmware version for the system.

Head module Preview

Product range: PSS u2 &
PILZ .

Fieldbus: PROFIMET
od )
Producttyper | PSS u2 PO F/S PN2 a2
I & -J'-
Firmware version: | 1.0.0 et H L

Crder number, 328062 -

-

< Back Next > L\Jl Finish | Cancel

Figure 55: PASconfig — Head module » Function “Change head module” (Part 2, Version)

Press ‘Next' to enter the second window, where the data for the "connection" is displayed:

o Change firmware version O X

Connection

Enter connection details for the system.

IP address: 192 . 168 . 20 . 11

Port number: | 12080 |

F-addresz: | 5 |

< Back Mext = Cancel

Figure 56: PASconfig — Head module » Function “"Change head module” (Part 3, F-Address)

The changed configuration can still be transferred to the head module.
Normally, this is done at the end of the complete system configuration:
- Chapter 8.3.4 Download the configuration to PSS u2 system [L 38 f]
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8.3.4 Download the configuration to PSS u2 system
The configuration you just created must be saved.
(= | & % | of |

Save all editors (Ctrl+5Shift+5) |I

Figure 57: PASconfig — Save configuration » Save all editors

Then the function “Download configuration data” will be started:

® @ || 100% ~

Download configuration data

Progress Information

I
Figure 58: PASconfig — Download configuration » Reading the connected PSS u2 system (Part 1)

A password is required to transfer the FS configuration.
The default password is “pssu”.

It can be changed via the menu item ‘PSS u2 System’ » ‘Change FS password ...".

o Download the configuration data

=
Download the confiquration data to the system "pssuniversal® in project "PLC_1"
Action Status Details
F5 download Required F3 password required
5T download Required
Restart Required

FS password | snee

Configured and connected systern are identical. Do you still want to download?

Start download Close

1

Figure 59: PASconfig — Download configuration » Entering the password (Part 2)
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Now the download of the configuration data and the automatic restart is executed:

Action Status
F& download

5T download

Restart [ |

Success

Success

Details
Finished
Finished
Restarting...

Figure 60: PASconfig — Download configuration » Download data and restart system (Part 3)

The download window can now be closed:

o Download the configuration data

Download the configuration data to the system "pssuniversal® in project "FLC_1"

Action
F5 download
5T download
Restart

Status
Success
Success

Success

Details

Finished
Finished
Finished

FS password  eses

Configured and connected system are identical. Do you still want to download?

Start download

Figure 61: PASconfig — Download configuration » Close download window (Part 4)

The 'PASconfig’ tool can now be closed:

o PASconfig

Close all

Save

Parts list

Import
Export

C.

Exit

Project  Edit  View System  Tools Help

Close active editor

editars

Save all editors

Generate report

Project properties

Ctrl+W
Ctrl+Shift+W

Ctrl+5
Ctrl+5hift+5

Figure 62: PASconfig — Close tool
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8.4 TIA - Download the configuration to S7 F-CPU

After closing the 'PASconfig’ tool, the TIA project is saved first:

Project |Edit  View Insert Online Options
[3F New...
o[ % Open... Ctrl+0
Migrate project...
Close Cerl+w
Msavs ) Cilis|
SEVE 85... Curl+5 hift+5

Figure 63: TIA — Download configuration » Save project (Part 1, Start)

Now the F-CPU is selected in the project tree and the TIA project is compiled:

Project | Edit |‘ufiew Insert  Online  Optig
ER Open chject
K% Undo Crri+Z
(™ Redo Crrl+
M cut Ctrl+x
25| Copy Ctrl+C
_hi Paste Crrl+v
¥ _l| % Delete Del
Rename F2
Selectall Crrl+A
-
e Find and replace Cerl+F
=
Compile J Hardware and software (only changes)
General i)| Cross-references Compile
@Im| Show all messages |"|
! | Path Descripticn
O - rc
0 * Program blocks
lﬂ Mo block was compiled. All blocks are up-to-date.
LG Compiling completed (errors: 0; warnings: 0}

Figure 64: TIA — Download configuration » Compile project (Part 2)
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The TIA project is then loaded into the F-CPU:

Online | Options Tools Window Help
ﬁ Go online Crrl+K
& Extended go online...
&N Go offline Ctrl+M
Simulation b
Stop runtimelsimulation
14| Download to device k‘ Ctrl+L
Extended download to device .
Download to device Hardware and software {only changes)

Figure 65: TIA — Download configuration » Download project to device (Part 3)

The F-CPU can now be set to the operating mode "RUN".
Now there should be no error messages in the PSS u2 system diagnostics:

= Diagnostics . i
Diagnostic status

General
Diagnostic status Status
b PROFIMET interface
b Functions Module exists.
QK

Figure 66: TIA — Download configuration » Check Diagnostic status (Part 4, Finalization)

The error-free status of the two devices can be also recognized by their LEDs:
- The 'SO’ LED only lights up green when all configured FS submodules are plugged and active.
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Figure 67: PSS u2 — Diagnostic status with error-free configuration
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Figure 68: F-CPU — Diagnostic status with error-free configuration
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9 Helpful functions for commissioning and maintenance

9.1 Compare CRC for failsafe configuration data

The FS checksum for the PSS u2 system can be checked. If a project has been changed since the last
download, this can be determined with this comparison. For this purpose, the device project in the
offline project is compared with the one on the head module.

Note:
The values of the checksums in the figures in this chapter are only examples.

The CRC can be checked in two places:
1. Still directly in the tool 'PASconfig’ in the menu “PSS u2 system”:

= Compare system data

ﬁ Compare CRC %

o Compare F5 checksum of all systems X

Compare FS checksum of all systems

() Compare FS checksum of all systems

Compare F5 checksum of all systems

Systemn F5 checksum of the configured system (offline)  F5 checksum of the connected system (onling]  FS checksum of the system on the 5D o

i pssuniversal  79BGB6DB T9B686DE T9B686DE

£ >

Progress

Completed

Figure 69: PASconfig — Compare CRC (Example)
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2. or in TIA via function “Start device tool ..." using now the access point ‘Properties”:

Start device tool 'X

Select tool or access point

- PASconfig

Configuration

FS 1I0 Mapping

Properties of the PSSu project

r Start %J | Cancel

o PASconfig >

Show system properties

(i) Show system properties for the system pssuniversal

Mame: | pssuniversal |
IP address: | 192.168.20.11 |
Directory: | ChUsersvali- BT Documents"uf'u.utcrmatisierung\AN_PSS_uP__Pru-|
FS checksum: | 79B636DB |
IPar check sum: | 0x79B6286DB, 2042005211 |
Online F5 checksum: | T9B6360E | EComparE;

Figure 70: TIA — Compare CRC » Call access point ‘Properties’ (Example)
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9.2 Display of the failsafe 1/0 mapping

For orientation of the defined 1/0O addresses for the PSS u2 system, please see:

- Figure 38 TIA — Overview of the PROFlIsafe groups in the “Device view" (Part 3, Finalization)
[ 28]

- Figure 41 TIA — Overview of the electronic modules in the “Device view" (Part 3, Finalization)
[ 29]

The 1/0 addresses of the configured failsafe and standard modules can be read directly there.

The bit-by-bit representation of the process image of all electronic modules (FS and ST) for a system
with the head module PSS u2 PO F/S PN2 (328062) has now been integrated into the PASconfig tool:
Right-click on the device icon of a singly electronics module and
select the function “View process image for this module”:

o pssuniversal
_@2 P35 u2 POF/S PNZ
| 1-PSSu2EF2DI
i 2-P55u2 EFEDOD.SA

|| Save module as hardware template

Select firmware version for configuration ¥

Read current properties from hardware... .,

Reset configuration to defaults

View process image for this module h

Figure 71: PASconfig — Function “View process image for this module”

Here, the process image is generally displayed separately according to inputs and outputs:

o View process image O >

Process image information for the module PS5 u2 EF 8DO 0.5A on slot 2
(i) 5T and FS process image

Process image of inputs for module PSS u2 EF 800 0.5A Process image of outputs for module PS5 u2 EF 8D0 0.5A
Inputs  Sizein bits  Address [byte]  Address [bit] Data type Outputs  Sizein bits  Address [byte]  Address [bit]  Data type
Voo 1 0 0 BOOLEAN1 Qo0 1 0 0 BOOLEANT1
v 1 0 BOOLEAN1 oo 1 0 1 BOOLEAN1
Vo2 1 0 2 BOOLEAN1 ao2 1 0 2 BOOLEAM1
Vo3 1 0 3 BOOLEAN1 003 1 0 3 BOOLEAM1
viod 1 0 4 BOOLEAN1 004 1 0 4 BOOLEAM1
Vo3 1 0 5 BOOLEAN1 005 1 0 5 BOOLEAM1
V06 1 0 6 BOOLEAN1 0 06 1 0 & BOOLEAM1
Vo7 1 0 7 BOOLEAN1 oo7 1 0 7 BOOLEAN1

Figure 72: PASconfig — Function "View process image” (example ‘PSS u2 EF 8DO 0.5A°)

Application Note PSS u2 I/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal [328062]
1005258_EN_01 PILZ | 44/49



Helpful functions for commissioning and maintenance

9.3

Notes on the diagnostic display in TIA and PASconfig

The basic diagnostics for the PSS u2 system are displayed in the TIA tool. These two online
functions for diagnostic view can be accessed via the context menu of the F-CPU:

‘Go online”:

This will include the activation of the function in the project navigation, which shows the
operating status or diagnostic status of the online-connected devices with icons.

Edcoonine  n  crkk]

‘Online & diagnostics”:

This opens a system related window with information on the diagnostics and other online
functions. In the '‘Diagnostics’ folder, you can select the group ‘Diagnostic buffer’, in which the
‘Events’ are tabulated as a log file for the F-CPU and the modules assigned to it.

bA] COnline & diagnostics

Ctrl+D

5

The following figure (example) shows the online display of the TIA project with the diagnostic

symbols and the '‘Diagnostic

buffer' of the F-CPU:

Devices
1 = | onli [ ~
EHQO = _n ne ac_cess Diagnostics buffer E
~ Diagnostics =l
~ | ] AN_PSS_u2_Profinet_S7_TIA_Project (1 Samzel Events
B Add new device Diagnostic status
ﬁE’tl Devices & networks Diagr‘lo.stics buffer E Display CPU Time Stamps in PGIPC local time
~ [ PLC_1[CPU 1516F-3 PN/DP] i S zimeE NO. - Date .. Event
----- > x Memoary - =
[IY Device configuration Displa: 1 6i712.. System initiated session termination o
% Online & diagnostics 171 . HE B -+
: Safet),}:dmingistration b PROFINETinterface[x1] 2 6.?.2“- safety program: F-IO pa 55?.rated _-.
s —— b PROFINETinterface[x2] 3 6i712.. Safety program: FHO passivated v s,
¥ | Program blocks o ; 4 6/712... Safety program: FHO passivated [ iy
» [ Technology objects unctions 5 6712 Ssafety program: FO passivated =t
- | Al Assign IP address 1y progranm: B —
» L External source files o 6 6i712... 10 device failure - s
b La FLCtags o _ 7 6i712... Erroron partner - No neighbor coul... [ =2
[ » Firmware update
> F\M FLC data types ] Assign name 8 6i712... 10 device failure - 10 device not found [fJ =%
4 :\Qt '-‘\f'ﬁt_th and force tables Reset to factory setfings 9 6/712... 10 device failure - Connection status.. g ==
Figure 73: TIA — F-program » Online diagnostic display and ‘Diagnostic buffer’ of the F-CPU
The more detailed error stack of the PSS u2 system can be accessed in the PASconfig tool:
P55 u2 Systemn | Tools Window  Help
Change head module
Generate report r
Parts list r
Show error stack I}
Export error stack
Figure 74: PASconfig — PSS u2 » Display of Error stack
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94

9.4.1

9.4.2

Notes on using the MircoSD card and Reset button

Carrying out of a restart (warm reset) by means of the Reset button

Procedure:
- Press the Reset button for less than 5 seconds.

After execution of a restart/reboot command, the current processing is aborted, and the device is re-
initialized. After a restart, the inputs will keep their current input values and substitute values are
used for the outputs until the connection to the controller has been re-established.

Device exchange using MicroSD card and Reset button

A MircoSD card is available as an optional accessory for the PSS u2 head module.
- see table in Chapter 2.1 Pilz products [EJ 8]

In the event of a device failure during operation, all relevant configuration data can be transferred
very quickly to a second device using the removable data medium, without the need for software or
an online connection (Device exchange scenario).

Prerequisites:
— On the first PSS u2 head, a MicroSD card must have been plugged in before commissioning.
- The removable data medium must not be empty or defective.
e After commissioning, you can use PASconfig to check the FS checksum of the system on the
microSD card; this must match the FS checksum of the configured system.
» see Chapter 9.1 Compare CRC for failsafe configuration data [Ed 42]
Important: To ensure that final data is stored on the disk, do not remove the microSD card
until the check is complete.
— The device project on the removable data medium must match the product type.

Procedure:

- Press the Reset button for more than 5 seconds. The SD LED flashes yellow.

— Release the Reset button and press and release it again within 10 seconds.

- The device project is transferred from the removable storage card to the device.

If the required files are not available on the removable storage card, the device exchange scenario is
not performed, and an entry is written to the error stack.

NOTICE

If the previously described procedure is executed with the Reset button and
no removable storage card is plugged in, an Original Reset is performed.

Effects of the Original Reset:

- ST and FS configuration data is deleted.
Profinet Factory Reset is executed

Error stack is not deleted

The fieldbus device is automatically restarted.
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