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Exclusion of liability 

We have taken great care in compiling our application note. It contains information about our 
company and our products. All statements are made in accordance with the current status of 
technology and to the best of our know-ledge and belief. 
However, we cannot accept liability for the accuracy and entirety of the information provided, 
except in the case of gross negligence. In particular it should be noted that statements do not 
have the legal quality of assurances or assured properties. 
We are grateful for any feedback on the contents. 
 
 
September 2012 
 
 
All rights to this publication are reserved by Pilz GmbH & Co. KG. We reserve the right to 
amend specifications without prior notice. Copies may be made for the user’s internal purposes. 
The names of products, goods and technologies used in this manual are trademarks of the 
respective companies. 
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Support 

Technical help round the clock! 
Technical support is available from Pilz round the clock. 
This service is provided free of charge beyond standard business hours. 
 

Americas 
� Brazil 

+55 11 8245-8267 
� Mexico 

+52 55 5572 1300 
� USA (toll free) 

+1 877-PILZUSA (745-9872) 
 

Asia 
� China 

+86 21 62494658-216 
� Japan 

+81 45 471-2281 
� Korea 

+82 2 2263 9540 
 

Australia 
� Australia 

+61 3 95446300 
 

Europe 
� Austria 

+43 1 7986263-0 
� Belgium, Luxembourg 

+32 9 3217575 
� England 

+44 1536 462203 
� France 

+33 3 88104000 
� Germany 

+49 711 3409-444 
� Ireland 

+353 21 4804983 
� Italy 

+39 031 789511 
� Scandinavia 

+45 74436332 
� Spain 

+34 938497433 
� Switzerland 

+41 62 88979-30 
� The Netherlands 

+31 347 320477 
� Turkey 

+90 216 5775552 
 

 

You can reach our international hotline on: 
 

+49 711 3409-444   or   mailto:support@pilz.com 

Pilz GmbH & Co. KG 
Safe Automation 
Felix-Wankel-Straße 2 
73760 Ostfildern, Germany 
 

Telephone: +49 711 3409-0 
Telefax:      +49 711 3409-133 
E-Mail:        pilz.gmbh@pilz.de 
Internet:      www.pilz.com 

 

mailto:support@pilz.com
mailto:pilz.gmbh@pilz.de
http://www.pilz.com/
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1. Useful documentation 

Reading the documentation listed below is necessary for understanding this application note. 
The availability of the indicated tools and safe handling are also presupposed with the user. 

1.1. Documentation from Pilz GmbH & Co. KG 

No. Description Item No. 

1 Pilz international homepage, download section www.pilz.com 

2 Operating Manual PSSu H PLC1 FS SN SD 21939-EN-xx 

3 System Description Programmable safety and control system PSS 4000 1001467-EN-xx 

4  Safety Manual Programmable safety and control system PSS 4000  1001 1001468-EN-xx 

5 PAS4000 online help  

6   

1.2. Documentation from other sources of information 

No. Description Item No. 

1 SIMATIC portal “Automation Systems” (international)  

Internet-Link to "www.automation.siemens.com" 

 

2 SIMATIC portal “Siemens Industry Online Support” 

Internet Link: FAQ and Example for UDP communication with S7-CPU 

 

 
  

http://www.pilz.com/
http://www.automation.siemens.com/mcms/topics/en/simatic/Pages/Default.aspx
http://support.automation.siemens.com/WW/llisapi.dll/22866139?func=ll&objId=22866139&objAction=csView&nodeid0=33516848&lang=en&siteid=cseus&aktprim=0&extranet=standard&viewreg=WW&load=content&subtype=133000
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2. Preface 

This document provide a Step by Step example how to communicate between Siemens S7-300 
and PSS4000 with UDP connection . 
The document is not intended as a technical documentation for general use of SIMATIC 
Manager Step 7. It may not  be distributed to customers without a special note to its scope. 
 
Notice: You need for this application a sample project from “Siemens Industry Online Support”: 
� Step7 – provided Project “openUDP” 
� complete title of part of FAQ with ID 22866139 (2012-07-23): 

“S7-300 CPU 31x -- Configuring and programming communication -- Using communication 
blocks” 
- How do you program the communication blocks FB67 "TUSEND", FB68 "TURCV", FB65 

"TCON" and FB66 "TDISCON" in order to use the UDP protocol for data exchange by 
means of the integrated PROFINET interface of a CPU? 

� Link: Siemens Industry Online Support; FAQ and Example UDP communication with S7-CPU 
� In the lower part of this webpage you find the STEP 7 project as download. 

 

Fig. 1: Siemens Industry Online Support – Download STEP 7 project “openUDP” 

  

http://support.automation.siemens.com/WW/llisapi.dll/22866139?func=ll&objId=22866139&objAction=csView&nodeid0=33516848&lang=en&siteid=cseus&aktprim=0&extranet=standard&viewreg=WW&load=content&subtype=133000
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3. Configuration 

3.1. List of used hardware 

� Siemens Hardware 
This application Note has been tested with the following Hardware: 
- CPU 317-2FK13-0AB0 V2.6.7 

 
� Pilz Hardware 

This Application Note has been tested with the following Hardware: 
- PSSu H PLC1 FS SN SD (312070) 
- Firmware: 1.6.0 
- HW: 2 

 

Fig. 2: PAS4000 – Hardware Configuration PSS4000 

3.2. List of supported Pilz hardware 

� PSS 4000 head modules 
- PSSu H PLC1 FS SN SD  312070 
- PSSu H PLC1 FS SN SD-T  314070 
- PSSu H PLC1 FS SN SD-R  315070 
- PSSu H PLC1 FS DP SN SD  312071 
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3.3. List of used software 

This Application Note has been tested with the following software: 
� PAS4000: Version 1.6.0 
� Siemens Simatic STEP7, Version 5.4 

3.4. List of used IP addresses 

The following IP addresses has been used in the example project: 
� Computer: 172.016.209.011 
� PSS 4000: 172.016.209.055 
� Simatic S7 PLC: 172.016.209.092 
 
Notice: For more information about setting IP address open in software “PAS4000” Help 
function "Contents and Index" and choose "Hardware configuration". 
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4. Application Task 

Create a connection with UDP and  communicate between PSS4000 and Siemens S7-300. 
The initial S7-Hardware configuration is not implemented in this “Application Note”. One can get 
further details if one read the Siemens Simatic Step 7 manual. 
(e.g. http://www.automation.siemens.com/fea/html_76/down_module.htm).  

4.1. Steps before you can start 

� Set the IP address of your PC. 
In this example the IP address for the PC is 172.16.209.11. 

4.2. Steps for S7 

� Download of provided Project from Siemens Industry Online Support 
please see No. 2 of Ch. 1.2 Documentation from other sources of information, page 5 

� Start the example project “openUDP” in the SIMATIC Manager and follow the description of 
the sample program.  

4.3. Steps for PSS4000 

� Start PAS4000. 
� Click at “New” to create a new project. 

 

Fig. 3: PAS4000 – Create new project (1) 
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� Enter the project name and continue with “OK”. The new project will be created. 

 

Fig. 4: PAS4000 – Create new project (2) 

 

Fig. 5: PAS4000 – Create new project (3)  
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� Click at “Online Network Editor”. 

 

Fig. 6: PAS4000 – Open Online Network Editor 

� Click at “Scan Network”. 

 

Fig. 7: PAS4000 – Scan Network (1) 

 

Fig. 8: PAS4000 – Scan Network (2) 
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� Click with the right mouse button on your device and choose “Change Naming Data”. 

 

Fig. 9: PAS4000 – Change Naming Data (1) 

� Enter the IP address of the PSS4000 and the device name. 
In the example the IP address is “172.16.209.55” and the device name “PSS_PLC”. 

� Continue with “OK”. 

 

Fig. 10: PAS4000 – Change IP address and name 
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� Continue with “OK”. It can take some minutes to change the settings. 

 

Fig. 11: PAS4000 – Change Naming Data (1) 

� Scan the network again to display saved changes: 

 

Fig. 12: PAS4000 – Scan Network (3) 

 

Fig. 13: PAS4000 – Changed device IP address and name 
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Now you have to insert a new device in your PAS4000 project. 
� Click with right mouse button on “Hardware configuration” and 
� choose “New” and click on “Device”. 

 

Fig. 14: PAS4000 – Create new device 

� Choose the “Filter” and “Product type”. 
The Pilz hardware used in this example is described in Ch. 3.1, page 7. 

 

Fig. 15: PAS4000 – Filter setting 
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� Choose “PSSu PLC” as filter and “PSSu H PLC1 FS SN SD” as product type. 

 

Fig. 16: PAS4000 – Product type setting 

� The firmware version used in this example is “1.6”. 
Continue with “Next”. 

 

Fig. 17: PAS4000 – Add New Device 
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� Enter the IP address and the device name of the PSS4000. In this example: 
- the IP address of the PSS 4000 is “172.16.209.55” and 
- the device name is “PSS_PLC”. 

� Continue with “Finish”. The new head module will be generated. 

 

Fig. 18: PAS4000 – Finish device setting 

Continue with the setup of IP connections. 
� Double-Click at “IP connections”. 

 

Fig. 19: PAS4000 – IP connections 
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� Click on “New Raw UDP Connection”. 

 

Fig. 20: PAS4000 – New Raw UDP Connection 

� At first you must set the “Local port number”, the “Remote IP address” and the “Remote Port 
Number” like you can see in the green box (Step 1). 

� Thereafter expand lower section “Transmitter/receiver” (Step 2). 
� Set the data length for “Send” and “Receive” on “50” (Step 3+4). 

 

Fig. 21: PAS4000 – Network and Data settings 
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� “Save all Editors”. 

 

Fig. 22: PAS4000 – Save all Editors (1) 

� Create a new “POU”: 
- Click with right mouse button on “IEC 61131 Programming”. 
- Click at “New” and choose “POU”. 

 

Fig. 23: PAS4000 – Create new POU 

  



14 pt 

28 pt 

42 pt 

56 pt 

70 pt 

84 pt 

98 pt 

112 pt 

126 pt 

140 pt 

154 pt 

168 pt 

182 pt 

196 pt 

210 pt 

224 pt 

238 pt 

252 pt 

266 pt 

280 pt 

294 pt 

308 pt 

322 pt 

336 pt 

350 pt 

364 pt 

378 pt 

392 pt 

406 pt 

420 pt 

434 pt 

448 pt 

462 pt 

476 pt 

490 pt 

504 pt 

518 pt 

532 pt 

546 pt 

560 pt 

574 pt 

588 pt 

602 pt 

616 pt 

630 pt 

644 pt 

658 pt 

672 pt 

686 pt 

700 pt 

714 pt 

728 pt 

742 pt 

756 pt 

770 pt 

784 pt 

798 pt 

812 pt 

826 pt 

Application Note – No. 1002677_EN_01 

PSS 4000 ETH UDP communication with SIMATIC PLCs 

Pilz GmbH & Co. KG, Felix-Wankel-Straße 2, 73760 Ostfildern, Germany 19/27 
Telephone: +49 711 3409-0, Telefax: +49 711 3409-133, E-Mail: pilz.gmbh@pilz.de 

� Choose a name. In this example the Name is “POU_1”. Set the Programming language to “IL: 
Instruction List” and the Type to “Program”. Continue with “OK”. 

 

Fig. 24: PAS4000 – Settings of new POU 

� Enter the program code for POU_1 as shown in the following figure: 

 

Fig. 25: PAS4000 – Program code for POU 

Note: This program code is only an example. 
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� “Save all Editors”. 

 

Fig. 26: PAS4000 – Save all Editors (2) 

� Assign the program resource to the PLC head module 
Drag “POU_1 [PRG]” and drop it to the “PSS_PLC” hardware. 

 

Fig. 27: PAS4000 – Assign POU to PSS 4000 PLC 
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Now you have to set the I/O mappings. 
� Double-Click at “I/O mappings” 

 

Fig. 28: PAS4000 – Start I/O mapping 

� Set filter to “PI variables < - > IP connections”. 

 

Fig. 29: PAS4000 – Set Filter of I/O mappings 

  



14 pt 

28 pt 

42 pt 

56 pt 

70 pt 

84 pt 

98 pt 

112 pt 

126 pt 

140 pt 

154 pt 

168 pt 

182 pt 

196 pt 

210 pt 

224 pt 

238 pt 

252 pt 

266 pt 

280 pt 

294 pt 

308 pt 

322 pt 

336 pt 

350 pt 

364 pt 

378 pt 

392 pt 

406 pt 

420 pt 

434 pt 

448 pt 

462 pt 

476 pt 

490 pt 

504 pt 

518 pt 

532 pt 

546 pt 

560 pt 

574 pt 

588 pt 

602 pt 

616 pt 

630 pt 

644 pt 

658 pt 

672 pt 

686 pt 

700 pt 

714 pt 

728 pt 

742 pt 

756 pt 

770 pt 

784 pt 

798 pt 

812 pt 

826 pt 

Application Note – No. 1002677_EN_01 

PSS 4000 ETH UDP communication with SIMATIC PLCs 

Pilz GmbH & Co. KG, Felix-Wankel-Straße 2, 73760 Ostfildern, Germany 22/27 
Telephone: +49 711 3409-0, Telefax: +49 711 3409-133, E-Mail: pilz.gmbh@pilz.de 

� Assign the I/Os of PI variables to data of IP connection. Set ... 
- “input_array: ARRAY [0..49] OF BYTE” to “RawUDP_0_Receive: ARRAY [0..49] OF BYTE” 

  and 
- “output_array: ARRAY [0..49] OF BYTE” to “RawUDP_0_Send: ARRAY [0..49] OF BYTE”. 

 

Fig. 30: PAS4000 – Assign I/Os of PI variables to data of IP connection 

Notice: After I/O Assignment the “POUs” and “RawUPDs” have to change colour to green or 
red. 

 

Fig. 31: PAS4000 – Result of correct I/O Assignment, Part A 
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Fig. 32: PAS4000 – Result of correct Assignment, Part B 

� “Build Changes”, check the result of Build process and start “Download Project”: 

 

Fig. 33: PAS4000 – Build Changes and Start Download Project to Pilz PLC 

� Check the “Device” and continue with “Start Download”. 

 

Fig. 34: PAS4000 – Check device and Start Download 
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Fig. 36: PAS4000 – Project download and Restart of Pilz PLC 

 

Fig. 37: PAS4000 – Close Project download 

If the download was successful, the UDP communication of Pilz PLC is ready. 
Now you can exchange data with the Simatic S7 PLC and PSS 4000 PLC over Ethernet UDP. 
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