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Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com. For a simple search, use our content document (1002400) or the direct search function
in the download area.

The Pilz newsletter is free of charge and keeps you up to date on all the latest issues and trends in
safe automation.

Exclusion of Liability

We have taken great care in compiling our application note. It contains information about our
company and our products. All statements are made in accordance with the current status of
technology and to the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, except in the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

September 2025

All rights to this publication are reserved by Pilz GmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the respective
companies. Please note the current information about the products, their licenses and registered
trademarks in the documents listed in Chapter 1 Useful documentation [ 5].

Industrial Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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https://www.pilz.com/
https://www.pilz.com/en-INT/search?SEARCHTERM=1002400
https://www.pilz.com/en-INT/search?
https://www.pilz.com/en-INT/company/news/newsletter
https://www.pilz.com/en-INT/products/industrial-security
https://www.pilz.com/en-INT/support/technical-support

Abbreviations

Abbreviations

Abbreviation / term | Description Source

AN Application Note www.pilz.com > AN content (1002400)

PNOZ Pilz E-STOP positive-guided www.pilz.com > PNOZ
(DE: Pilz NOT-AUS-Zwangsgefiihrt)

PSS Programmable control system www.pilz.com > PSS
(DE: Programmierbares Steuerungssystem)

PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2

POU Program Organisation Unit

NC Normally Closed

NO Normally Open

GSD General Station description file

SFB System function block

SCL Structured control language

Definition of Symbols

Information that is particularly important is identified as follows:

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material
damage, and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the software used, and its safe handling are also presupposed for the user.

1.1 Documentation from Pilz GmbH & Co. KG

No. | Description Item No. /Download

1 Pilz international homepage, download section www.pilz.com

2 PNOZmulti 2 Communication Interfaces www.pilz.com > Download 1002971
3 Operating Manual PNOZ m BO www.pilz.com > Download 1002660
4 Operating Manual PNOZ m ES Profinet www.pilz.com > Download 1003386

1.2 Documentation from other sources of information

No. | Description Item No. / Download

1 SIMATIC portal "Automation Systems” (international)
Internet-Link to "www.automation-siemens.com"”
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https://www.pilz.com/
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Configuration

2 Configuration

2.1 Pilz products

No. | Descriptions Order number | Version Number
1 PNOZ m BO 772100 1.2 1

2 PNOZ m ES Profinet 772138 1.0 1

3 PNOZmulti Configurator - 9.4.0 build6 |-

4

2.2 Third-party products

No. | Descriptions Order number | Version Number
1 Siemens SIMATIC S7-1518F-4 PN/DP - 1.6 1

2 Siemens TIA Portal - 13 Update 1 -

3

4

2.3 Profinet specific parameters

For a basic communication, the default parameters of the engineering tool are used. Only for the
addressing purpose we assign specific Profinet names to each device.

2.4 Device properties
No. | Descriptions Profinet Name | IP-Adress Subnet mask
1 Siemens SIMATIC S7-1518F-4 PN/DP 6es7 169.254.60.151 | 255.255.0.0
2 PNOZ m ES Profinet mes-dp-net 169.254.0.1 255.255.0.0
3
4
2.5 Topology
PNOZ m ES
S7-1318F-4 PN/DP Profinal PMOZ m BO
X1 X1
A2
Figure 1: Topology of Profinet
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Preface

3 Preface

This document provides a Step by Step example how to communicate between
Siemens S7-1500 and PNOZ multi 2 with Profinet connection.

Prepare PNOZ m B0 base module for Profinet communication (see Chapter 4.1)
Build up a simple Profinet connection in TIA Portal (see Chapter 4.2)

The initial S7-Hardware configuration is not part of this “Application Note".

In order to reproduce this application, the prerequisites must be met as described in Chapter 2
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Application Task

4 Application Task

4.1

Start PNOZmulti Configurator and create the hardware configuration

Prepare PNOZ m B0 base module for Profinet communication

& UntitledD® - PNOZmulti Configurator
Project Edit Tools ‘Windows Help
el alds |©Fi-@lnae

“47 Hardware Configuration 52 _[*] User Program

| [coms wssy |

| @

Modules [=] || Reposition Madule =
4 {7 Base Units RS 232) ¥ Drag/Drop module to new position between/at the end of existing modules
B Base Unit PNOZ mlp
ase Linit Mot Expandable PHOZ rmip
ase Linit Presses PNOZ m2p
ase Unit Burner Management PNOZ m3p
4 (") Base Units (Ethemet)
ase Linit PMOZ mip ETH
ase Uit Mot Expandable PNOZ mp ETH
ase Linit Presses PNOZ m2p ETH
B2 Base Linit Burner Management PNOZ m3p ETH
4 . Base Units (Mini)
£ Base Unit Mini PNOZ mrlp
T Base Linit Mini PNOZ mmDp-T
£ Base Unit Mini PNOZ mm0.1p
£ Base Unit Mini PNOZ mrm0.2p
4 1 Base Units (PNOZmulti 2) | _
T Base Unit PNOZ m B0 |k
Module Description =
p ed Hardware
L Madlule Mame Version  Equipment Identifier Location Description
PNOZ m BO
Product number:
772100
] [ 3
Type: PNOZ m B0 -
. . n . n
Figure 2: Drag and drop the "Base Unit PNOZ m B0O" to the workspace
£ UntitledD* - PHOZmulti Configurator =% EoR ==
Project Edit Tools Windows Help
Medl &l |88 -|©m-al @ @ |[cor s | | @
“47 Hardware Configuration 52 _[*] User Program
Modules [=] || Reposition Madule =
I Base Unit Presses PNOZ m2p ETH -

[ Base Unit Bumer Management PNOZ m3p ETH
4 > Base Units (Mini)

§ Base Unit Mini PNOZ mmip

T Base Unit Mini PHOZ mmip-T

£ Base Unit Mini PNOZ mmi.lp

£ Base Unit Mini PNOZ mmi.2p
4 > Base Units (PNOZrmulti 2)

£ EBase Unit PNOZ m B0
a4 Wirtual /O Modules/Interfaces

[ Fieldbus module PNOZmulti 2
4 Input Modules

I Input Module PNOZ m EF 1601
4 Relay Output Modules

1 Relay Output Module PNOZ m EF 4D4DQ) El

(i

4 Semiconductor Output Modules
1 Semiconductar Qutput Module PNOZ m|EF 3014D:
‘ i
Module Description =]
“ | Configured Hardware

Pars

Tl |l L Maodule Hame

—_— £ 0 BaseUnitPNOZ m BO vl

PNOZ m B0 =

Wersion

W Drag/Drap rodule ta new position between/at the end of existing modules

Equiprnent Identifier

al

Lacatian Description

Figure 3: Drag and drop the "Fieldbus module PNOZmulti 2" left beside the base module
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Application Task

Create a user program for the base module. At least one security function must exist in the user

program.

| User Program
@| Project Manager | 2 70 List

@) PNOZ_rm_BO_Profinetrmpr
() User Pragram
[ (Page 1)

) (Page D 2

@ b
ﬁ Function Elements
=

T ‘O, E-5TOR
ﬂﬂm\ Safety Gate

]%] Light Curtain

s | [

Ta i

Figure 4: Example for a user program for the base module

& Untitledl - PHOZmulti Configurator

Edit Tools Windows Help

9 New

= Open..
Close

Save I}

Save As..

0 (E0

Impart
Export

I EE

Create and Print Reports

&

Change password level

| Write-Protect
Read-Protect

i

Project Properties...

Configure Project Ethemet Connection

Bt

Crl+h
Ctrl+0
Crl +4/

Ctrl+5

Ctrl+P

Alt+Fd

<[

&8 & || come Use)

[=1 | configured Hardaware

+ || P Cannot move this module,

You can extend/reduce the number of virtual I/0s by toggling the extended/reduced number in the table's 'O colurmn.

I Semiconductor Output Madule PNOZ m EF 8014DC =
r

[E=5Eo =)

=

Figure 5: Save the actual configuration

& Set Passwords
Lewel 1
Passusard: |
Confirmation:
Lewel 2
Password:
Confirmation:
Lewel 3
Password:

Confirmation:

=

[ 0] 4 ] [ LCancel

J{

Help ]

Figure 6: Define password for each security level

& Save As

Details

ExH

Mame:  PMOZ_m_E0_Profinet

Path:  CihUsers\cs-sat-labhPilz

Browwse

[ QK ] [ Cancel

]

Figure 7: Define the name of the project to save
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Application Task

Choose the USB connection which applies to the base module and go online.

& PNOZ_m_B0_Profinet.mpnoz - PMOZmulti Configurator
Project Edit View Tools PNOZmulti “¥indows Macro  Diagnostics  Help

e E & velaaane = 0f-a b e e "6
E®

[E=8 Eon =

| & & i

Figure 8: USB connection with base module

Download hardware configuration and user program to base module

& PMNOZ_rn_BO_Profinet.mpnoz - PROZmulti Configurator
Project Edit Wiew Tools PMOZmulti Windows Macro  Diagnostics Help

: | @ Download to Hardware...

| &| | | & e | @ F -~ | alalé @) comuss B[O m # 5|6 &7 1

Figure 9: Download to hardware

4.2 Build up a simple Profinet connection in TIA Portal

Install the GSD-file for the fieldbus module into TIA.

4 Siemens - PNOZ m ES Profinet

[IY Device configuration
9/ Online & diagnostics
@ Safety Administration

b g} Program blacks

» [ Technology objects

» g External source files

» [g PLCtags

» [l PLC data types

b [Z Watch and force tables =
24 Traces

» [l Device prowy data

5 Proararm info

Project  Edit  View Inset  Online  Options  Tools ‘Window Help Totally Integrated Automation
F (B ssveprajecs Sh M 3= [ Y Sewmings Goonline (¥ Goofline  Bo [N [ 2 ] [1] PORTAL
Support packages
Devices Topology view Network view Device view Options (SE]
pology P
e | Show reference text m T
HOQ 8 = Topology overview m| g
Global libraries » g
= 2| = pomimerconnecton ” v | Catalog ]
= | ] PNOZ m ES Profinet 4 Device J port Slot :
[T Gy = » S71S00/ETZ00MP-Station_1 Fiter &
iy Devices & networks o 184 BN = e
~ [l 657 [<PU 1518F<4 PR/DF] » m Controllers =
» [ e

» [l PC systems
v [ Drives & starters

» [ Network components
» [l Detecting & Monitoring

» [l Distributed 0o
» [ Field devices
» [ Other field devices

s1003 BUIUQ (=]

[ sxselkﬁﬁ

Figure 10: Start installing GSD-file
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Application Task

Source path:

| CATernpi2014-07-24

[ File

Content of imported path

Wersion

Language  Status

Info

[-]

.@ G3DML2. 3-MES-PROFINET-2... D6MDS/2014 16:47:00  English

Motyet installed  mES Interface Module

[ In=tall Irg Cancel |

Figure 11: Navigate to the directory where the GSD-file is stored’ and start installation

Add the "PNOZ m ES Profinet” device to the project

T4 Siemens - PNOZ m ES Profinet

Project  Edit  View Insert  Online

S 3 seveprojecr @ M 2

Options  Tools Window Help

PNOZ m ES Profinet » Devices & networks

X Ot { I MEE R F coonline o F coofiine o M 2 ]

Totally Integrated Automation
POR

TAL

Devices ‘E Topology view \Iﬁn Network view @ Device view ‘ Options (2]
" = m = T
EQO B @ 100w [ = Topology overview Oz
: 2
[2] & Fort interconnecrion] | ® ~ | Catalog 3
M E
PuozmeEs Profinet ¥ Device f part slo| __<SEEVDM> feiy | g
B Add new device & = ~ 571500/ET200MP-Statian_1 il =
es? = ilt=r by
[T QR CFU 1518F4 FI. ~ fes? 1 s S
< » [ Contrallers =
|5 WS TS E ~ PROFINET-Schnittstelle_1 SR
[IY Device configuration For_1 P —
9/ Online & diagnostics o 2 3 @ FC systems 0
S » [l Drives & starters )
Sefety Adminization ~ PROFINET-Schnittstelle_2 + [ Nemworc . g
» gl Program blocks ort 1 ’4\] etwork cormpanents E
IF - » [ Detecting & Manitating ®
> L4 Technology objects = FROFINET-Schnittstelle_3 + [ Distributed 1G z
» [l Extemal source files o1 [ Distributes g
» L3 PLCtags = » [ Field devices B
B i L © @B « [ Otherfield devices
> L PLC data types L ~ mes-profinet 0 e . =
» [ watch and force tables mes-profinet - - o 3 il Additional Ethernet devices _:1
% Traces PROZ m ES Prafi DP-HORM 8 e ~ (il PROFINET 10 z
K - I 3
» [ Device prowy data Mot assigned fort 3-pas » _nu Drives 5
EB§ Program info » ’4‘] Encoders | |
LA FLC alarms » m Gateway L1
& Textlists » a Genersl =
» [ Local modules '-Elrl\/O B
» [ Unassigned devices '4]:\\: GMbH & Co. KG g
» [5§ common dats - j:NOZmu\t\ 2 ||
» [5] Documentation settings ~ [l Head module
» [ig Languages & resources ~ [l FHOZ m ES Frofinet
» g Online access ~ » [ module
» [ Card Reader/USB memary » [ 1dent Systems
] » [ sensars
v Is
» [ FROFIBUS DP
[<] B [«] wm ] 3 —

Figure 12: Adding "PNOZ m ES Profinet" device from the hardware catalogue

! The GSD-file can be downloaded from the Pilz homepage
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Application Task

Add available modules to the "PNOZ m ES Profinet” device

m ES Profinet

Project Bt View  Inset  Gnohne

Teals

ptivas

S sevepeopes 3 X 15

“| = 1 PHOZ m ES Prafinet
W Add new device
gy Devices & nerworks
= [ 6es7 [CPU 1516F-4 PHDF]
[T Beice conbguration
R Online & disgnostics
& Salery Administratian
¥ g Frogram blocks
» [ Technalogy objects
» 56 Bxernal source Hes
» L Ficrags
» [ FLC deta types
b watch and force tables
55 Traces
+ [ Device praxy data
15y Program indo
2 FLC alams
] Tewr lists
+ [l Local rodles
» (3 Ursssigned devices
+ [ Comenan dam
b £ Dacumantation settmgs
» @ Langusges & resourcas
» [y Online scoess
» [ Card ReadenUse memarny

"

d | mesprofiner =l

2

< '

Tatally Intagrated Automation

RTAL
Hetwork view _]B;f Device view | | Options (=]
=} Device overviee d|E
= ¥P Module . hock] ¥ | Cotatog E
‘ » mnspretne: (] <Searche TR L
| Pombo 0 A Yritee }%
'-'| 4 input Bytes, Dits 0311 o » [l Finld deuicas ]
Ainpurc Syomyy Reey Pt 281 O 1 < [ orher feld devices
4 Input Bytat, Bice 4118 | L + [ Additional Ethemer devices (]
4 Input Bytes, Bits 961271 o - [ FROFINET IO G
4 Ouspur Byees, Birs 0311 [} + (3 Deives =
4 Cutput Bytes, Bats 32 63_1 0 » I3 Encoders 3
4 Output Bytes, Bas 64,951 0 » £l Gacrvey g
4 Dutput Bytes, Bits 96,127 L] + [ Geresal -]
E 1 Crugpat e, PO LED M [} «llvo L
b 2115 Quipit. PHOZ Table.. o = [ i Gt 8o, K6 T
r - [ PR muln 2 )
(WS + [l Head module )
- [ Module I
I 4 inpun Byres, i |
[ 2 impest Bytes, Bit =
I 4 et Bytes, bic ]
[ 4 nput Bytes, bic T
[ 2 cumpur Byzes,
Il + Sutput Bytes, =
4 cutput oyees,
I 4 Ouspur fyees,
W1 cuaput Byem,
4 W 2 ir- 15 Outpit. P
; ;]! g a » 'mdm:rl:mr-m . B

Figure 13: Adding modules to the "PNOZ m ES Profinet" device

Define PROFINET device name to use for the “PNOZ m ES Profinet” device

| 5 Propertivs

| General |10 ags

| System constants | Tests

Yy intn

| % Diagnostivs

- Genersl
catalog inferrmstion
- FROFINET interinee [x1]
Genersl
Ethermet addresses
= Ahmnend optians
Intesface options
Medin redundancy

Isochronous rmode

PROFINET

FNOFISET draice nnme 1

Corverned name:

Devics number [0

mesdpne Ly

Figure 14: Define PROFINET device name

() IF addeess 15 sex directly ot the dewicn.

nerate IROFINET device namé sutornatically

|~
| &
&
-4
E

Search online for accessible devices and assign name to the PNOZ m ES Profinet device

PNOZ m ES Profinet

Project Edit Wiew Insert | Online |Options Tools  Window  Help
3 [% [ save projest & o online Ctrl+K 5o online
— ¥ 5o offline Crlem
Sirnulation »
Devices .
Stop runtimelsimulation s
e s
OO M0 Doswenload o devies 4 &
Extznded download to device..
= ] FNOZ m ES Frofinet Download and reset PLC program
ﬁAdd hew device Download user program to Memary Card
E\E_.h Clevicealle LNCTEy G Upload frarm device (software)
v L Ges? [F:FU FTEF Upload device as new station (hardware and software)..
[IY pevice configurat Backup fram online device
% Online & diagnost . 5
@) Safety Administra HMI Device maintenance »
» I’ﬂ Prograr blocks Ilvh?
o .
¥ L Technology object I star cru Crrl+Shift+E
» External source fil m Stop CFU Ctrl+Shifte O
»+ [ PLCtags
= i Online & disgnostics Ctrl+D
¥ L PLC datatypes — 3 |
] Engatch and force tables
ﬁ Traces
] ﬂ Device prosy data b L}
Bak Frogram info
= G QD [ conaet [ intane | cucs I

Figure 15: Start searching for accessible devices
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Application Task

Type of the PGIPC interface:

FGIFC interface:

Accessible nodes of the selected interface:

Device Device type Type

|-|

ﬁ Realtek PCle GBE Family Contraller

[1®©

Address MAC address

Accessible device  PMOZ m ES Profinet 150

= CE-3E-47-00-00-85

| |Flash LED

Scan and information

Online status information:

6es? CPL 1518F4 PNIDP PRAIE

% Retrieving device information..

retrieval completed

DDispIay only problem reparts

Figure 16: List of found devices

169.254.60.151 28-53-30-0-02-E3

Shaow | | Cancel

PHOZ m ES Profinet

T Slemens -

Projest  Edit View Inset  Onhne

G e 8 W 1

Options Tools Wndow  Help

Totalky Integrated Automation

MR x

PORTAL

Sy HAMEEQR I oo

» L@ cags
» [ PLC data npes
¥ L Watch and force tables

o8 Traces
» [ Devier preny dnen
5§ Frogram indu
A LC alems

» (3 Unassigned devices
+ gl Comman dats
b L7 Doturmantation st
[ Languages & rasourcas
[ Online socess
T Orsplmgbude ntednees
» [] ust [s7use]

» ) 0OM [R5232f1 mult-master cable]

=3 |+ pisgrosscs

> Generl

= Functions
Assign I sddress
Assign nnme
Reset o factory setngs

Assign nams

Configured PROFINET device
FROFINET device name: | mesdpned

Type: (PN m S Frofinet

<

= | Reaitek Ple GBE Fomily Controsier
A7 Update scoesiible devicss
» [ ves7 o920 60151]
= [ Accessible device [C5-3E-AT-0000.85]
4 Online & dragnustics
» 1 Intei(R) Centrinadr) Advanced-N 6205
¥ ) Invel{f) 826791 M Gignbir Nerwoek Canne
b T VirtuslBox Host-Only Ethesmet sdapter
» T PC Adaprer [wer]

~HEAAE

-

Figure 17: Assign Profinet device name to accessible PNOZ m ES Profinet device

| Datails view

Ereewhibinre Teidneherer wn Netoarth

W adress WA address Iype

[ LED fashes

Assign neme I

YSE| Kn\l] sjoo dujug |

sapem i L
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Application

Task

Project tree

Devices

HOQ@

» [ PLC tags
» g PLC data types
» [52 Watch and force tables
24 Traces
» [l Device proxy data
E'i Fragrarm info
[A FLC alarms
] Text lists
» [l Local modules
» ﬁ_ug] Unassigned devices
» ﬁ Commaon data
» Eﬂ] Documentation settings
] P_@ Languages & resources
- n_m Online access
T Displayhide interfaces
» [ usB [s7UsB]
» [ COM [RS232/PFI multi-master cahle]
- Eﬂ Realtek PCle GBE Family Controller
ﬁgh? Update a = L\)
» [l 6257 [169.254.60.151]
- r:u Accessible device [C8-3E-A7-00-00-85]
% Online & diagnostics
¥ Eﬂ Intel{R) Centrina(R) Advanced-h 6205

» tﬂ VirtualBox Host-Only Ethernet Adapter
» [ PC Adaprer [MPI]

» Eﬂ Intel(R) §2579LM Gigabit Metwork Conne..

EZE

R i

Figure 18: Initiate updating list of accessible devices

Project tree

Devices

m «

HOO

» [ PLC tags
» g PLC data types

4 watch and force tables
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Figure 19: Updated list of accessible devices
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Application Task

Connect controller with the PNOZ m ES Profinet device in the network view
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Figure 20: Controller connected with Profinet device

Compile configuration and initiate download to the controller
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