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Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com. For a simple search, use our content document (1002400) or the direct search function
in the download area.

The Pilz newsletter is free of charge and keeps you up to date on all the latest issues and trends in
safe automation.

Exclusion of Liability

We have taken great care in compiling our application note. It contains information about our
company and our products. All statements are made in accordance with the current status of
technology and to the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, except in the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

February 2024

All rights to this publication are reserved by Pilz GmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the respective
companies. Please note the current information about the products, their licenses and registered
trademarks in the documents listed in Chapter 1 Useful documentation [ 5].

Industrial Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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https://www.pilz.com/en-INT/products/industrial-security
https://www.pilz.com/en-INT/support/technical-support

Abbreviations

Abbreviations

Abbreviation / term | Description Source

AN Application Note www.pilz.com > AN content (1002400)

PNOZ Pilz E-STOP positive-guided www.pilz.com > PNOZ
(DE: Pilz NOT-AUS-Zwangsgefiihrt)

PSS Programmable control system www.pilz.com > PSS
(DE: Programmierbares Steuerungssystem)

PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2

POU Program Organisation Unit

NC Normally Closed

NO Normally Open

Definition of Symbols

Information that is particularly important is identified as follows:

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material
damage, and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the software used, and its safe handling are also presupposed for the user.

1.1 Documentation from Pilz GmbH & Co. KG

No. | Description

Item No. /Download

Pilz international homepage, download section

www.pilz.com

PNOZmulti 2 Communication Interfaces

www.pilz.com > Download 1002971

Technical Catalogue PNOZmulti

www.pilz.com > Download 1001153

Operating Manual PNOZ m BO

www.pilz.com > Download 1002660

v iwin| =

Operating Manual PNOZ m ES Ethernet/IP

www.pilz.com > Download 1003387

1.2 Documentation from other sources of information

No. | Description

Item No. / Download

1 Allen-Bradley portal (international)
Internet-Link to "ab.rockwellautomation.com"

2 Product catalogue of Allen-Bradley ControlLogix System (PLC)
Internet-Link to product catalogue "ControlLogix System"
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https://www.pilz.com/
https://www.pilz.com/de-DE/search#currentPage=1&SEARCH=1002971&search_connector=and
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https://www.pilz.com/de-DE/search#currentPage=1&SEARCH=1002971&search_connector=and
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http://www.ab.com/en/epub/catalogs/12762/2181376/2416247/360807/ControlLogix-System.html

Configuration

2 Configuration
2.1 Used Hardware
2.1.1  Pilz products
No. | Descriptions Order number | Version Number
1 PNOZ m BO 772100 1.2 1
2 PNOZ m ES Ethernet/IP 772137 1.2 1
3
4
2.1.2  Third-party products
No. | Descriptions Order number | Version Number
1 CPU ControlLogix 1756-L71S - 23.12 1
2 Ethernet/IP Scanner 1756-EN2TR - 10.1 1
3
4
2.2  Used IP addresses
2.2.1  Pilz products
No. | Descriptions IP address
1 PNOZ m ES Ethernet/IP 192.168.1.131
2
2.2.2  Third-party products
No. | Descriptions IP address
1 Ethernet/IP Scanner 1756-EN2TR 192.168.1.10
2
Application Note PNOZ m ES Ethernet/IP with Allen Bradley ControlLogix PILZ | 6/39
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Configuration

2.3

2.3.1

Hardware configuration

Pilz products

499 Hardware Configuration T .| User Program |

Modules = Configured Hardware

Connection Modules
PMOZm EF MulkiLink
PMOZm EF PDPIPET Link,
0 Communication Modules
I Communication Module PNGZ m ES E'
I Communication Module PNGZ m ES R
Base Units (RS 232)
= Base Unit PHNOZ milp
[ Base Unit Mot Expandabls PNOZ mip
IZ Base Unit Presses PNOZ m2p
[Z Base Unit Burner Management PRNOZ
Base Units (Ethernet)
= Base Unit PNOZ mlp ETH
= Base Unit Mot Expandable PNOZ mip
I Base Unit Presses PNOZ m2p ETH
IZ= Base Unit Burner Management PNOZ
Base Units (Mini)
Ease Unit Mini PNOZ mmip
Base Unit Mini PNOZ mm0p-T
Base Unit Mini PRNOZ mmo, 1p
Ease Unit Mini PMNCZ mm0, 2p
se Units (PROZmult 2)
Base Unik PNOZ rn BO
Wirkual IO Maodules/Inkerfaces
[ Fieldbus module PNOZmult 2
; Input Modules
! Input Module PMOZ m EF 1601
Relay Qutput Madules
I Relay Qutput Module PNOZ m EF 400
Semiconductor Oukput Madules
I Semiconductor Qutput Module PHOZ

W W Cannot move Ehis module,

wen T wmy pen 0 ey

Configured Hardware

Maduls MName Wersion

-1 Fieldbus module PNOZmulti 2 1.0 az
1] Base Unit PNOZ m BO wl.2 al

B o

Equipment ...

Location ... I o
128 128
20 4

Figure 1: PNOZ multi Configurator — Hardware Configuration

2.3.2 Rockwell products

=B 1756 Backplane, 1756-47
- E{I [0] 1756-LT15 SpplicationMote
i [1] 1756-LTSP ApplicationMote:Parther

Figure 2: Studio 5000 — Hardware Configuration Allen-Bradley ControlLogix PLC
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Configuration

2.4 Used Software

2.4.1  Pilz products

No. | Descriptions IP address
1 PNOZmulti Configurator 9.6.0 Build 20
2 PNOZ_m_ES_EtherNetIP.eds -
3
4
2.4.2 Third-party products
No. | Descriptions IP address
1 Studio 5000 23.00
2 EDS Hardware Installation Tool -
3 BOOTP-DHCP Server 23.20
4
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Application Task

3 Application Task

Create a connection with EtherNet/IP to communicate between PNOZ m ES Ethernet/IP and Allen-
Bradley ControlLogix PLC.
The initial ControlLogix Hardware configuration is not implemented in this “Application Note". You
can get further details if you read the Allen-Bradley ControlLogix manuals, e.g.:
Allen-Bradley User Manual “EtherNet/IP Network Configuration”
Allen-Bradley Quick Start "Logix5000 Control Systems: Connect POINT I/O Modules Over an
EtherNet/IP”

In this application note is described how to
Import EDS file
Setting IP address on PNOZ m ES Ethernet/IP
Configure the PNOZ m ES Ethernet/IP module in Allen-Bradley ControlLogix PLC
Configure the PNOZmulti
Download user program to the PNOZmulti

3.1 Steps before you can start

3.1.1 Set IP address of your PC
In this example the IP address for the PC is 192.168.1.100

IP-Adresse; 192 165, 1 100
Subnetzmaske: 255 255,255, 0
Standardgateway:

Figure 3: PC — Set IP address
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Application Task

3.1.2 Import EDS file

|u

Start ,EDS Hardware Installation Too

. Rockwell Software
FactoryTalk Administration Console
&) Studio 5000
. BOOTR-DHCP Server
. FactoryTalk Activation
. FactoryTalk Gateway

m

. FactoryTalk Tools

. RiLinx

. Rslinz Tools

&9 EDS Hardware Installation Tool
, R5Logix 5000 Enterprise Series

, RELogix 5000 Toals

. Rslogix Emulate 5000

. RaMetior: T

J Utilities i

4 Zuriick

ProgramresDateizn durchsuchen O |

Figure 4: Start “EDS Hardware Installation Tool”

Click "Add”

Fockwell Autormation - Hardware Installation Tool

This tool allows you to change the hardware de
information currently installed on your compute

Launch the EDS ‘wizard and add zelected hardware description files
anly.

Launch the EDS “wizard and remove zelected hardware description
= files anly.

Figure 5: EDS Hardware Installation Tool
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Application Task

Select EDS file

F

Rockwell &utomation's EDS Wizard

Registration
Blectronic Data Sheet file(s) will be added to your system for use in Roclowell
Automation applications.

¥ Register a single file
" Register a directory of EDS files T Laok in subfalders

MNamed:
ChTemp'PMOZ_m_ES_EtherMetIP eds

* if there is an icon file (ico) with the same name as the file(s) you are registerng
then this image will be associated with the device.

To perform an installation test on the file(s), click Mext

Weter> | Abbrechen

b

Figure 6: EDS Hardware Installation Tool — Select the EDS file

F

Rockwell &utomation's EDS Wizard

EDS Fle Installation Test Results
This test evaluates each EDS file for emors inthe EDS file. This test does not
guarantee EDS file validity.

E--IEI Installation Test Results
e El cemppnoz_m_es_ethemetip eds

View file... I

< Zunick Abbrechen
Figure 7: EDS Hardware Installation Tool — Installing EDS file (1)
Application Note PNOZ m ES Ethernet/IP with Allen Bradley ControlLogix PILZ | 11/39
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Application Task

F

Rockwell &utomation's EDS Wizard

Change Graphic Image
You can change the graphic image that is associated with a device.

Product Types

M E@ Communications Adapter

- =
. il ey PNOZ m ES EtherNet/IP
Rt S|

< Zunick

b

Figure 8: EDS Hardware Installation Tool — Installing EDS file (2)

F

Rockwell &utomation's EDS Wizard

Rnal Task Summary
This iz a review of the task you want to complete.

™ ou would like to register the following device.

FNOZm ES EtherMet/IP

< Zurnick I Weiter » I

Abbrechen

b

Figure 9: EDS Hardware Installation Tool — Installing EDS file (3)
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Application Task

3.2 Setting IP address on PNOZ m ES Ethernet/IP

You can set the IP address via
DHCP
DIP Switch
Web-Server

3.2.1.1 Setting the IP address via BOOTP/DHCP Server

Select the device with the correct MAC Address, Add to Relation List.
Enter the desired IP Address.

] BOOTP/DHCP Server 2.3 = 8|

File Tools Help

Request Higton
Clear Higtary Add to Relation List
[hr:mir:zec] Type Ethernet &ddrezs [MAL) IF Address Hoztname
11:1415 DHCP  C8:3E:A700:01:4F
11:1368 DHCP N
11:1351 DHCP | New Entry 2]
11:13:47 DHCP E
11:13:45 DHCP
Ethernet Address [MAC]: |CB:3E:AT:UU:|]1 AF

IP Address: | 192 . 168 . 1 . 131]

R elation Lizt Hostname: |
New ‘ | Dezcription: |
Ethemet Address [(MAC) oK Cancel ‘
I
bas
Status Entries
Unable to service DHCP request from C8:3E:47:00:01:4F. 0 of 256

Figure 10: BOOTP/DHCP Server — Enter the desired IP Address
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Application Task

IP Address is set to 192.168.1.131

5 BOOTR/DHCP Server 2.3

Eile Tools Help

— Request Histom

Clear Higtary | Add to Relation List

[hr:min:zec) | Type | Ethemet Address [MALC) | IP Address | Hosgthame
C C8 J:01:4F 192.168.1.131
11:14:47 DHCP CE3EAT00:01:4F
11:14:15 DHCP  CE3E:AT00:01:4F
111359 DHCP CE3E:AT00:01:4F
111351 DHCP CE3EAT00:01:4F
11:13:47 DHCP  CEB:3E:AT:00:01:4F
11:13:45 DHCP CE3EAT00:01:4F
— Relation List

New | Delete || Enable BOOTF | Enable DHEF || Disable BOOTF/DHCF |

Ethernet Address [MAC) | Type | IP Address | Hastname | Description
CE:3E:AF00:01:4F DHCP 192162113
— Status Entries—
Sent 192.168.1.131 to Ethernet address C8: 3E:A7.00:01:4F |71 of 256

Figure 11: BOOTP/DHCP Server — IP Address is set to 192.168.1.131
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Application Task

Disable the BOOTP/DHCP in the Module.

] BOOTP/DHCP Server 2.3 =] -

File Tools Help

— Request Histary
Clear Histom | Add to Relation List

[hr:min:zec) | Type | Ethemet Address [MAL) | IP Address | Hosgtname
g:m:nm DHCP C8cEAFOLOLFE 192168113

g:m:M DHCP  C8cEAFOLO0FE

B:00:359 DHCP  C83E:AFOLO0FS

8:00:23 DHCP  C8cEAFOLOLFS

8:00:15 DHCP  C8cEAFOLOLFE

B:00:11 DHCP  C83E:AFOLO0FS

g:00:10 DHCP C8cEAFOLOLFE

— Felation List

New | Delete | Enable BOOTP | Enable DHCP | Disable BORTP/DHCF || (21

| Ethernet Address [MALC] | Tupe | P Address | Force selected device to retain configuration in memory
: f: DHCP  192168.1.131

— Status Entries ——
Sent 192.168.1.131 to Ethemet address C2:3E:47:00:00:F2 |71 of 256

Figure 12: BOOTP/DHCP Server — Disable BOOTP/DHCP
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Application Task

3.2.1.2 Setting the IP address via DIP Switch

DIP Switch Description
Adress DHCP on

1l ] 128
2l | o4
sl || =
sl | s
sl || 8
ol || 4
4 I
sl | 1

ON OFF

Adress IP address is 192.168.1.20

1 1 |128
o M| e
3L M
Jl |16
s M| s
ol || 4
7 M2
s M 1

ON OFF

Adress Configuration via Web-Server

1 B 128
2 M 64
3 M| 2
ARG
s M| 8
I
7 M2
s M| 1

ON OFF

Figure 13: Setting IP address via DIP Switch

More information how to set the IP address you can find in the User Manual.
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Application Task

3.2.1.3 Setting the IP address via Web-Server

Enter the IP Address of the PNOZ m ES Ethernet/IP Module

.-";

s

PMOZ m ES EtherMet/IP = .'-. =+

192.168.1.131

PNOZ m ES EtherNet/IP

Jzername:

Pazsword:

| Laogin

Figure 14: Web-Server: Login Screen
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Application Task

Lo
PNOZ m ES EtherNet/IP g
Out
Input Byte 00 0 OutputByte 00 |0 LED Status [Oxb0 176
InputByte 01 0 Output Byte 01 1{] Tabelle 0 0
InputByte 02 0 Send OutputByte 02 |0 Segment 0 255
Input Byte 03 0 OutputByte 03 |0 Data 0D 0
Input Byte 04 0 Output Byte 04 |0 Data D1 0
Input Byte 05 0 OutputByte 05 |0 Data 02 0
InputByte 06 0 Output Byte 06 1{] Data D3 0
Input Byte 07 0 OutputByte 07 |0 Data 04 0
Input Byte 05 0 OutputByte 03 |0 Data 05 0
Input Byte 09 0 Output Byte 09 |0 Data 05 0
Input Byte 10 0 OutputByte 10 |0 Data 07 0
InputByte 11 0 Output Byte 11 1{] Data D8 0
InputByte 12 0 Send Output Byte 12 1{] Data 09 0
InputByte 13 0 OutputByte 13 |0 Data 10 0
Input Byte 14 0 Output Byte 14 |0 Data 11 0
Input Byte 15 0 Output Byte 15 |0 Data 12 128
Configuration
Serial number 123456
Software Version 1.1
MAC Address c83e:ar00:01:41
DHCP active
IP address 1921681 30
Subnet mask 2552552550
Gateway 192 168.1.1
[ Change Configuration J
[ Change Password ]
Figure 15: Web-Server: Overview
Select “Change Configuration” to setup a new IP Address
Application Note PNOZ m ES Ethernet/IP with Allen Bradley ControlLogix PILZ | 18/39
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Application Task

Enter an IP Address and select “"Apply”, set all DIP-Switches in the OFF position and restart the

device

[

PNOZ m ES EtherNet/IP

Change Configuration

DHCP
IP Address

Subnet Mask

Gateway

Abort

Old Value
active

16216881131

255.255.0.0

192.168.1.1

New Value

¥ active
192.168.1.131
25526500

192.168.1.1

Log
Out

Figure 16: Web-Server: Setup a new IP Address
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Application Task

3.3  Steps for Allen-Bradley ControlLogix PLC

Start software “Studio 5000"

3.3.1  Ethernet/IP Scanner / Adapter Configuration

Create new Module Type (for EtherNet/IP Scanner):

Select Maodule Type

Catalog | Module Discavery | Favorites |

fm;ﬁr Sedm‘i TMforMo&ﬁE Typa.

LClear Filters

Hide Filters &

Analog
Cammunication
Contraller
Digital

FEEEEE

todule Type Categomy Filkers

| »

i

Module Type Wendar Filkers

Allen-Bradley

Advanced Micro Contrals Ine. [AMCI)

Hardy Instruments, Inc.
Molexs Incorporated

»

lLm

*HEEEE

L1

Catalog Mumber
1786-EM2T
7 21
1786-EM2TSC
1786-EMH3TR
1756-EMBT
1756-EMET

Drescription

Wendor

1756 104100 kbps Ethernet Bridge, Twisted-Pair Media  Allen-Bradley

1756 10100

1756 10,100 Mbpsz Ethernet Eridge. Twizted-Pair Medi...

W . Allen-Bradley
Allen-Bradley

1756 10,100 Mbps Ethernet Endge, 2-Port, Twisted-F...  Allen-Bradley
1756 10100 kMbps Ethernet Bridge, Twisted-Pair Media  Allen-Bradley

1756 Ethernet Communication Interface

Allen-Bradley

4]

(L}

Cateqgary =
Commurication |
Corrir i
Cammunication
Cammunication
Cormmunication

Communication -~
k

135 of 135 Module Types Found

Add to Favontes

[ Claze an Create

[ Ereate] [ Cloze ] I Help ]

Figure 17: Studio 5000 — Create new Module Type for Ethernet/IP Scanner (1)
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Application Task

Enter a Name and the IP Address of the Ethernet/IP Scanner

5 Mew Module
General* | Connection I RSMetiyors I Module Info | Intemet Protocaol I Poit Configuration | Metwark i Time Synci
Twpe: 1756-EMZTR 1756 10,100 Mbps Ethernet Bridge, 2-Port, Twisted-Pair Media Change Type... | +
Wendor: Bllen-Bradley
PArarb: Lacal Ethernet Address
Tame: EthernetIPacanner (@) Private Metwarl: 192.168.1, 10 =
Descripkion: = ) Ip Address:
= () Hosk Mamne:
Module Definition
[ T Slok: z -
Rewvision: 10.1
Electronic Keving: Compatible Module
Connection: Mone
Time Sync Connection: Mane
Statuz Creating [ 0k, ] ’ Cancel I l Help
Figure 18: Studio 5000 — Create new Module Type for Ethernet/IP Scanner (2)
Application Note PNOZ m ES Ethernet/IP with Allen Bradley ControlLogix PILZ | 21/39
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Application Task

Add a PNOZ m ES Ethernet/IP Module

[

ﬁ Logix Designer - ApplicationMote [1756-LT15 23.12]*

File Edit “iew Search Logic Comrnunications Tools W

g = H =t fo S DD w2 O HM_Anlage_Grst
Offline A, T RUN S—| patn: [A
Mo Forces k| :: Ok, q]j ' '
'ND Edits 2; Energy Storage 4

5 |10 s

Safety Unlocked 00 R
=] Controller Organiéer - 01X
W m-C3 Controller ApplicationMote
* M 5-E3 Tasks
% -3 Motion Groups

----- 3 Add-0On Instructions
+-[C7 Data Types
----- 3 Trends
-5 IO Configuration

:,- 1756 Backplane, 1756-A7

Eﬂ [0 1756-L715 ApplicationMote

§ [1] 1756-LT5P ApplicationMote: Partner
= ﬂ [2] 1756-EMITR. EthernetlPScanner

Bl Mew Madule..,

Figure 19: Studio 5000 — Create new PNOZ m ES Ethernet/IP Module (1)
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Add the PNOZ m ES Ethernet/IP Module

Select Madule Type

Catalog | Module Discaoveny I Favorites|
Enter Saarch Text for Moadtie Type . Clear Filters Hide Filters &
Maodule Type Category Filters = Maodule Type Yendar Filters =
Communication 4 []  Parker Hannifin Corporation
Communications Adapter Pilz GmbH & Co | —
[¥] Controller []  Prosoit Technology iil
Digital =[] Reliance Electic -
' [ | ¢ < | i | ¥
w  LCatalog Number Description Wendor Categary
7i2137 PMOZ m ES EtherMet/IF PFilz GrbH & Co Communications Ada
Filz Plc: PS5 4000 Filz GmbH & Co Communications Ada
al i, ] :
2 of 325 Module Types Faund _ &dd to Favorites
[] Close on Create Create I Cloge ] [ Help J

Figure 20: Studio 5000 — Create new PNOZ m ES Ethernet/IP Module (2)
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Enter a Name and the IP Address of the Ethernet/IP Adapter
More about the IP Address of the Module you can find in Chapter 5.2

2 Mew Module @
General” | Connection | Module Info I Intemnet Protocal | Port Eonfigurationl Netwolkl
Type: TP2137 PHOZ m ES EtherMet/ P
Wendor: Filz GrbH _Co
Parent: ETH1
N arne: P OZmulk Ethernet Address
Dasaiption ~ ©PivateNework: 1321681, 131
() IP Address:
() Host Marne:
todule Definition
Revigion; 1.002
Electronic Keying:  Compatible Module
Connections: Exclusive Crner Al
Statuz: Creating [ ak l [ Cancel I [ Help

Figure 21: Studio 5000 — Create new PNOZ m ES Ethernet/IP Module (3)
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Click to “Change” - If necessary disable keying and change the length of transferred IO/Data

You can select between

“Exclusive Owner All" with 32 Bytes (virtual 1/Os, LED Status of Base Modul and table segments)
“Exclusive Owner Assembley” with 17 Bytes (virtual I/Os and LED Status)
The Structure of the cyclic transferred data is explained in Chapter 5.3.4

B Mew Madule |_E§_|
General® | Connection I todule Info | Internet Protocol | Port Eonfigurationl Netwolkl
Type: TP2137 PHOZ m ES EtherMet/IP
Vendor: | A Module Definition
Parent:
Revizion: 1
M arne:
Electionic Keying: [Disable F.eying 7] =
Description: Exact Match i
Connections:
Mame Size ' Tag Suffix
P i Input: 32 S ; PHOZ _m_ES_FthernetlP:1
e L output: | 32 FNOZ_m_ES. EthernetiP: O
tdodule D
Revigion:
Electranic
Conrnectiol
] [ Cancel l [ Help
Lhange ...
Statuz: Creating QK l [ Cancel l [ Help
Figure 22: Studio 5000 — Create new PNOZ m ES Ethernet/IP Module (4)
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Enter a valid RPI

5| Mew Madule @
General* | Connection | Module Info | Internet Protocal | Port Configuration I Netwurk|
Reguested Packet Interval 5
Mame (RPI) (M) Input Type Input Trigeger
Exclusive Cwner Al 200 F11.0-32000 |Unicast || Cyelic -
[ Inhibit Module
[ Major Fault On Controller IF Connection Fails While in Fun Mode
Module Fault
Statuz Creating [ 0k, l ’ Cancel ] ’ Help

Figure 23: Studio 5000 — Create new PNOZ m ES Ethernet/IP Module (4)

NOTICE

If the used version of RSLogix5000 configuration file (EDS) is not supported, use the
Generic Ethernet Module and configure the properties manually.

» Input: Assembly Instance 100 (32 Bytes) or 101 (17 Bytes)

» Output: Assembly Instance 150 (32 Bytes) or 151 (17 Bytes)
» Configuration: Assembly Instance 4 (0 Byte)
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3.3.2 Download project to ControlLogix PLC

Check before downloading that the correct communication path to ControlLogix PLC is set.

@ Logix Designer - ApplicationMote [1756-L715 23.12]*

File  Edit

View Search Logic Communications Tools Window Help

Bwd & +BBB 2o

HM_Anlage_Grst S ¥ ® & Q| seectingusge..

Offline . FRUN o Fath:iﬁE_I:—I'H—1\192.168.1.1D\Bad{plane\D Eil
Mo Forces b [ oK -'-'.:3:‘\@4\' —

g S Select Recent Communications Path
No Edts - T CH e A O ]

Figure 24: Studio 5000 — Select recent communication path

Start Download:

File  Edit Miew Search Lagic ['Cu:ur'n'mumcatia'ns] Taals  Window Help

Bwd & BB
Offline 0. E RUNM
MNa Forces | lE:EK :
: - Energy 5tg
Mo Edits g; /0
Safety Unlocked B8

Contraller Qrganizer

=53 Contraller ApplicationM

B2 Tasks

A Cortroller Tags
----- 3 Contraller Fault Han
----- 3 Powwer-Up Handler

E% hainTask
Eea kainFrograrm

Wi'hio Active —v ;ﬂﬂ;% @Q ¢
Select Recent Path...

Go Online

Upload... o [ S i € S () (s
~Download __]RFEUDT.“ES.A Add-On_ A slarms A Bit A Tim
Prograrm Mode

Fun kode

Test Mode

Lock Contraller

Clear Faults
G0 To Faults

Figure 25: Studio 5000 —Start Download to ControlLogix PLC

NOTICE

If the > Key-Switch on ControlLogix Controller is in RUN position, move it before you
continue with download to REM or PROG position.

The kepswitch iz in the BUN pozition. Maowe it ta BERM ar PROG in
order to download.

Application Note PNOZ m ES Ethernet/IP with Allen Bradley ControlLogix

1003899_EN_02

PILZ | 27/39



Application Task

Diowvnload @

Downlaad offline project 'Applicationiote’ ko the contraller,

V| Download Project Docurmentation and Extended Properties:

Connecked Conktraoller

ame: Testwand

Type: 1756-L715/E GuardLogix® 5570 Safety Conkroller
Path: AB_ETH-11192.165.1. 10%Backplane\0

Serial Mumber: =

Securiby: Mo Protection

L\,‘ The contraoller is in Remaote Run mode, The mode will be changed to
Remote Program prior to download.

L\.‘ DAMGER: This controller is the swstem time master, Servo axes in
synchronized conkrollers, in this chassis or other chassis, may be
turned aff,

L\.‘ DAMGER: Unexpected hazardous motion of machinery may occur,

Some devices mainkain independent configuration settings that are
nok loaded to the device during the download of the controller,

Yerify these devices (drives, network devices, 3rd parky producks)
have been properly lnaded before placing the contraller inko run
made,

Failure to load proper configuration could resulk in misaligned data
and unexpected equipment operation.

L\.‘ & non-recoverable safety Fault will accur in the safety contraller,

Mo designated Coordinated System Time (CST) master exisks.

Enable Time Synchronization

Download ] | Cancel | | Help |

Figure 26: Studio 5000 — Continue download to ControlLogix PLC

NOTICE

After download move > Key-Switch on ControlLogix Controller back to REM or RUN
position!

3.3.3 Controller Tags

To view the process data from PNOZ m ES Ethernet/IP Module open the Controller Tags in the tree
Go Online
Select “Monitor Tags”
Select the PNOZmulti
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3.3.4

Structure of the cyclic transferred data (Implicite Messaging)

Scanner Input Byte 00

Virtual Qutput 0

Scanner Input Byte 01

Virtual Output 8..15| 15

Scanner Input Byte 02

Virtual Output 16..2 T

Scanner Input Byte 03

Virtual Output 24.

Scanner Input Byte 04

Virtual Output 32. 39

Scanner Input Byte 05

Virtual Output 40..47

Scanner Input Byte 06

Virtual Output 48..55

Scanner Input Byte 07

Virtual Output 56..63

Scanner Input Byte 08

Virtual Qutput 64..71)

Scanner Input Byte 09

Virtual Output 72..79

Scanner Input Byte 10

Virtual Output 80..87 |

Scanner Input Byte 11

Virtual Output 88..95 |

Scanner Input Byte 12

Virtual Output 96..103

Scanner Input Byte 13

Virtual Output 104..111

Scanner Input Byte 14

Virtual Output 112..119

Scanner Input Byte 15

Virtual Output 120..127

Scanner Input Byte 16

LED status

Scanner Input Byrte 17

Table Number

Scanner Input Byte 18

Segment Number

Scanner Input Byte 19 Reserved
Scanner Input Byte 20 Reserved
Scanner Input Byte 21 Reserved
Scanner Input Byte 22 Reserved
Scanner Input Byte 23 Reserved
Scanner Input Byte 24 Reserved
Scanner Input Byte 25 Reserved
Scanner Input Byte 26 Reserved
Scanner Input Byte 27 Reserved
Scanner Input Byte 28 Reserved
Scanner Input Byte 29 Reserved
Scanner Input Byte 30 Reserved
Scanner Input Byte 31 Reserved

Exclusive Owner All, Assembey Instance Input 100

101

Exclusive Owner, Assembey Instance Input

Figure 27: Structure of the cyclic transferred data — Scanner Input Bytes
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Scanner Output Byte 00

Virtual Input 0..7

" Scanner Dulput Byte 01

Virtual Input 8..15

" Scanner Output Byte 02

Virtual Input 16..23

" Scanner Output Byte 03

Virtual Input 24..31

| Scanner Output Byte 04

Virtual Input 32..39

Scanner Output Byte 05

Virtual Input 40..47

Scanner Output Byte 06

Virtual Input 48..55

Scanner Output Byte 07

Virtual Input 56..63

_ Scanner Output Byte 08

Virtual Input 64..71)

_ Scanner Output Byte 09

Virtual Input 72..79

" Scanner Dulput Byte 10

Virtual Input 80..87 |

| Scanner Output Byte 11

Virtual Input 88..95]

" Scanner Output Byte 12

Virtual Input 96..103

Scanner Output Byte 13

Virtual Input 104..111

Scanner Output Byte 14

Virtual Input 112..119

__Scanner Output Byta 15

Virtual Input 120..127

_ Scanner Output Byte 16

Reserved

Exclusive owner, Assembey Instance

Output 151

Scanner Output Byrte 17

Table Number

[ Scanner Output Byte 18

Segment Number

Scanner Qutput Byte 19

Segment Data Byte 00

Scanner Qutput Byte 20

Segment Data Byte 01

Scanner Qutput Byte 21

Segment Data Byte 02

Scanner Output Byte 22

Segment Data Byte 03

Scanner Output Byte 23

Segment Data Byte 04

Scanner Output Byte 24

Segment Data Byte 05

Scanner Output Byte 25

Segment Data E!_vlr—:- 06

" Scanner Output Byte 26

Segment Data Byte 07 |

Scanner Qutput Byte 27

Segment Data Byte 08

Scanner Qutput Byte 28

Segment Data Byte 09

Scanner QOutput Byte 29

Segment Data Byte 10

Scanner Output Byte 30

Segment Data Byte 11

Scanner Output Byte 31

Segment Data Byte 12

Exclusive Owner All, Assembey Instance Qutput 150

Figure 28: Structure of the cyclic transferred data — Scanner Output Bytes

NOTICE
The content of the Segment Data Bytes you can find in the Document “PNOZmulti 2
Communication Interfaces”

3.3.5  Structure of the acyclic transferred data (Explicit Messaging)

The PNOZ m ES Ethernet/IP Module also supports Explicit Messaging.

In the document "PNOZmulti 2 Communication Interfaces” you can find the Instance and Attribute

Number.
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3.4  Steps for PNOZ multi

3.4.1 PNOZ multi Configuration

Create a new project
Select Modules

T

& Untitled1” - PNOZmulti Configurator

Project | Edit | Yiew Tools PMOZmulti Windows Macro  Diagnostics  Help

Chee Unda Ctrl+Z | | i | N -
Reda Ctrl+Y =
= Cut Ctrl+%
|| User
G Copy Ctrl+C
@ Proj
B Paste Ctrl+Y
9
3 Delete DELETE
Select All Ctrl+A

Clear Workspace
A Find »

Set Passworids...
Eﬁj Select Madules...

Assignment List...

Figure 29: PNOZmulti Configurator — Select Modules
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Select the used Hardware

& Untitledl* - PMOZmulti Configurator
Project Edit Tools Windows Help

= L_'a'_” u:| e | & “\’;| EN * | [et] @| Mat connecte

sﬁj Hardware Configuration 332 ‘_] User Program

Modules L J Configured Hardware

I Base Unit Presses PNOZ m2p ETH | §F Cannot move this module.
I Base Unit Burner Management PMNOZ m3
Base Units {Mini)
Base Unit Mini PNOZ mmip
Base Unit Mint PNOZ mmp-T
Base Unit Mini PNOZ mmd. 1p
Base Unit Mini PHOZ mmi.2p
Base Units (PHOZmulti 2)
Base Unit PROZ m B
wop Virtual I/'0 Madules/Interfaces
! Fieldbus module PNOZmulti 2
; Input Madules
I Input Module PNOZ m EF 1601
Relay Output Madules
I Relay Output Module PNOZ m EF 4DI4D¢
Semiconductor Output Modules
1 Semiconductor OQutput Madule PHOZ m
Mation Manitaring
I Motion Manitaring Module PNOZ m EF

I Motion Manitaring Madule PNOZ m EF |

o e ) e

[T1]

m

< | i | ]
Module Description L J Configured Hardware
-
772132 - PNOZ m ES Profibus Madule Name
772134 - PNOZ m ES CANopen -1 Fieldbus module PNOZmulti 2
772136 - PNOZ m ES EtherCAT 0 Base Unit PNOZ m BO
772119 - PNOZ m ES Powerlink

-

WVersion
vL0
vl4

il

Equipment..,

al
al

[E=REoR ==

| ®

Lacat 1, ©

128 128
20 4

=

Figure 30: PNOZmulti Configurator — Select the used Hardware
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NOTICE

Insert a safety function, e.g. E-STOP

To test the communication between the PNOZ multi and the Ethernet/IP Scanner you
need at least one safety function in the PNOZ multi program.

Eﬁﬂ Hardware Configuration |2 User nglalﬁ ™
| @) Project Manager /O List j (Page I} &2 il l«'i” S ] 2
@ Untitled2 Function Elements s
2] User Pragram
j {Page 1} o/ E+SFOR
ﬂlIm| Safety Gata
]%1 Light € urtain
[ al. M@

% Two-Hanc Button
R Ereble s

Figure 31: PNOZmulti Configurator — Insert E-Stop

Insert an output and connect it with the E-STOP

4] Hardware Configuration | || User Program -
®e ™ | (Paged 2 |

nt

[l | KT

« 9
4

=

al.ol

:

Figure 32: PNOZmulti Configurator — Insert Output
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Insert a virtual Output

P T v
[ ™l | :
|| Function Elements
E al.od ] Q
B N E-STOP
|]IH§| Satety Gatz
e Ligght C urtain
1 Double Click %l
% Tova-Hanc Button
& Activate Input/Output
vo 2 Select the fieldbus module
Equipment ID: | a x| IO ‘ vl uses: | Test Pulse 0
[] Detection of sharts hetween n the input circuit
Hlegats 2 | @ Select a virtual output
Input signal after power on if 03
o4
Filter time a5
ik [ With filter time og
o i
Change Default Yalue ol Petiod {range 0-30007: | 490 s,
al
Equipment ID all
Enter equipment ID: zﬂ'
: e al3
Lacation description ald
al ] s
Enter location description: alh i
all
all
alld
o0 JK J [ Cancel ] [ Help ]
all — W . d
n a2} | [iE !
“ 023 — EQU Gate
0l4 T @

Figure 33: PNOZmulti Configurator — Insert a virtual Output
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Connect the virtual Output with the E-STOP to get the status of the E-STOP

& Untitled2" - PNOZmulti Configurator =10

Project Edit View Tools PNOZmulti Windows Macre Diagnostics Help

NeEH@ 430X QAR @982 O A1 9Ee @ e LR P Y
| ‘ r&”l @

@3 Hardware Configuration |'E] User Program .

e [ |[APagen T & |

=2

er Pragram

{Page 1}

B E al.aod

Figure 34: PNOZmulti Configurator — virtual Output is connected with E-Stop

3.4.2 PNOZ multi Download

Select Interface

EE—

ndows  Macra  Diagnostics

CRCHE - ReFag. I

Help

VN @

@ @ ||comd use).

dﬁl

Mot connected
COM3

169.254.60.1 (Default)

COM4 [USE) il

Figure 35: PNOZmulti Configurator — Select the Interface

4‘5;?5@ €8 || coms use [0
.-|_bnwnlu:|au:| to Hardware... ] D;'.;!lill"le

Figure 36: PNOZmulti Configurator — Download to PNOZmulti (1)

& PNOZmulti Configuratar

This action will stop and overwrite the program currently loaded in the PRNOZmulti base unit.,
Do you want to continue?

Figure 37: PNOZmulti Configurator — Download to PNOZmulti (2)
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& Set Passwords

Level L

Level 2

Level 3

Passward:

Confirmation:

Passward:

Confirmation:

Passward:

Confirmation:

E OK { [ Cancel

J|

Help

I

Figure 38: PNOZmulti Configurator — Download to PNOZmulti (3)

& Download
Download Data

Program size:

Optional

[VIEquipment identifier

[V] Element user text
[V]L/O user text
Page user text

Display Messages

[ Do not show again

[¥/] Location description

Macro Properties Data

120 byte(s)
Total program size on chip care: 778 byte(s) of 32768 byte(s)

12 byte(s)
0 byte(s)
0 byte(s)
0 bytels)
4 bytels)
0 byte(s)
0 byte(s) %

=

[

Ok

||

Cancel ] [ Help

-

Figure 39: PNOZmulti Configurator — Download to PNOZmulti (4)
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Elagnaostics

Help

[EN ~

9 9 @ @ | comiuse

PNOZmulti Canfigurator

Downloading

4 |m

Figure 40: PNOZmulti Configurator — Download to PNOZmulti (5)

Diagnostics

Help

N~ @

9 9 @ @ || comsuse

& PNOZmulti Configurator

o xl Download successful,
( 2 Do youwant to start PNOZmulti?

=

Eo(E

Ly ]|

o

Figure 41: PNOZmulti Configurator — Download to PNOZmulti (6)
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Support

Technical support is available from Pilz round the clock.

Americas

Brazil

+55 11 97569-2804
Canada

+1 888 315 7459

Mexico

+52 55 5572 1300

USA (toll-free)

+1 877-PILZUSA (745-9872)

Asia

China

+86 21 60880878-216
Japan

+81 45 471-2281
South Korea

+82 31 778 3300

Australia and Oceania
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+61 3 95600621
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+64 9 6345350

Europe

Austria

+43 1 7986263-0
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+33 3 88104003
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+49 711 3409-444
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+353 21 4804983
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+39 0362 1826711

Pilz develops environmentally-friendly products using

ecological materials and energy-saving technologies.

Offices and production facilities are ecologically designed,

environmentally-aware and energy-saving. So Pilz offers

sustainability, plus the security of using energy-efficient

products and environmentally-friendly solutions.

BLUGCOMPETENCE

Alliance Member

Partner of the Engineering Industry
Sustainability Initiative

We are represented internationally. Please refer to our homepage www.pilz.com

REG. ND. 2482

for further details or contact our headquarters.
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+45 74436332
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+34 938497433
Switzerland

+41 62 88979-32
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+31 347 320477
Turkey

+90 216 5775552
United Kingdom
+44 1536 462203

You can reach our

international hotline on:

+49 711 3409-222
support@pilz.com

Headguarters: Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany
Telephone: +49 711 3409-0, Telefax: +49 711 3409-133, E-Mail: info@pilz.com, Internet: www.pilz.com
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PMD®, PMI®, PNOZ®, PRBT®, PRCM®, Primo®, PRTM®, PSEN®, PSS?, PVIS®, SafetyBUS p®, SafetyEYE®, SafetyNET p®, THE SPIRIT OF SAFETY® are registered and protected trademark

of Pilz GmbH & Co. KG in some countries. We would point out that product features may vary from the details stated in this document, depending on the status at the time of publication
and the scope of the equipment. We accept no responsibility for the validity, accuracy and entirety of the text and graphics presented in this Information. Please contact our Technical Sup

if you have any questions.
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