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Validity of Application Note 
This present Application Note is valid until a new version of the document is published. 
This and other Application Notes can be downloaded in the latest version and for free from 
www.pilz.com. For a simple search, use our content document (1002400) or the direct search function 
in the download area. 
 

The Pilz newsletter is free of charge and keeps you up to date on all the latest issues and trends in 
safe automation. 
 
 

Exclusion of Liability 
We have taken great care in compiling our application note. It contains information about our 
company and our products. All statements are made in accordance with the current status of 
technology and to the best of our knowledge and belief. 
While every effort has been made to ensure the information provided is accurate, we cannot accept 
liability for the accuracy and entirety of the information provided, except in the case of gross 
negligence. In particular, all information on applicable standards, safety-related classifications and 
time characteristics should be viewed as provisional. In particular it should be noted that statements 
do not have the legal quality of assurances or assured properties. 
We are grateful for any feedback on the contents. 
 

February 2024 
 

All rights to this publication are reserved by Pilz GmbH & Co. KG. 
We reserve the right to amend specifications without prior notice. Copies may be made for the user’s 
internal purposes. 
The names of products, goods and technologies used in this manual are trademarks of the respective 
companies. Please note the current information about the products, their licenses and registered 
trademarks in the documents listed in Chapter 1 Useful documentation [🕮🕮 5]. 
 
 

Industrial Security 
To secure plants, systems, machines and networks against cyberthreats it is necessary to implement 
(and continuously maintain) an overall Industrial Security concept that is state of the art. 
Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security 
measures with care. If necessary, seek advice from Pilz Customer Support.  

https://www.pilz.com/
https://www.pilz.com/en-INT/search?SEARCHTERM=1002400
https://www.pilz.com/en-INT/search?
https://www.pilz.com/en-INT/company/news/newsletter
https://www.pilz.com/en-INT/products/industrial-security
https://www.pilz.com/en-INT/support/technical-support
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Abbreviations 
Abbreviation / term Description Source 
AN Application Note www.pilz.com > AN content (1002400) 
PNOZ Pilz E-STOP positive-guided 

(DE: Pilz NOT-AUS-Zwangsgeführt) 
www.pilz.com > PNOZ 

PSS Programmable control system 
(DE: Programmierbares Steuerungssystem) 

www.pilz.com > PSS 

PSS u2 PSSuniversal, 2nd generation www.pilz.com > PSS u2 
POU Program Organisation Unit  
NC Normally Closed   
NO Normally Open  
FSoE FailSafe over EtherCAT  
CoE CAN application protocol over EtherCAT  
MDevice MainDevice  
SubDevice SubordinaryDevice  
FSoE MInstance FSoE MainInstance  
FSoE SubInstance FSoE SubordinaryInstance  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Definition of Symbols 
 Information that is particularly important is identified as follows: 
 

 

 

CAUTION! 
 

This refers to a hazard that can lead to a less serious or minor injury plus material 
damage, and also provides information on preventive measures that can be taken. 
 
 

 

 

 

NOTICE 
 

This describes a situation in which the product or devices could be damaged and also 
provides information on preventive measures that can be taken. 
It also highlights areas within the text that are of particular importance. 
 

 

 

 

INFORMATION 
 

This gives advice on applications and provides information on special features. 
 
 
   

https://www.pilz.com/en-INT/search#SEARCH=1002400
https://www.pilz.com/en-INT/products/relay-modules
https://www.pilz.com/en-INT/products/controllers
https://www.pilz.com/en-INT/products/controllers/i-o-systems
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1 Useful documentation 
Reading the documentation listed below is necessary for understanding this Application Note. 
The availability of the software used, and its safe handling are also presupposed for the user. 
 

 
1.1 Documentation from Pilz GmbH & Co. KG 

No. Description Item No. /Download 
1 Pilz international homepage, download section www.pilz.com 
2 Operating Manual 

PNOZmulti 2 Communication Interfaces 
1002971-EN-XX 

www.pilz.com > OpMan 1002971 

3 Operating Manual 
Operat. Manual PNOZ m EF EtherCAT FSoE 
1006493-EN-XX 

www.pilz.com > OpMan 1006493 

4 Technical Catalogue 
Techn. Catalogue PNOZmulti Classic/Mini 
1001153-EN-XX 

www.pilz.com > TeCat 1001153 

5 Operating Manual 
Operat. Manual PNOZ m B1 
1003790-EN-XX 

www.pilz.com > OpMan 1003790 

6 Technical Catalogue 
Techn. Catalogue PNOZmulti 2 
1006421-EN-XX 

www.pilz.com > TeCat 1006421  

7 System Description 
PNOZmulti System Expansion 
1002217-EN-XX 

www.pilz.com >SyDes 1002217 

 

 
1.2 Documentation from other sources of information 

No. Description Item No. / Download 
1 Beckhoff Information System Beckhoff Information System (EN) 
2 CODESYS Online Help CODESYS Online Help (EN) 

  

https://www.pilz.com/
https://www.pilz.com/en-INT/search?SEARCHTERM=1002971
https://www.pilz.com/en-INT/search?SEARCHTERM=1006493
https://www.pilz.com/en-INT/search?SEARCHTERM=1001153
https://www.pilz.com/en-INT/search?SEARCHTERM=1003790
https://www.pilz.com/en-INT/search?SEARCHTERM=1006421
https://www.pilz.com/en-INT/search?SEARCHTERM=1002217
https://infosys.beckhoff.com/english.php
https://www.helpme-codesys.com/


Used hardware and software 
 

Application Note PNOZ m EF EtherCAT FSoE with TwinCAT 3 and Codesys 3.5 
AN_PNOZm_EtherCAT_FSoE_1006828_EN_01 

 │ 6/34 
 

2 Used hardware and software 

2.1 Pilz products 
No. Descriptions Order number Version Number 
1 PNOZ m B1 772101 -- 1 
2 PNOZ m EF 8DI4DO 772142 -- 1 
3 PNOZ m EF EtherCAT FSoE 772123 -- 1 
4 PNOZ m B1 Set4 Spring Terminals 751016 -- 1 
5 PNOZ m EF 8DI4DO Set spring terminals 751004 -- 1 
6 USB-Memory 512MB 779213 -- 1 
7 PNOZmulti Configurator -- V11.3 -- 

 

 
2.2 Third-party products 

No. Descriptions Order number Version Number 
1 Beckhoff CX5020 mit TwinCAT 3 -- -- -- 
2 Beckhoff TwinCAT 3 -- v3.1.4024.32 -- 
3 CODESYS -- v3.5 SP17 Patch1 -- 

 

 
2.3 Structure of the application (schematic) 

 
Figure 1: Application – Structure of the hardware (schematic) 
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3 Preface 
This Application Note describe the essential commissioning of the Module PNOZ m EF EtherCAT 
FSoE with a Beckhoff TwinCAT 3 and Codesys PLC.  
The basic procedure for successful basic configuration is shown here step-by-step, mostly in pictures. 
The PNOZ m EF EtherCAT FSoE module can be operated as FSoE MainInstance and FSoE 
SubInstance, even simultaneously. In this application note, the module is used only as an FSoE 
MInstance. 
 

 

 

NOTICE 
 

 The Module “PNOZ m EF EtherCAT FSoE” can only be connected to a PNOZ m B1. 
 

 A detailed explanation of safety functions used in the failsafe application and its 
evaluation regarding functional safety are not a part of this document. 

 

 This document is not intended as a technical documentation for general use of the 
third part software TwinCAT3 from Beckhoff and CodeSys from 3S. 

 

 

 

 

INFORMATION 
 

The ETG (EtherCAT Technology Group) has replaced the terms master and slave. 
 

This change has already been taken into account in the application note; the screenshots 
of the tools used still contain the previous terms. 

 
Figure 2: Adjustment terminology 
 

  



Hardware configuration 
 

Application Note PNOZ m EF EtherCAT FSoE with TwinCAT 3 and Codesys 3.5 
AN_PNOZm_EtherCAT_FSoE_1006828_EN_01 

 │ 8/34 
 

4 Hardware configuration 

4.1 Used hardware 

4.1.1 Pilz devices 

 
Figure 3: Used Hardware – Pilz devices 
 

 
4.1.2 Third-party devices 

 
Figure 4: Used Hardware – Third-party devices  



Properties of the Module PNOZ m EF EtherCAT FSoE 
 

Application Note PNOZ m EF EtherCAT FSoE with TwinCAT 3 and Codesys 3.5 
AN_PNOZm_EtherCAT_FSoE_1006828_EN_01 

 │ 9/34 
 

5 Properties of the Module PNOZ m EF EtherCAT FSoE 

5.1 MDevice / SubDevice 
The Modul PNOZ m EF EtherCAT FSoE is part of a EtherCAT-Network and operates as an SubDevice, 
simultaneously as an FSoE MInstance and FSoE SubInstance. 
In a EtherCAT-Network the data will be received and transmitted to the Module PNOZ m EF EtherCAT 
FSoE (SubDevice). 
For more information, please have a look to Manuals. 
 

 

 

NOTICE 
 

 Because the PNOZ m EF EtherCAT FSoE module does not have any MDevice 
functionality, it is necessary to integrate an MDevice into the network. 

 The EtherCAT MDevices in this Application Note are: 
‒ a Beckhoff TwinCAT PLC and 
‒ a CodeSys PLC. 

 

 
 

5.2 FSoE MInstance / FSoE SubInstance 
The PNOZ m EF EtherCAT FSoE module can be configured as an FSoE MInstance and FSoE 
SubInstance. 
 As an FSoE MInstance, up to 60 connections can be configured, a maximum of 512 bits of fail-safe 

input and 512 bits of fail-safe output data can be transferred. 
 As an FSoE SubInstance, up to 4 connections can be configured. 
 

 

 

NOTICE 
 

 System boundaries of the Module PNOZ m EF EtherCAT FSoE 

 
Figure 5: PNOZ m EF EtherCAT FSoE – Overview system boundaries 

 
 

5.3 Network Topology 
The MDevice, the SubDevices, the FSoE MInstance and the FSoE SubInstances are all together in one 
network and are connected to each other. 
From the MDevice point of view, the FSoE MInstance is an SubDevice. 
 

The structure is shown schematically in Figure 1: Application – Structure of the hardware (schematic) 
[🕮🕮 6]. 
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6 Create a FSoE-Connection 

 

 

INFORMATION 
 

It is recommended to start with the FSoE configuration in PNOZmulti so that the slot 
assignment can be adopted when configuring or searching the EtherCAT network. 
 

 

 

 

INFORMATION 
 

In this application note, a TwinCAT 3 PLC is used as the MDevice. 
Alternatively, the procedure with CodeSys 3.5 is also described. 
 

It is also possible to use other MDevices that can handle ESI files with FSoE elements. 
 

 

 
6.1 PNOZmulti Configurator 

6.1.1 Hardware Configuration 

 

 

NOTICE 
 

 It is only possible to use one communication module to the left side of the base unit. 
If the PNOZ m EF EtherCAT FSoE module is plugged in, no other communication 
module can be plugged in. Exception: PNOZ m EF SafetyNET. 

 Via the integrated ETH interface of the PNOZ m B1, Modbus TCP and TCP/IP can 
additionally be used. 

 The module provides the standard EtherCAT functionality similar to the PNOZ m ES 
EtherCAT 
For more details, see the document Communication interfaces Chapter 1.1 [🕮🕮 5]. 

 
 

 Create a new PNOZmulti project 
 Select PNOZ m B1, PNOZ m EF EtherCAT FSoE and an extension module on the right side. 

In this example we choose a PNOZ m EF 8DI4DO. 

 
Figure 6: PNOZmulti Configurator – Hardware Configuration  
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6.1.2 Import ESI file 

 For all FSoE SubInstances that are used, an ESI file must be installed. 
 Open the FSoE-Configuration with a right mouse click to the Module PNOZ m EF EtherCAT FSoE. 

 
Figure 7: PNOZmulti Configurator – open FSoE Configuration 
 

 
Figure 8: PNOZmulti Configurator – Import ESI file 
 

 After the successful import of the ESI file, the device (if FSoE data containing the BOOL data type is 
available) is shown in the library: 

 
Figure 9: PNOZmulti Configurator – EtherCAT/FSoE SubInstance-Library 
 

 The imported ESI files are stored in the folder 
 » C:\ProgramData\Pilz\PNOZmulti Configurator_v11.3.0\AppData\Esi Library 
and can also be deleted there if required. 
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6.1.3 FSoE Configuration 

6.1.3.1 FSoE SubInstance Configuration 

 In the FSoE configuration, all FSoE Instances are selected to which a connection needs to be 
established. 

 The FSoE SubInstances that are available after the ESI import are displayed on the right in the 
library. 

 Devices can be added from the library using drag and drop. 

 
Figure 10: PNOZmulti Configurator – Add FSoE Connections 

 

 

 

NOTICE 
 

 The module PNOZ m EF EtherCAT FSoE only supports the data type BOOL. 
It only supports ESI files that contain the data type BOOL. 
If the ESI file does not contain a BOOL data type, it is still imported, but is grayed out 
and a message is displayed. 

 If the ESI file contains at least one variable with the BOOL data type and a non-
supported data type, this is also marked with a warning. 

 
Figure 11: PNOZmulti Configurator – Module only partially supported 
 

 The PNOZ m EF EtherCAT FSoE module supports FSoE SubInstances with a data size 
of at least 1 byte and up to 16 bytes, see system boundaries in the Chapter 5.2 [🕮🕮 9]. 

 FSoE SubInstances that have multiple FSoE connections are supported. 
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6.1.3.2 Setting the safety parameters of the FSoE SubInstance connections 

After all connections have been configured, the safety parameters must be set. 
These are parameters that the FSoE SubInstances manufacturer has defined in its ESI file for the 
respective device. 
 

 The definition of the safety parameters can be found in the documentation of the respective FSoE 
SubInstance manufacturer. 

 The FSoE address must be entered here and must match with the address set on the FSoE 
SubInstance. 

 The FSoE address may only exist once in the EtherCAT network. 
 The PNOZmulti Configurator creates the Connection ID automatically and checks whether it is 

used once. 
 The Watchdog timeout must also be set for each connection. The default value is 100ms. 

 
Figure 12: PNOZmulti Configurator – Safety Parameter 

 

 

 

NOTICE 
 

The watchdog timeout can be set separately for each connection. The watchdog 
timeout can be calculated. The calculation of the watchdog timeout and the detailed 
reaction times are described in the document System configuration, 
see Chapter 1.1 [🕮🕮 5] 

 

 

 

 

CAUTION! 
 

The EtherCAT cycle time (set in the MDevice) has a direct effect on the watchdog 
timeout and therefore on the response times! See also Chapter 6.4 [🕮🕮 29] 
Please read the documentation of the module PNOZ m EF EtherCAT FSoE. 
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 In the Safety parameters, the Equipment ID and the location description of the FSoE connection 
can also be adjusted; both will then appear in the Error Stack in the case of an error. 

 
Figure 13: PNOZmulti Configurator – Equipment ID 
 

 By default, the Equipment ID from the ESI file are displayed. 
 The Equipment ID are displayed in the user program as described in the following chapter. 
 

 
6.1.4 User Program (Main Program and Modul Program) 

 In the tab 'Assignment list', the Equipment Identifier (EID) of the individual FSoE connections can 
now be adjusted. 

 
Figure 14: PNOZmulti Configurator – I/O List » Adjust Equipment ID (1) 
 

 For all variables shown, the Equipment Identifier (EID) can be adjusted. 

 
Figure 15: PNOZmulti Configurator – I/O List » Adjust Equipment ID (2) 
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Figure 16: PNOZmulti Configurator – I/O List » Adjust Equipment ID (3) 
 

 The PNOZ m EF EtherCAT FSoE module has its own module program. 
The inputs and outputs of the FSoE connections are available in the module program, but they 
cannot be addressed directly in the main program. 

 All Boolean variables are available in the user program. 
 Each variable begins with the FSoE address; after the "_" the actual variable name begins. 

 
Figure 17: PNOZmulti Configurator – Add E-Stop Element 
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 128 program connectors are available for data exchange between the module program and the 
main program of the PNOZ m B1. 

 To monitor the FSoE connection, an FSoE connection status element is available in the user 
program for each FSoE connection. 

 
Figure 18: PNOZmulti Configurator – Add FSoE Connection Sstatus Element 

 

 

 

CAUTION! 
 

If an FSoE connection is interrupted, the FSoE MainInstance automatically tries to re-
establish the connection. If the application requires a manual restart with a user 
acknowledgement, this can be programmed in the PNOZmulti Configurator using the 
FSoE connection status element. 
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 Also available (as with other communication modules) are 128 virtual inputs and outputs 
(standard) in the user program. 

 
Figure 19: PNOZmulti Configurator – virtual In-Outputs 
 

 
6.1.5 Download the User program 

After the user program and the FSoE configuration have been created, the program can be 
downloaded. 
The FSoE configuration is also downloaded to the base unit when the program is downloaded. 
 

 

 

NOTICE 
 

 After the download, the EtherCAT/FSoE configuration is adopted and the PNOZ m EF 
EtherCAT module executes a reset. As a result, this and the following SubDevices 
shortly lose the connection to the MDevice. 
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6.2 TwinCAT 

6.2.1 Import ESI file 

 For all FSoE SubInstances that are to be used, an ESI file must be installed. 
 Furthermore, the PNOZ m EF EtherCAT FSoE module requires an ESI file. This can be downloaded 

from www.pilz.com. 
 All ESI files must be copied to the TwinCAT directory, the default path is: 

C:\TwinCAT\3.1\Config\Io\EtherCAT  
 After inserting an ESI file, TwinCAT must be restarted or updated via the menu under: TwinCAT – 

EtherCAT Devices – Reload Device Descriptions  
 

 
6.2.2 EtherCAT Configuration 

 All connected EtherCAT Devices in the network must be configured in the MDevice. 
 The device scan performs the task automatically, it is also possible to create all the devices 

manually. 
 

 
6.2.3 Slot Configuration 

After all EtherCAT devices have been configured, the identical configuration as in the PNOZmulti 
Configurator on the EtherCAT/FSoE tab must now be created on the Slots tab. 
Please note that the modules must be configured in the same order with the identical length. 
 

 

 

INFORMATION 
 

Using a device scan, the slots are automatically entered in TwinCAT. 
If an EtherCAT or FSoE connection cannot be established, you must check at this point 
whether the configuration in the PNOZmulti Configurator and TwinCAT is identical. 

 

 

 
Figure 20: PNOZmulti Configurator – Slot Configuration 

  

http://www.pilz.com/
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Figure 21: TwinCAT – Slot Configuration 
 

 
6.2.4 Mapping the FSoE data 

In order for the FSoE MInstance to receive the data from the FSoE SubInstances, a mapping must be 
created for them in TwinCAT. 
The PNOZmulti Configurator offers support for this, the instructions can be generated in the 
EtherCAT/FSoE tab. 
 

 
Figure 22: PNOZmulti Configurator – Generate EtherCAT Instructions 
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 The slot configuration is documented in the upper section and the necessary mapping is shown 
below. 

 
Figure 23: PNOZmulti Configurator –EtherCAT Instructions 
 

 The mapping takes place in the MDevice, the general procedure is explained in the following 
screenshots. 

 

 

 

INFORMATION 
 

The complete "FSoE" structure must be mapped and not just individual bits from it. 
 
 

 

 
Figure 24: Overview – Mapping the FSoE data 
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Figure 25: TwinCAT – Mapping the FSoE data 
 

 
6.2.5 Status of the EtherCAT Devices 

After the download, check whether all EtherCAT devices are in "Operational" mode. 

 
Figure 26: TwinCAT – Online 
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6.3 PMCprimo C with CodeSys V3.5 

6.3.1 Import ESI file 

 An ESI file must be installed for the PNOZ m EF EtherCAT FSoE module and for all FSoE 
SubInstances that are to be used. 

 The PNOZ m EF EtherCAT FSoE module also requires an ESI file. 
This can be downloaded from www.pilz.com. 

 The ESI file can be installed in the device repository. 

 
Figure 27: Codesys – Install ESI file 
 

  

http://www.pilz.com/
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6.3.2 EtherCAT Configuration 

 All EtherCAT devices in the network must be added to the MDevice. 
 The device scan performs the task automatically, it is also possible to create all the devices 

manually. 

 
Figure 28: Codesys – Scan for Devices 
 

 All connected EtherCAT devices were found and added to the project. 

 
Figure 29: Codesys – EtherCAT Devices 
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6.3.3 Slot Configuration 

After all EtherCAT devices have been configured, the identical configuration as in the PNOZmulti 
Configurator on the EtherCAT/FSoE tab must now be created on the Slots tab. 
Please note that the modules must be configured in the same order with the identical length. 
 

 

 

INFORMATION 
 

Using a device scan, the slots are automatically entered in TwinCAT. If an EtherCAT or 
FSoE connection cannot be established, you must check at this point whether the 
configuration in the PNOZmulti Configurator and TwinCAT is identical. 

 
 

 
Figure 30: PNOZmulti Configurator – Slot Configuration 
 

 The configured connections of the PNOZ m EF EtherCAT FSoE module were also read during the 
device scan. 

 
Figure 31: CODESYS – PNOZ m EF EtherCAT FSoE » Device Slots 
 

 The connections can also be created manually if required. 
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Figure 32: CODESYS – PNOZ m EF EtherCAT FSoE » Plug Device (1) 
 

 
Figure 33: CODESYS – PNOZ m EF EtherCAT FSoE » Plug Device (2)  
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6.3.4 Copying the FSoE data 

In order for the FSoE MainInstance to receive the data of the FSoE SubInstances, the process data of 
the FSoE SubInstances must be copied to the FSoE MDevice. 
With Codesys, this is done via the user program. 
 

 Because no I/O addresses are visible on the configured modules on the slots, these must be made 
visible via a workaround. 

 As shown in Figure 33, export the I/O image for all slots used. 

 
Figure 34: CODESYS – PNOZ m EF EtherCAT FSoE – Export mappings to CSV 
 

 The exported CSV file can now be opened with any text editor. 
 The required start addresses can be found in the lines after the CMD (Command), 

here %QB44 and %IB56. 

 
Figure 35: Mappings in CSV – first Slot (1) 
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 The next I/O address can be found further down. 
 

 
Figure 36: Mappings in CSV – first Slot (2) 
 

 This must be done for all slots. 
 

 Afterwards, the I/O addresses of the FSoE SubInstances are displayed, here is an example for a 
Beckhoff EL1904 module on the first slot. 

 

 Only the addresses of the "FSoE Master CMD" variables need to be noted here. 

 
Figure 37: Process Image EL1904 – first Slot 
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 Example for copying the FSoE Process Data data with the I/O addresses read out above: 

 
Figure 38: Codesys – coping the FSoE Process Image 
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6.3.5 Status of the EtherCAT Devices 

After the download, check whether all EtherCAT devices are in "Operational". 

 
Figure 39: Codesys – Online 
 

 
6.4 EtherCAT Cycle Time 

 

 

 

CAUTION! 
 

If the EtherCAT cycle time on the EtherCAT MDevice is changed, this affects the FSoE 
response time! 
Please read the documentation for the PNOZ m EF EtherCAT FSoE module. 
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6.5 Diagnosis 

6.5.1 Diagnosis in PNOZmulti Configurator 

 The status for each FSoE connection can be displayed in the PNOZmulti Configurator using the 
dynamic program display. 

 
Figure 40: PNOZmulti Configurator – dynamic program display 
 

 If an FSoE connection cannot be established, this is also displayed in the PNOZmulti error stack; 
the other FSoE connections run independently of this. 

 
Figure 41: PNOZmulti Configurator – Error stack 
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6.5.2 Diagnosis in CoE 

In the tab 'CoE-Online', the connection status is displayed in the objects 'A0xx' for each configured 
FSoE connection.  
If the connection has been successfully established, the connection state is set to "Data". 

 
Figure 42: TwinCAT – CoE Online 
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6.5.3 AL Statuscode 

To see the status of the FSoE connections, the variable "FSoE Master CMD" can also be viewed for 
each TxPDO and RxPDO. 
The possible values and their meaning are shown in the following table. 

 
Figure 43: Overview – AL Status code 
 

Example: A test pulse is configured on a safe input of a Beckhoff EL1904, 24V is connected to the 
input instead. The module detects this, the FSoE connection is then interrupted and changes to the 
"FailSafeData" state. 

 
Figure 44: Codesys – Error in FSoE Connection 
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