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Document Revision History

Document Revision History

Release | Date Changes Chapter
01 09/12/2025 Creation all
02 13/05/2026 Further details on F-addresses 8.4.1,8.4.2,11.3.3

Link to the current original version of this document: www.pilz.com > Download 1007106

Validity of Application Note

This present Application Note is valid until a new version of the document is published.
This and other Application Notes can be downloaded in the latest version and for free from

www.pilz.com. For a simple search, use our content document (1002400) or the direct search function
in the download area.

The Pilz newsletter is free of charge and keeps you up-to-date on all the latest issues and trends in safe
automation.

Exclusion of Liability

We have taken great care in compiling our Application Note. It contains information about our company
and our products. All statements are made in accordance with the current status of technology and to
the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, exceptin the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

May 2026

Allrights to this publication are reserved by PilzGmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the respective
companies. Please note the current information about the products, their licenses and registered
trademarks in the documents listed in Chapter 1 Useful documentation [ 6].

Industrial Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform arisk assessmentin accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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Abbreviations

Abbreviations
Abbreviation / term Description Source
AN Application Note www.pilz.com > AN content (1002400)
PNOZz Pilz E-STOP positive-guided www.pilz.com > PNOZ
(DE: Pilz NOT-AUS-Zwangsgefuhrt)
PSS Programmable control system www.pilz.com > PSS
(DE: Programmierbares SteuerungsSystem)
PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2
POU Program Organisation Unit
TIA Totally Integrated Automation (SIMATIC)
TCI Tool Calling Interface (SIMATIC)
PN PROFINET, Process Field Network en.wikipedia.org > PROFINET
PROFlenergy Technology from PROFINET en.wikipedia.org > PROFlenergy
PROFlIsafe Technology from PROFINET www.profibus.com > PROFlsafe
PROFINET IRT Technology from PROFINET: Isochronous Real Time
Pll Process Image of Inputs
PIO Process Image of Outputs
10L Standard 10-Link io-link.com > Start
I0LS 10-Link Safety io-link.com >10-Link Safety
IOLD 10-Link Device
10DD 10 Device Description io-link.com > 10DDfinder
PQI Port Qualifier Information
DIO Digital Input Output (SIO Mode)
FDI Failsafe Digital Intput
FDO Failsafe Digital Output (single pole)
FDIO Failsafe Digital Intput Output (single pole)
SDO Standard Digital Output (single pole)
HiZz High-Impedance
NC Normally Closed
NO Normally Open
oC Open Circuit

Definition of symbols

Information that is particularly important is identified as follows:

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material damage,
and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the software used and its safe handling are also presupposed for the user.

1.1 Documentation from Pilz GmbH & Co. KG

No. | Description Item No. /Download
1 Pilz international homepage, download section www.pilz.com > Support > Downloads
2 Software PASconfig, Online help and readme file Products and Industries > Controllers >
Pilz international Webportal > Products and Industries > Controllers Overview I/0 systems
>1/0 systems
www.pilz.com > Download PASconfig
or the device under section ‘Software’ 4R000004 (Order number device)
www.pilz.com > Download 4R000004
3 Operation manual PDP67 PN 8FDIO 4I0LS 1006758-EN-xx
www.pilz.com > Download 1006758
Product modification PDP67 PN 8FDIO 4I0LS 1007208-EN-xx
Hardware version 01 www.pilz.com > Download 1007208
GSD file under section “Device description file” 4R000004 (Order number device)
MDF file under the section “Firmware” www.pilz.com > Download 4R000004
4 Application Note ‘PSSu 312043 Profinet with Simatic S7’ 1001907-EN-xx
Document for PSSu system (1% Generation) with SIMATIC STEP 7 Classic www.pilz.com > Download 1001907
5 Application Note ‘PSS u2 Profinet S7 TIA’ 1004479-EN-xx
Document for PSS u2 system with head module PSS u2 PO F/S PN www.pilz.com > Download 1004479
6 Application Note ‘PSS u2 328062 Profinet with Simatic S7’ 1005258-EN-xx
Document for PSS u2 system with head module PSS u2 PO F/S PN2 www.pilz.com > Download 1005258
7 Application Note ,PDP67 FDIO Profinet S7 TIA 1005313-DE-xx
Document for PDP67 device PDP67 PN 6FDI 6FDIO 2FDOTP (4R000001) www.pilz.com > Download 1005313
8 Application Note 'PSS u2 10-Link S7 1500’ 1005142-EN-xx
Document for PSS u2 module PSS u2 ES 4I0L (328770) www.pilz.com > Download 1005142
Note

Please refer to:
- the file Readme belonging to the software version under number ‘2’ and

— the updated document Product modification under number ‘3’.

1.2 Documentation from other sources of information

No. | Description Item No. / Download

1 10-Link Community io-link.com > Downloads
10-Link downloads: Access to resources and documentation

2 Pl Portal (PROFIBUS and PROFINET International) https://www.profibus.com/

3 Siemens Homepage, Safety integrated new.siemens.com > Safety Integrated

4 Siemens Homepage, SCE Training Curriculums (T/A) new.siemens.com > MCMS/SCE

5 SIMATIC Industrial Software 54110126; 04/2021
SIMATIC Safety - Configuring and Programming support.industry.siemens.com >
Programming and Operating Manual 54110126

6 Siemens Homepage, PROFINET network analyzer PRONETA https://www.siemens.com/proneta
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https://www.pilz.com/en-INT/support/downloads
https://www.pilz.com/en-INT/products/controllers/i-o-systems
https://www.pilz.com/en-INT/products/controllers/i-o-systems
https://www.pilz.com/en-INT/search#currentPage=1&download_filter_value=Software&SEARCH=PASconfig&pilz_group_type=download&SORT=dmodified
https://www.pilz.com/en-INT/search#SEARCH=4R000004
https://www.pilz.com/en-INT/search#SEARCH=1006758
https://www.pilz.com/en-INT/search#SEARCH=1007208
https://www.pilz.com/en-INT/search#SEARCH=4R000004
https://www.pilz.com/en-INT/search#SEARCH=1001907
https://www.pilz.com/en-INT/search#SEARCH=1004479
https://www.pilz.com/en-INT/search#SEARCH=1005258
https://www.pilz.com/en-INT/search#SEARCH=1005313
https://www.pilz.com/en-INT/search#SEARCH=1005142
https://io-link.com/downloads
https://www.profibus.com/
https://new.siemens.com/global/en/products/automation/topic-areas/safety-integrated.html
https://new.siemens.com/global/en/company/sustainability/education/sce/learning-training-documents.html
https://support.industry.siemens.com/cs/document/54110126/simatic-industrial-software-simatic-safety-configuring-and-programming?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/document/54110126/simatic-industrial-software-simatic-safety-configuring-and-programming?dti=0&lc=en-WW
https://www.siemens.com/proneta

Used hardware and software

2 Used hardware and software
2.1 Pilz products

No. | Descriptions Order number | Version Number

1 Product type: PDP67 PN 8FDIO 4I0LS 4R000002 01 1
Hardware Decentralised field device
Failsafe and standard, IP67, PROFINET IO DEVICE with PROFlsafe,
Conformance Class C (CC-C), PROFlenergy, IRT/RT, data set I&M 0
and 1-4, digital inputs and outputs, integrated webserver

2 Product type: uSD Memory Card 512MB M12A 4R000002 -— (1)
Hardware Memory card (nickel-plated brass casing) optional
Accessory, microSD, industrial version

3 Product type: Cable/FC/M12-5SMX/M12-5SFX/A/003/0Q34/BK C1000016 - (N)
Hardware field connection cable (assembled) depending on
M12 plug to M12 socket, 5-pin, A-coded, PUR black, drag chain sensor or
compatible, IOL-S compatible, 5x 0.34 mm?, 3 m actuator

4 Product type: Cable/FC/XXX-XXXX/M12-5SFX/A/003/0Q34/BK C1000039 -— (N)
Hardware field connection cable (assembled) depending on
Open cable end to M12 socket, 5-pin, A-coded, PUR black, drag sensor or
chain compatible, IOL-S compatible, 5x 0.34 mm?, 3 m actuator

5 Product type: RJ45 Connector 380401 -— 2
Hardware Ethernet-Plug for PG cable
Male RJ45, 8-pin, straight, in accordance with the standard IEC toPC
60603-7-1, Cat.6a

6 Product type: SafetyNET p Kabel 380000 -— 1 (x1 meter)
Hardware Ethernet-Kabel (sold by the meter) for PG cable
Cat5e (100mBit/s), PUR, Gelb RAL1003, 2x2x0,35 to PC

7 Product type: Cable/PN/M12-4SMX/M12-4SMX/D/003/Q324/GN C1000006 - (1)
Hardware Ethernet cable (assembled) for IP67 wiring
M12 plug to M12 plug, 4-pin, PUR shielded green (Profinet), Cat5e,
drag chain compatible, 3 m

8 Product type: Cable/PN/RJ45-4SM/M12-4SMX/D/003/Q324/GN C1000001 -— (1)
Hardware Ethernet cable (assembled) for IP20
RJ45 plug to M12 plug, 4-pin, PUR shielded green (Profinet), Cat5e, connection
drag chain compatible, 3m

9 Product type: Cable/PW/M12-55MX/M12-5SFX/L/0,5/1Q50/BK C1000011 - (1)
Hardware power supply cable (assembled) for IP67 wiring
M12 plug to M12 socket, 5-pin, L-coded, PUR black, drag chain
compatible, 5% 1.5 mm?,3m

10 | Producttype: Cable/PW/M12-5SFX/XXX-5XXX/L/003/1Q50/BK C1000027 -= (1)
Hardware power supply cable (assembled) for IP20
M12 socket to open cable end, 5-pin, L-coded, PUR black, drag chain connection
compatible, 5x 1.5 mm?, 3m

11 Product type: PASconfig -— -—
System software for decentralised fieldbus devices

12 Product type: Acc/MA/label plates/IP67 C1000033 -— (1)
Accessories Plastic labelling plates, PU 10 pieces optional

13 Product type: Caps for IP67 moduls 328324 -— (1)
Accessories End caps for M12 ports, A- and D-coded, IP67, black, PU optional
4 pieces

14 Product type: Acc/MA/caps L-coded/M12 328328 -— (1)
Accessories, End caps for M12 ports, L-coded, IP67, grey, PU 2 optional
pieces

Notes:

— An overview of available accessories can be found in the operating manual of the instrument
under the chapter Order reference (www.pilz.com > Download OM document no. 1006758).

— Here are already extensive accessories for IP65/67/68 from the PDP67 and PSS67 assortment
in Pilz eshop: O.No. 3802xx , O.No. 3803xx, O.No. 3807xx , O.No. 6302xx , O.No. 6303xx .
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Used hardware and software

2.2 Third-party products

No. | Descriptions Order number | Version Number

1 Product type: IODDfinder - - -—
Website: io-link.com > |0DDfinder

2 Product type: IODD Viewer - V1.4 -—
Software

3 Product type: CPU 1511F-1 PN 6ES7511- V3.0 1
Hardware PLC 1FLO3-0AB0O

4 Product type: SIMATIC STEP 7 Professional - V19.0 -—
Software

5 Product type: SIMATIC STEP 7 Safety - V19.0 -—
Software

6 Product type: PRONETA Basic -— V3.8 -—
Software

INFORMATION for SIMATIC and PROFINET/PROFlsafe

The Totally Integrated Automation Portal, or TIA Portal for short, is the central software

platform for the engineering modules of Siemens automation technology.

Required tool version:

Siemens SIMATIC Industrial Software TIA Portal V18 or higher required.

Required hardware:

Siemens SIMATIC F-CPU (configured as FS controller) with at least Safety System
Version 2.5 required. The minimum requirements must be met for:

— the PROFINET IO specification V2.42 and
— the protocol version of PROFlIsafe V2.6.
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Used hardware and software

2.3 Structure of the application (schematic)
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Figure 1: Application — Structure of the hardware (schematic)

------------------------------'
] 1
desktop-pc bRO 1 plc_1.profinet interface_1 :
1 . L
PRONETA 1 57-1500 1
[ ]
1
[ 1[0 ]
| --rT---------------------------
Device Type | IP Address | Subnet Mask | MAC Address 10 Controller Vendor Name Order Number
PDP67 192.168.0.2 | 255.255.255.0 | 00:02:48:4d:46:d1 plc_1.profinet interface_1 | Pilz GmbH & Co. KG V1.2.0
plc_1.profinet interface_1 57-1500 192.168.0.1 255.255.255.0 30:b8:51:18:72:9d Controller - SIEMENS AG 6ES7 511-1FLO3-0AB0 V3.0.3 3

Figure 2: Application — Hardware structure » Network analysis with PRONETA
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Preface

3 Preface

This Application Note basically describes the commissioning of a PDP67 Remote I/0 devices system on
a current SIMATIC F-CPU, using the automation software TIA Portal.

Both devices communicate with each other via PROFINET/PROFIsafe.

In this case, the user program of the F-CPU controls the failsafe input and output modules of the PDP67
electronic modules for the safety functions.

The essential procedure for a successful basic configuration is shown step-by-step, usually with
screenshots.

NOTICE

A detailed explanation of safety functions used in the failsafe application and its
evaluation regarding functional safety are not a part of this document.

This document only describes the procedure for use of the Remote I/0O-device
PDP67 with the order number 4R000004 and is not intended as a technical
documentation for general use of the SIMATIC STEP 7 Professional for
Siemens TIA Portal.

The Pilz device will only be supported from PASconfig version V6.1.0.

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal
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Technical notes about the Pilz PDP67 device

Technical notes about the Pilz PDP67 device

A PDP67 device is a decentralised fieldbus device with PROFINET interface with PROFIsafe.

The PASconfig system software is available for Pilz decentralized field devices.
This tool provides support as you select, configure and commission components.

A PDP67 device consists of:

X01 X02
o0 00l @
@ o 01@

A wvs

B PWR PDP67

m SD Reset

i ©
m X212

B X2 o

B RUN &

W DIAG 5 -
m SO S X20

0 2%

B 10Uk

ET"'0®X21 X22 @ET il

PWR

ft X31 A x32

%o

PWR
ouT

®

the upper section of the input/output modules
for fail-safe and standard applications with:
- the digital I/O ports (M12, A-coding) for:
* failsafe inputs (FDI: X07..X04)
* failsafe outputs, single-pole (FDO: X01..X04)
¢ Standard outputs, single-pole (SDO: X017..X04)
— 10-Link Safety ports (M12, A-coding) with:
* Integrated |IO-Link master and
¢ |0-Link (Safety) ports (IOLS: X05..X08) with:
¢+ connections for 10-Link actuators/sensors
optionally as failsafe or standard
¢+ Connections for sensor and actuator supply
¢+ Transmission rates COM1, COM2 and COM3
¢+ 32 bytes of process data per port
— Status LEDs for the I/0 signals
— Mounting locations for labelling strips (BMK)

the device area with:

- thereset button, Port Reset

- the memory interface, port X20
— the status LEDs for the device

— theinstallation place for the Label strips (Equipment ID)

the fieldbus connection on ports X27/X22 with:
— the Ethernet ports (M12, D-coding, ETHO/ETH1)
the status LEDs for X27 and X22 in the device area

the power supply on ports X37/X32 with:

— the supply port (M12, L-coding, 16A, male)

the distribution port (M12, L-coding, 16A, female)
the PWR status LED in the device area

the connection for the functional earth pasy

Figure 3: PDP67 — Modular structure of the PDP67 device
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Application description

5 Application description

The aim is to show how a basic PROFINET/PROFIsafe communication and Siemens S7-1500 PLC can be
built up to form a remote I/0O device PDP67.

This is followed by a description of the basic commissioning of the I/0 area of the PDP67 device, in
particular the configuration and commissioning of the 10-Link ports with a fail-safe and standard
application respectively.

For this fieldbus communication, the standard default parameters from the T/IA Portal are used.
Only the parameters for the addressing of the devices are adjusted.

The detailed hardware configuration for the S7-CPU is not part of this Application Note.
Detailed information on this subject can be found in the manual or online help for the TIA Portal.
- see Chapter 1.2 Documentation from other sources of information [ 6]

6 Hardware configuration

6.1 Used hardware

6.1.1 Pilz devices

The used Pilz modules are listed in the table of the following link:
— Chapter 2.1 Pilz products [Ed 7]

The relevant important documents are named and linked here:
— Chapter 1.1 Documentation from Pilz GmbH & Co. KG [ 6]

w = PLC_1
W o pdpbipn
v = PDP&7PN 8FDIO 4IOLS
X200
XO2:2FDIO
HO32FDI0
HOL2FDIO
XOmI0LS
XOE0LS
XORIOLS
HOFNOLS

(Y
(Y

PWR
ouT

*D
&

afety

1@
®
®
®
PILZ
@

PDP67
@ 10-Link

S S 8 =] S ]
~ap ~a ~a® ~ap &S =

S © S © S o

g 5 g & S = = $00000HY MG
“- » 8‘ » 8- » §‘ » S101r 01048 Nd 29dGd 5

2

ETH@(Z 1 X22 @ET H1

PWR

o = O
%) v—C\JDq:
© © i
- N

m SD

Figure 4: PDP67 — Hardware » Overview of used modules

6.1.2 Siemens devices

The used SIMATIC devices are listed in the table of the following link:

— Chapter 2.2 Third-party products [Ed 8]

The relevantimportant documents are named and linked here:

- Chapter 1.2 Documentation from other sources of information [Ld 6]
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Hardware configuration

6.2 Basic characteristics of the PDP67 device
6.2.1 10 range of the hybrid ports X01..X04
6.2.1.1 Failsafe and standard I/0 process image

The digital I/0O address ranges of the four hybrid ports X01..X04 consist of:
(see also Chapter 8.2.2 Adding the 1/0 containers of the PDP67 device [ 28]).
— Input bytes with:

* 1 byte standard output data (optional, ST container, Slot 10)
— Output bytes with:

¢ 2bytes of standard output data (optional, ST container, Slot 10)
6.2.1.2 Variable I/0 address assighment

The following examples show the main configuration options for the PDP67 device; the firstis the
default basic configuration. The I/0 functions can be parameterised on a port-by-port basis but can
also be activated or deactivated and adjusted individually on a bit-by-bit basis.

Configuration example1: o 00 e

Configuration example2: 47500 cmeeeeees

Configuration example 3: 4 ST-DO
Configuration example 4: 4 ST-DO
Configuration example 5: 8 ST-DO
Configuration example 6: 2 ST-DO
Configuration example 7: 1ST-DO

*) Examples 1...6 are maximum configurations with different signal types,
the last one is a possible minimum configuration with 1 signal per type.
Important note:
— The effects of the device configuration in PASconfig on the actual presence of the
I/0 addresses on the I/0 ports are described in an example in sections 6.2 and 9.3 of the
Application Note »AN PDP67 FDIO Profinet S7 TIA 1005313« below.

— The peculiarity in examples 4 & 5, each with 2 FDI and 2 SDO signals per FDI(O) port, is shown in:
* Figure 141: PDP67 - Wiring » Pin assignment X01..X08 (M12, female, A coded) [ 84].

Overviews and notes on configuration and possible start-up errors of the FDIO functions are described
in the Application Note »PDP67 I/0O PROFINET with PROFIsafe profile on SIMATIC S7-1500 with TIA
Portal«:

The corresponding important document »AN PDP67 FDIO Profinet S7 TIA 1005313« is linked here:
— Chapter 1.1 Documentation from Pilz GmbH & Co. KG [[1 6].

INFO
The PDP67 device has I/0O modules with different address requirements for:

ST containers for standard process data on Slot 10 (default setting)

Module ... |Rack |Slot |ladd.. | Q a.. Type
STcontainer 8D1 12D0_1 0 10 8 6..7 STcontainer 801 12D0

FS containers for PROFIsafe process data with channel-granular passivation in
accordance with PROFIsafe specification version 2.6 on Slot 11 (default setting)

Module .. |Rack |Slot |ladd..|Q a.. Type
F% container FOIO, channel granular_1 0 11 0..7 0.5 FS container FOIO, channel granular

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal
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Hardware configuration

6.2.2 10-Link Safety Ports X05..X08

As a generalrule, the “Port IOL” operating mode is used for the four ports X05..X08.

The process data for IOL/IOLS is assigned to a Slot for each port, divided into:
Standard process data (IOL) in sub-slot 1 and
Failsafe process data (IOLS) in sub-slot 2.

Note:
If a port is configured as “Port DIO (SIO Mode)” operating mode,
the ST process data in the “ST container 8Dl 12DO“ to Slot 10.

The I0-Link Safety ports can have the following configuration options for:
Subslot 1:
— 1O-Link inputs “IOL_Inn_PQI” with:

or

e 1,2,4,8, 16 or 32 bytes of input data

— |1O-Link inputs and outputs “/OL_IOnn_PQI” with:

or

e 1,2,4,8, 16 or 32 bytes of input data
and
* 1,2,4,8, 16 or 32 bytes of output data

— |O-Link outputs “/OL_Onn_PQI” with:

* 1,2,4,8, 16 or 32 bytes of output data

Subslot 2:
— 10-Link Safety inputs and outputs “/OLS_SPnn” with:

¢ 3,11 or 25 bytes of input data
and
¢ 3, 11 or 25 bytes of output data

ST container 8DI 12DO:
— digital ST inputs/outputs in operating mode “Port DIO (SIO Mode)” as:

¢ 2digital ST inputs
or
¢ 1digital ST output

INFO

The exact structure of the process data with some application examples is described in
the operating manual PDP67 PN 8FDIO 4I0LS in the chapter “Process image”, which is

named and linked here:
- Chapter 1.1 Documentation from Pilz GmbH & Co. KG [ 6].
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Configuration of Siemens S7 F-CPU

7 Configuration of Siemens S7 F-CPU

7.1 Basic information

The following requirements are necessary for the TIA Portal software in this IOLS application:

1. Siemens SIMATIC Industrial Software TIA Portal version 18 or higher mandatory.
2. Siemens SIMATIC F-CPU, configured as FS controller, with the minimum:

¢ Safety system version 2.5 mandatory,

* PROFINET IO specification version 2.42 and

* Protocol version of PROFIsafe version 2.6.
3. GSDML file for the PDP67 device is installed.

7.2 Creation of new project in TIA Portal

First you start the software T/IA Portal and create a new project:

TA Siemens

Froject |Edit Wiew Insert Online Options

[*%0 Cerl+0

pen...

Figure 5: TIA Portal — Create a new project (Part 1, Start)

Create a new project b
Project name: | Filz_AN1007106_PDP67I0LS_S71511F_TIAv19| |
Path: |C:'.U5er5'. » \DocumentslAutomatisierung ||
Version: |"-|"15‘ |v|
Author: |~ |
Comment: ~
w
r Create 1 | Cancel

Figure 6: TIA Portal - Create a new project (Part 2, Creation)

74 Siemens - C:\UsersW = \Documents\Automatisierung\Pilz_AN1007106_PDP6710LS_S71511F_TIAv19\Pilz_AN1007106_PDP6710LS_571511F_TIAv19

Project Edit View Insert Online Options Tools Window Help
G (Y saveproject | F@ M 2 B X D22 T INN B R{ F coonline ¥ cooffine gz I ¥ 1] f2 i

Project tree

Search in project=

JDevil:es " Plant objects |
e

=)

~ 7] Pilz_AN1007106_PDP67IOLS_S71511F_TAv19

B Add new device
o Devices & netwarks

Figure 7: TIA Portal - Create a new project (Part 3, Finalization)
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Configuration of Siemens S7 F-CPU

7.3

Select and configure the S7 F-CPU

Selecting and configuring the S7 F-CPU:

Project tree

J Devices

et
Ex

|| Plant objects |

¥ 7] Pilz_AN1007106_PDP67IOLS_S71511F_TAv19

ﬁ:" Add new device B

EEH Devices & networks

Figure 8: TIA Portal - Add new device (Part 1, Start)

Add new device

Device name:

|PLC_1

Controllers

L1

PC systermns

3 I R )

~ (g cPu

v [ CFU 1511-1 P

v [ CPU 1511C-1 PN —

v [ CFU 1512C-1 PN

v [ CPU 15131 PN

v [ CFU 1515-2 PN

» ([l CPU 1516-3 PNIDP

v [l CFU 1517-3 PNIDP

v [l CFU 15184 PNIDP

v [l CPU 15184 PNIDP ODK

v [l CPU 1518-4 PNIDF MFF

« [[J CPU 1511F-1 PN
[l 6E57 511-1FKO0-0ABO
[l 6E57 511-1FKO1-0ABO
[l 6E57 511-1FK02-0AB0
[l 657 511-1FLO3-DABO

v [ CPU 1513F-1 PN

v [ CFU 1515F-2 PN

» [ CPU 1516F-3 PNIDP

v [l CFU 1517F-3 PNIDP

» [l CPU 1518F-4 PNIDP

v [l CPU 1518F-4 PNIDF ODK

» [l CPU 1518F-4 PNIDP MFF

v [ CPU 1511741 PN

v [ CPU 1515T2 PN

v [l CPU 1516T-3 PNIDP

[ Open device view

Device:

CPU 1511F-1 PN

Article no.: 6E57 511-1FLO3-0ABO

Version: V3.0 -

Description:

Failsafe CPU with display; work memaory 450 KB
code and 1.5 MB data; 25 ns bit operation time;
PROFIMET interface RTIIRT with 2 ports; firmware

V3.0

Cancel

Figure 9: TIA Portal - Add new device (Part 2, PLC “CPU 1511F-1 PN”)
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Configuration of Siemens S7 F-CPU

Switch to “Device view” (if not previously selected) and select the device PLC_1:

Pilz_AN1007106_PDP67I0LS_S71511F_TIAv19 » PLC_1 [CPU 1511F-1 PN]

|; Topology view ".fh Network view ||[|'f Device view [
gt [PciicPuisiiFipn [o] | Device overview |
' Y| . Module Rack |Slot |I.. Q.. |Type Article no. Firmware | Comment
_ _ o 100
o 2 3 4 o o
amn > PLC 1 o 1 CPU 1511F-1 PN 6E57 511-1FLO3-0AB0 V3.0 F-CFU
[ » PROFIMNETinterface_1 O 1X1 PROFINET interface
B  ;
o 3
: o 4
- v} 5
. 0 6
T o 7

Figure 10: TIA Portal — Add new device (Part 3, Finalization)

Switch to “Fail-safe” in the “General” tab.
Enable the »F-capability of the F-CPU« including selection of the “Access level for the PLC”:

Left: General TIA Portal setting under STEP 7 Safety Right: Enable the F-capability of the F-CPU
STEP 7 Safety Enable F-activation [}

General - Enable Factivation
Activatesideactivates

[+ Generate default fail-safe program the F-capability of the F-
CPLL

Fail-safe
F-activation

F-capability activated

| Disable F-activation

F-parameters

F-destination address range for PROFIsafe address type 1

Low limit for F-destination
addresses: |1 |

High limit for F-destination
addresses: |99 |

Central Fzource address: | 1 |

Default Fmonitoring time for
central F-i0: | 150 ms

Protection & Security
Access level

Select the access level for the PLC.

Access level Access ACCess permission
HM| |Read Write Fail-safe | Password
® Full access incl. failsafe (no protection) ' v -

) Full access (no protection) v v v e password X
O Read access v has to be entered
() HM access 4

O No access (complete protection)

Full access incl. failsafe (no protection):
TiA Portal users and HMI applications will have access to all standard and fail-safe functions.
Mo password is required.

Figure 11: TIA Portal - PLC » Enabling F-capability and select access level

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal

1007106_EN_02 PILZ | 17/88



Configuration of Siemens S7 F-CPU

7.4 Setting up the Ethernet adapter

Figure 12 schematically illustrates the wiring of the Ethernet connections:

Top—>S7X1P1R & X1 P2R: 192.168.0.1 / 255.255.255.0 (MAC ADD1)
— SIMATIC S7-PLC with PROFINET interface (X7) with 2 ports (F-CPU 1511F-1 PN)
— Connection to programming device with PG/PC interface (TIA Portal)

— Connection to remote I/0 device PDP67 with PROFINET interface ETHO (X21)

Bottom / Left —> PC-ETH-Adapter: 192.168.0.13 / 255.255.0.0

— Programming device with PG/PC interface (TIA Portal / PASconfig)
— Connection to SIMATIC S7-PLC with PROFINET interface (X7 P1R)
Bottom / Right —> PDP67 X21: 192.168.0.2 / 255.255.255.0
— Remote I/0O devcie PDP67 with PROFINET interface ETHO (X21)

— Connection to SIMATIC S7-PLC with PROFINET interface (X7 P2 R)

CPU S7-1511F-1 PN

PG/PC TIA Portal
PASconfig
Remote I/O System
PDP67

Figure 12: Application — Wiring of Ethernet connections (schematic)

Notes:
Observe the (partly different) technical properties of the individual PROFINET interfaces for the
SIMATIC CPUs (see SIMATIC CPU manual).
In TIA, you can first search and display the “Accessible devices ...” in the network in order to change
the configuration for the used F-CPU.
In this example, the default network address is used for the F-CPU.
The default IP address of the PDP67 fieldbus devices when delivered: 0.0.0.0 (:18080/0.0.0.0).
(applies only to the PROFINET version)

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal
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Configuration of Siemens S7 F-CPU

Online |{]ption5 Toocls Window Help

ﬁ' Go online

ﬁ' Extended go online...
&Y Go offline

Simulation

Stop runtimelsimulation

K Upload from
Upload device as new

Hardware detectian

HKI Device maintenance

station (hardware and software)...

L8 Accessible devices... Ctrl+U
8 startCPU Ctrl+Shift+E
IR stop crU Ctrl+5hift+Q
[ Online & diagnostics Ctrl+D

Ctrl+K
Crrl+h
[
Crl+L

Figure 13: TIA Portal — Search for “Accessible devices...” (Part 1, Start)

Accessible devices

Type of the PGIPC interface:

PGIPC interface:

Accessible nodes ofthe selected interface:

|v|

[®_PriE
r@RSIK USE to Gigabit Ethernet Family Adapter |'| @

[ | Flash LED

Cnline status information:

I Found accessible device Accessible device
ﬁ Scan completed. 2 devices found.

Scan and information retrieval completed.

i Retrieving device information...

Device Device type Interface type |Address MAC address
Accessible device PDP&7 150 00-02-48-4D-46-D1 00-02-48-4D-46-D1
plc_1.profinetschnittstelle_1 CPU 1511F-1 PN PNIIE 192.168.0.1 30-B8-51-18-72-9D

Startsearch

[] pisplay only error messages

Figure 14: TIA Portal - List of “Accessible devices ...

” (Part 2, Overview)
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Configuration of Siemens S7 F-CPU

Switch to “Device view” (if not previously selected) and select the device PLC_1:
Open “Properties” window.
Switch to the section ‘PROFINET Interface_1 [X1] in the “General” tab and check its settings:

Ethernet addresses

Interface networked with

Subnet: | PHIE_1 [+

Internet protocol version 4 (IPv4)

{#) Set IP address in the project

IPaddress: [ 192 . 188 .0 .1 |

subnetmask: | 255 . 255 . 255 . 0 |

D Use router

() IPaddress is setdirectly at the device

PROFINET

[ PROFINET device name is set directlyat the device

[V Generate FROFINET device name automatically

PROFIMET device name: | plc_1.profinetschnittstelle_1 |

Converted name: | plcxb1 .profinet-schnittstellexb15ee |

Device number: | 0 |v|

Figure 15: TIA Portal — Properties of PLC-PROFINET interface [X1] » General

INFORMATION

The PDP67 device must be connected to the F-CPU. Normally, there is a switch on a PLC

that automatically connects the network segments to each other.

F-CPUs of the 1500 series can have several separate Ethernet controllers.

Hence the Note:
For your application, observe the specifications for commissioning, especially with
reference to IT security and here in particular the possible deactivation (through in-
correct configuration) of the separation of networks with different IP address ranges.
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Configuration of Siemens S7 F-CPU

(see also “Sync slave”, Figure 32 [ 27])
Only use the IRT function when it is really needed; the default setting is ‘Unsynchronized’.
To activate the IRT function, select the synchronization role “Sync master”
in the same section “PROFINET Interface[X1]” under “Real time Settings”:

> Real time setlings
* * |0 communication

Send clock: | 1.000 m5|v| | Domain settings |

*» » Synchronization

Sync domain: |51.-n|:—D|:|mair1_1 | | Domain settings |

Synchronizmtion role: gl n

RTclass: |RT,IRT |

Figure 16: TIA Portal — Properties of PLC-PROFINET interface [X1] » Real time (IRT)
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Configuration of the PDP67 failsafe device

8 Configuration of the PDP67 failsafe device

8.1 Device description file GSDML of the PDP67 fieldbus device
8.1.1 Download the GSDML file and the PASconfig tool

For the integration of the Pilz PROFINET input/output modules in the TIA Portal, the installation of a

device description file (GSDML file) and the PASconfig tool for the configuration of PDP67 device are
necessary.

Download the latest GSDML file (in XML format) and the PASconfig tool from the Pilz homepage.
You can find it in the download area (Support » Downloads) at:
https://www.pilz.com/en-INT/support/downloads

Use the order number of the PDP67 device for the search: 4R000004.

p ") ) O 0

@ Glooal Site | english Register/ Login B Reminder list 0 ™ Shopping basket O n
PILZ Prod

Search term(s)*

4R000004 2 Search =

Figure 17: Pilz Homepage (www.pilz.com) - Search for “GSDML” and “PASconfig”
The GSDML file can be found in the section “Device description file” and
the two files for the tool with its ‘Readme file’ in the “Software” section.

There is currently no registration required to download the GSDML file, but for the download the
PASconfig software, for whose version V5.1.x no license is required yet.
Log in with your access data at Login:

Login

Ev logging in you have access to our extensive range of services. These include: ordering directly
online, checking price and availability, tracking all your orders.

Please enter your E-Mail address and password to log in.

| E-Mail |

Password | Login -

Forgotten your password?

You don't yet have a password? Register now.

Figure 18: Pilz Homepage (www.pilz.com) - E-Shop Login

The three ZIP files are downloaded to the computer and have to be unpacked.
The software PASconfig must be installed according to the Siemens software TIA Portal.
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Configuration of the PDP67 failsafe device

8.1.2 Manage general station description files GSDMLin TIA

Open the function “Manage general station description files (GSD)” in the menu “Options”:

Optiens |[Tools Window Help

T Settings

Support packages

Manage general station description files (G5D) k‘
Start Automation License Manager

ﬂ Show reference text
]

L] Global libraries
Figure 19: TIA Portal - Manage general station description files GSDML (Part 1, Start)

Install the downloaded GSDML file:

Manage general station description files

Installed GSDs GSDs in the project
Source path: |t 57_TIAl ITocl\PROFINET_XML_PDPS7_PN_6FDI_SFDIC_2FDOTP_3001110A04 | B
Content of imported path
M Gsox | File Version | Language Status Info
[ GSDMLW2 . 42-Pilz-PDPE7-20250614.5ml  W2.42 English, German Motyetinstalled PDPS7 Q...
<] [ |
| Delete | r Install h‘] | Cancel |
Figure 20: TIA Portal - Manage general station description files GSDML (Part 2, Installation)
Manage general station description files %
Installation result
I Message
@ Installation was completed successfully.
| Save log | | Install additional files | E Close o !
L
I A AN A RN —————~————————~——~—~——-——————————————————————

Figure 21: TIA Portal — Manage general station description files GSDML (Part 3, Finalization)

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal
1007106_EN_02

PILZ | 23/88



Configuration of the PDP67 failsafe device

8.2 TIA Portal - Device configuration of PDP67 device
8.2.1 Create and configure the PDP67 fieldbus device

Open the function “Devices & networks” in “Project tree”:

Jﬂevice5 || Plant objects |

* | 7] Pilz_AM1007106_POP&7IOLS_S71511F...
""‘ Add new device
7 Devices & networks
» [ PLC_1 [CPU1511F-1 PN]

Figure 22: TIA Portal - Open the function “Devices & networks” (Part 1, Start)

Switch to the “Topology view”.

Inserting the PDP67 fieldbus device through the following path:

Catalog » Other field devices » PROFINET IO » I/0O » Pilz GmbH u. Co. KG » PDP67 (» Head module) »..
..» PDP67 PN 8FDIO 4I0LS Vn.n (Link to current version in Chapter 1.1 No.3 [Ed 6]).

- [f. Other field devices

w | Catalog v [ Additional Ethernet devices

v [ Controllers ~ [ FROFINETIO

» [ HM » (i Drives

v [ PC systems v [ Encoders

¥ r*-_!. Drives & starters b r*-_[. Gateway

» [ Network companents » [ General

» |1 Detecting & Menitaring ~ (g 1o

» [ Distributed 110 ~ [ Filz GmbH u. Co. KG

¥ [ Power supply and distribution ~ [ FOPS7

¥ rL_m Field devices [l PDP&7 PN 6FDI 6FDIO 2FDOTE W1.1.x
« [ Other field devices . [l FOPS7 PN BFDIO 41015 V1 2.

Figure 23: TIA Portal — Inserting the PDP67 fieldbus device (Part 2a, Selection)

Note:
If several GSDs are installed, please select the desired one in the “Information” window.
It is recommended to select the latest version!

+ | Information

Device:

—

|

—

=

PDP67 PN BFDIO 410LS V1.2.x
Article no: | 4RO00004 |
version: | (GSDML-V2 42-PILZ-PDPE7-20250614 XML} [+

Description:

Decentralised field device for failsafe and standard applications, protection type IP&7IIPESI, M12 fernale connectar,
PROFIMET IO DEVICE with PROFIsafe, Conformance Class C (CC-C), PROFlenergy, IRTIRT, data set &M O and 1-4, Shared Device,
MRP, 10-Link Safety Master with 4 ports (W1.1.3}, max 8 configurable safe digital inputsioutputs, test pulse outputs with 24
WVDC 0.25 A, semiconductor output 0.5 A, single-pole, positive-switching, short circuit-proof, overload-proof, feed device
supply 24 VDC 16 A, feed load supply 24 VDC 16 A, potential isolation, functional earth connection

Figure 24: TIA Portal - Inserting the PDP67 fieldbus device (Part 2b, Information)
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Configuration of the PDP67 failsafe device

—

pdp&7pn
FOP&T PM 8FDI... Ii i:i”:'
Mot assigned . ® W]

Figure 25: TIA Portal - Inserting the PDP67 fieldbus device (Part 2c, Finalization)

The preset device name pdp67pn is still used, but it can also be changed in the properties of the
devcie, e. g. in the Equipment identifying symbol (EIS):

|_0, Properties ||"3 Info 4 ||i Diagnostics
JGeneraI || 10 tags || System constants || Texts |

» General
» PROFINETinterface [X1]

Identification & Maintenance

General

Shared Device

Name: |pdpﬁ?pn

Figure 26: TIA Portal — Assigning the device name ‘pdp67pn’ of the PDP67 fieldbus device

Connect the S7-CPU and the I/0O device in accordance with
Figure 12: Application — Wiring of Ethernet connections (schematic) [EJ 18]:

PLC_1 pdp67pn
CPU 1511F-1 PN PDPE7 PN BFDI... LA
Mot assigned ™ —
kS
PLC_1 pdp&7pn
CPU 1511F-1 PN PDP&7 PN 8FDI... T L E
Mot assigned W o

Figure 27: TIA Portal — Connect the S7-CPU and the I/0 device

Switch to the “Network view”:
The two devices are networked in the subnet “PN/IE_1".

R 10 system: PLC_1_PROFIMET IO-System (100)

PLC_1 pdp67 pn
CPFU 1511F-1 FN FOP&7 PN BFDI... -

g e e
L] ]

Mot & Select 10 controller
PLC 1.PROFINET inte rfiace_1 *

u—|FLC_1_PHDFIHETID-Syste_._ )—I

Figure 28: TIA Portal — Assigning the I/0 device to the S7 CPU (Part 1, Start)
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Configuration of the PDP67 failsafe device

Assign the I/O device with the preset device name pdp67pn to the PLC_1:

CPU 1511F-1 PN POP&7 PN BFDI...

FLC 1 @
Highlight 10 system:
PNIIE 1: 192.168.0.2 | PLC_1.PROFINET I0-System (100)
|F'N.I'|E_1: 192.168.0.1 Highlight sync domain:

b_ SyncDomain_1

Figure 29: TIA Portal — Assigning the 1/0 device to the S7 CPU (Part 2, Link-up)

|E Topology view ||n‘311 Network view || [If Device view
Network overview || Connections || IO communication || VPN || TeleControl |
¥{ Device Type Address in subnet | Subnet Master [ 1O systemn Device number Comrment
¥ 57-1500/ET200MP station_1  57-1500/ET200MP stati...
* PLC_1 CPU 1511F-1 PN F-CFU
¥ PROFINETinterface_1 PROFINETinterface 192.168.0.1 PNIE_1 PROFIMNET IO-System
Port_1 Port
Port_2 Port
¥ G5Ddevice_1 GSD device B
> pdp67pn PDP&7 PN BFDIO 41015 PDP&7
¥ PROFINETIO pdp&7pn 192.168.0.2 PNIE_1 PROFIMET IO-System 1
x21 x21
x22 X322

Figure 30: TIA Portal — Assigning the I/0 device to the S7 CPU (Part 3, Finalization)

Switch to “Device view” (if not previously selected) and

select the device pdp67pn [...] (see Figure 33 [ 28]).

Switch to the section in the tab “General”:

— “PROFINET Interface [X1]” (corresponds to ETH port ETHO /X271 on the PDP67 device):

PROFIMNET interface [X1] IP protocol

General IPaddress: | 192 168 .0 .2 |

Subnet mask: | 255 . 255 . 255 . 0 |

Mame: |PRDF|NET|D [+ synchronize router settings with 10 controller

Comment: ~ |:| Use router

Router address: [ 0 . - .
it b R el e e e At - W v - W

PROFINET
Ethernet addresses

[ Generate PROFINET device name automatically

Interface networked with PROFINET device name: |pdpﬁ?pn |

subnet: |F'N|'IE_1 |,| Converted name: |pdpﬁ?pn |

Device number: | 1 |v|

Figure 31: TIA Portal — Properties of PDP67-PROFINET interface [X1] » General

Note:
The default IP address of the PDP67 devices when delivered: 0.0.0.0 (:18080/0.0.0.0).
(applies only to the PROFINET version)
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Configuration of the PDP67 failsafe device

(see also “Sync master”, Figure 16 [Ed 21])
Only use the IRT function when it is really needed; the default setting is “RT”/‘Unsynchronized’.
To activate the IRT function, the RT class “IRT” is selected under “Real-time settings”;
the new synchronization role “Sync slave” is then automatically defined:

> » Synchronization

Sync domain: |53,-1'1n:—D|:|main_1 || Domain settings |
RTclass: O RT
(&) IRT

Synchronizmtion role: | Sync slave |v|

Figure 32: TIA Portal — Properties of PDP67-PROFINET interface [X1] » Real time (IRT)
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Configuration of the PDP67 failsafe device

8.2.2 Adding the I/0 containers of the PDP67 device

Switch to “Device view” and select the device pdp67pn:

|E Topology view ||,5-H1, Network view |||]'f Device view [

gt | <Selectdevice» RN gl @ 3 J Device overview

Select device=

pdp&7pn [FOP&7 FN BFDIO 41015 V1.2 x] [:.&
PLC_1 [CPU 1511F-1 PN]

Figure 33: TIA Portal - Adding the I/0 containers to the PDP67 device (Part 1, Start)

Open the section “Module” in the Catalog tree.

- [f. Head module

[l FOF&7 Pl BFDIO 41015 V1.2
~ [ Module

[l Fort DIO (510 Mode)

Il FortioL

[l 57 container 801 1200

Figure 34: TIA Portal - Adding the PROFIsafe Group to the PDP67 Device (Part 2)

As described in the Chapter 6.2.1.1 Failsafe and standard I/O process image [Ed 13], the default
configuration can be changed here.

The container for PROFIsafe process data is preset on Slot 11:
(passivation)
» according to PROFlIsafe specification version 2.6
Note:
A container for PROFIsafe process data with module-granular passivation according to PROFIsafe
specification version 2.4 is not possible.

The container for digital ST process data can be added to Slot 10:
ST container 8Dl 12DO

The optional configuration of the GSDML file is used for the example:

Module Rack |[Slot |ladd..|Qa.. Type Article number
¥ pdp&7pn ] ] FDP&7 PN SFDIO 41015 W1 2.x 4R000004
~ PFROFINETIO 0 0 X1 pdp&7pn
x21 ] 0x.. x21
x22 o 0x.. X22
Port 2FDIO_1 ] 1 Port 2FDIO
Port 2FDIO_2 ] 2 Port 2FDID
Port 2FDIO_3 ] 3 Fort ZFDIO
Port 2FDIO_4 ] 4 Port 2FDIO
o 5
] 6
] 7
] 8
] 9
STcontainer 801 1200_1 0 10 8 6..7 STcontainer 801 12D0
F5 container FDIO, channel granular_1 0 11 0..7 0.5 F5container FDIO, channel granular
] 12

Figure 35: TIA Portal - Adding the I/0 containers to the PDP67 device (Part 3, Finalization)
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Configuration of the PDP67 failsafe device

8.2.3 Setting up the PROFIsafe address of the PDP67 fieldbus device

Basic information of PROFIsafe addresses

Each F-address may only be used once on a PROFINET device with PROFlsafe.

The values of the F-addresses of the single devices do not have to be consecutive.

— The permissible range of software F-addressesis: 1... 65534.
These values are positive integers.

The F-destination address of the Pilz device is a software address and to define it, the same value
must be entered in the following two configuration dialogue boxes, otherwise fault-free operation is
not possible:

1. in the TIA Portal tool under the properties of the PROFIsafe group of the PDP67 device

(see Figure 36)

and

2. in the PASconfig software

see Chapter 8.4.2 Setting up the PROFIsafe address of the PDP67 device [ 36 ff]

¢ seeonline help for software
* Prerequisite:

» There is an online connection to the PDP67 device.

(see Chapter 11.3 Notes on establishing the online connection to the PDP67 [l 75 ff])

The preset F-address of the PDP67 fieldbus devices on delivery is: 1
(applies only to the PROFINET version)

Should the changed value of the F-address is to be accepted; a reset must always be executed.

This is done automatically in the PASconfig tool when the software address is changed or
by pressing the reset button (Restart by Warm Reset).

- see Chapter 11.7.1 Carrying out of a restart (warm reset) by means of the Reset button [ 82]

The PROFIsafe address ‘F_Dest_Add’ for the fieldbus device in the TIA Portal tool must be set always.
The following PROFIsafe address is specified for this application:

— F_Desr_Add: 5 (default F-destination address is 1)
To do this, select the properties of the PROFIsafe group in the “Device view” of pdp67pn

(see Figure 35 [Ed 28]) and
set the value for F-destination address under the section “PROFIsafe”:

F_CRC_Length:

F_Block_ID:
F_Par_Version:
F_Source_Add:

F_Dest_Add:

L |

|3 Properties ||"_1., Info i ||i Diagnostics
J General || 10 tags || System constants || Texts |
 General I PROFlsaf
Catalog informaticn sare
PROFlsafe
IO addresses FsiL: [si3 [+]

|4-Byte-CRC

|
|
|
|
F_Par_CRC_WithoutAddresses: © value range: [1.65534] ><|

Figure 36: TIA Portal - PROFIsafe-Group » Setting up of PROFIsafe address “F_Dest_Add”

Note:

The F-address is also required to establish the Ethernet connection between the PASconfig PC and
the PSS u21/0 device.
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Configuration of the PDP67 failsafe device

8.24

Assign the device name to the PDP67 device

For the used PROFINET system, a device name must be assigned to the PDP67 Remote I/0O device (10
device) so that the 10 controller of the F-CPU can communicate with it.
For further details, see the TIA Portal online help, chapter “Addressing PROFINET devices”.

Now you can begin assigning the device name.
Select the device pdp67pn under “Devices and networks” (see Figure 30 [ 26]).
Right click on the device icon and select the function »Assign device namex«:

@* | pdp&7pn [PDPE7 PN 8FDIO 41w | 2 - B i

Fas

WV
|
—

-

<]

Write |0-Device name to Micro Memory Card
Start device tool...

M Cut Ctrl+x
_ilg Copy Ctrl+C
:3 Baste Cirl+v
% Delete Del
; Go to topology view
gy GO to network view
Compile b
Download to device ]
ﬂ Go online Ctrl+K
KY Gooffline Crl+h
B, Cnline & diagnostics Ctrl+D

HAHE E g
(N Assign device name

Figure 37: TIA Portal — Assign device name » Select function (Part 1, Start)

The PDP67 device, that is to be named, can be uniquely identified by MAC address and IP address.

The “Devices MAC address” is lasered on the front of the fieldbus device to the left of the reset push-
button (see left picture in Figure 38).
For the unique device identification, the displayed device can be selected and the »Flash LED«
function can be activated.

— Activated:
— Deactivated:

LEDs RUN and DIAG flash green % in the same mode
LEDs RUN and DIAG displayed the current system status

-
Y
L

-

s

-46D1

i o8 =t
.
e ]
’ = =4
o | |
t ;b‘j L-L,‘-: I,?,I
1\ i :;_

w|:Flash LED

Figure 38:

TIA Portal — Assign device name » MAC / Function »Flash LED« (Part 2, Identification)
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Configuration of the PDP67 failsafe device

The selected PDP67 device must be marked in the table and
you click on the button »Assign namex:

Assign PROFINET device name. [

Configured PROFINET device

PROFINET device name: | pdp67pn [+]

Converted name: |pdp6?pr‘| |

Device type:  |PDPS7 PN 8FDIO 410LS V1.2.x |

Online access

Type ofthe PGIPC interface: |L PMIIE |v|
PGIPC interface: [ ASIX USE to Gigabit Ethernet Family Adapter | =] ©)[-6))

Device filter
v Only show devices of the same type
[] Only show devices with bad parameter settings
["] Only show devices without names

Accessible devices in the network:

uu IP address MAC address Device PROFINET device name Status
0000 j

POP&7 - 1. Mo device name assigned

%}Fhsh LED

Update list | [ Assign namebr: ]

Cnline status information:

[ ] Search completed. 1 of 2 devices were found.

| Close

Figure 39: TIA Portal — Assign device name » Select function (Part 3, Assignment)

At the end, the “Online status information” is used to indicate whether the operation was successful:

Online status information:
Search completed. 1 of 2 devices were found.
The PROFIMET device name "pdp67pn®|was successfully assigned to MAC address " 00-02-48-4D-46-D1".

Figure 40: TIA Portal — Assign device name » Select function (Part 4, Finalization)

You can close the window now.
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8.3 TIA Portal - Transferring the configuration to the S7 F-CPU

After closing the PASconfig software, the TIA project is saved first:

Project |Edit  View Insert Online Options
_*-:r"' MNew...
o[ % Open... Ctrl+0
Migrate project...
Close Crrl+W
Misave ), Culs
Save as.. Cerl+Shift+5

Figure 41: TIA Portal — Transfer configuration » Save project (Part 1, Start)

Now select the F-CPU in the project tree and compile the TIA project:

Project |E|::|it |‘|.|fiew Insert  Online  Optid
Open chject

) Undo Ctri+Z

(M Redo Ctrl+

Cut Crrl+x

25| Copy Crrl+C

:5 Faste Crrl+w

¥ | % Delete Del
Rename F2

Selectall Ctri+A

-

ﬁgc Find and replace Ctrl+F

Compile J Hardware and software (only changes)

| General y" Cross-references || Compile |
@Im| Show all messages |'|
! | Path Descripticn

O - rc

ﬂ * Program blocks

0 Mo block was compiled. All blocks are up-to-date.
__gﬁ Compiling completed {errors: 0; warnings: 0}

Figure 42: TIA Portal — Transfer configuration » Translate project (Part 2)
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The TIA projectis then loaded into the F-CPU:

Online | Opticns  Tools  Window  Help

ﬁ' Go online Ctrl+K
ﬁ' Extended go online...

p‘ Go offline Ctrl+M
Simulation ]

Stop runtimelsimulation

Download to device
~ A

Extended download to device...

Ctrl+L

Download to device Hardware and software (only changes)

Figure 43: TIA Portal — Transfer configuration » Load project into device (Part 3)

The F-CPU can now be set to RUN operating mode.
The F-CPU and the PDP67 device still display an error because the configuration is not yet complete:

Figure 44: F-CPU / PDP67 - LED displays with configuration not yet complete

PILZ | 33/88
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8.4 PASconfig - Device configuration of PDP67 device

The basic configuration is already in place; the data is generated automatically using the settings

previously made in the TIA Portal.
- see Chapter 8.2 TIA Portal — Device configuration of PDP67 device [l 24 ff].

8.4.1 Start of PASconfig via TIA Portal device configuration

Open the function “Devices & networks” in “Project tree”.
Switch to “Device view” and select the device pdp67pn.
Right click on the device icon and select the function »Start device tool...« using the access point

“Configuration”:

Write |0-Device name to Micro Memory Card

Start device tool ..

F ¥ e M cut Ctrl+x
Start device tool

Select tool or access point

- PASconfig

Properties
FS 11D Mapping
Information on tool or access point:

Configuration of the P55u systems
Fublisher: PILZ GMBH & CO_KG

With this command you exit the TIA Portal runtime environment.

Show signature

start b‘J | Cancel

Figure 45: PASconfig — Start device tool from TIA Portal » Access point “Configuration”

Note:
The PASconfig tool opens with the ‘User interface language’ set in the TIA.

In version 6.1.0, only the two languages German and English are supported.

Now, for the first time, an attempt is made via the PASconfig tool to establish an online connection to
the configured PDP67 device:

Progress Information

Attempting to retrieve hardware safety address for Unit pdpb¥pn.

Figure 46: PASconfig — Status message ‘Read F-address for Ethernet connection’
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NOTICE

If the device’s IP address does not match the one stored in the F-CPU configuration,
please refer to the application tips in:

- Chapter 11.3 Notes on establishing the online connection to the PDP67 [ 75 ff]
For specific information on the Ethernet connection, see:

- Subchapter 11.3.1 Determining the IP address and port number (PROFINET) [£d] 75]

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal
1007106_EN_02 PILZ | 35/88



Configuration of the PDP67 failsafe device

8.4.2 Setting up the PROFIsafe address of the PDP67 device

After assigning the IP address to the PDP67 device, when the TCI function “Configuration” (Figure 45
[EJ 34)) is called up again, the F-address of the PROFIsafe group saved in the device is checked first; in
the factory setting, the default F-destination address is “[1]”.

If this is different from the F-destination address “[5]”configured and transferred by the TIA project
(Figure 36 [ 29]), an automatic procedure is executed at the PASconfig tool.

Start with Function “Download Project F-address”:

E F-Address mismatch

Y The Ethernet connection F-address and the Project F-address do not match for
/ l}-_ the system [pdp67pn]. Download to assign the F-address of the project to the systern.

Do you want to download the project F-Address and all other PROFIsafe F-Addresses
to the connected system?

Mote: If you cancel now you can download the F-Address later in:

Systern > Set F-Address

‘Download Project F-Address | Cancel

L 2

Figure 47: PASconfig - Function “Download Project F-address” (Part 1, Start)

After this, the PDP67 device must be restarted to accept the values:

Progress Information

@ Changing the F-address...

P

Figure 48: PASconfig — Function “Set F-addresses” (Part 2, Restart)

The successful restart of the device is displayed:

Progress Information

4F%  Restart system

b <

Restarting the system...

e —
i 3

The system was successfully restarted.

h% A

Figure 49: PASconfig — Function “Set F-addresses” (Part 3, Finalization)
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After the restart, the device “PLC_1:pdp67pn” transferred from the TIA project is displayed:

T5. Project manager = B || & PLC T:pdpbipn <

v & PLC_T — T

[ pdpéTen ( )
v PDP&7 PN 8FDIO 410LS .m Lti”‘
= X01:2FDIO . Foro® .
= X02:2FDIO
= XD2:2FDIO
- X04:2FDIO

xoj xu4
i X03:10LS oo ool
i H0&:I0LS ol
¢ XOTI0LS
X05 *06
@O

S X08:I0LS

Xo7 *08
. HE .
-— -—
2 PILZ
B PWR FDP&Y
m 5D Resat
PO
m o E2
| K22 =]

E FUN E
G =2 -—

sione  @IO0-Link
ETHO i ¥ 29 ETH1

PR FH
i X3l A x3p ol

\.___________- ,____,_,)
System overview | Terminal configuration
Figure 50: PASconfig—1/0 device “PLC_1:pdp67pn”

NOTICE

If the device’s PROFIsafe address(es) do not match those stored in the F-CPU

configuration, please refer to the Application Notes in:

— Chapter 11.3 Notes on establishing the online connection to the PDP67 [EJ 75 ff]

For further details on F addresses, please see:

— Subchapter 11.3.2 Determination and temporary assignment of the F-address
(PROFIsafe) [EX 76]

If the first F-destination address for the device’s PROFIsafe communication is not
changed (default value: 1), the F-addresses will not be automatically transferred to the
PASconfig project. This also applies if only the F-addresses of the IOLS ports are added
or changed at a later stage.

In that case, the new F-addresses must be transferred manually to the PDP67 device:
— Subchapter 11.3.3 Manual assighment of F-addresses (IOLS) [Ed 77 ff].
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8.4.3 Download the configuration to PDP67 device

The configuration you have just created must now be saved.
A
= | &% o |

Save all editors (Ctrl+5hift+5) 1

Figure 51: PASconfig — Save configuration » Save all editors

After that, start with the function »Download configuration data«:

@ @ [[100% ~

Downlead configuration data

Progress Information

Figure 52: PASconfig — Download configuration » Reading the connected PDP67 device (Part 1)

A password is required to transfer the FS configuration.

The default password is “pssu”.
It can be changed via the menu item ‘System’ » ‘Change FS password ...".

o* Download the configuration data x

Download the configuration data to the system "pdp67pn” in project "PLC_1'

Action Status Details

F5 download Required F3 password required
5T download Required

Restart Required

FS password ewes|

Configured and connected system are identical. Do you still want to download?

Start download Cloze

Figure 53: PASconfig — Download configuration » Entering the password (Part 2)
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Confirm the change to the safety configuration.

Now the download of the configuration data and the automatic restart is executed:

Action Status

F5 download Success
5T download Success

Restart ||

Dretails
Finished
Finished
Restarting...

Figure 54: PASconfig — Download configuration » Download FS data and restart device (Part 3)

The download window can now be closed:

o* Download the configuration data

Download the configuration data to the system "pdp67pn” in project "PLC_1"

Action Status

F5 download Success
5T download Success
Restart Success

Details

Finished
Finfshed
Finished

F5 password ssss

Configured and connected system are identical. Do you still want to download?

Figure 55: PASconfig — Download configuration » Close download window (Part 4)

The PASconfig tool can now be closed:

o PASconfig

Project Edit View System Tools Help
Close active editor Ctrl+W
Close all editors Ctrl+Shift+W
Save Ctrl+5
Save all editors Ctrl+5Shift+5
Generate report *
Parts list »

2y Import

5 Export
Project properties
Exit l}

Figure 56: PASconfig - Close tool

Start download
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Configuration of the PDP67 failsafe device

8.5 Error-free system start-up

There should now be no more error messages in the PDP67 device diagnostics:

= Diagnostics [ . .
Diagnostic status

General
Diagnostic status Status
P PROFIMET interface
b Functicns Module exists.
814

Figure 57: TIA Portal - Transfer configuration » Check diagnostic status

The error-free status of both devices can also be identified by their LEDs:

— The ‘SO’ LED on the Pilz device only lights up green if the container is configured for PROFIsafe
process data and the PROFIsafe connection to the F-CPU is active.

— The current fail-safe process image only becomes visible in the online view of the PLC variables in
the TIA Portal when read/write access to these fail-safe signals is performed in the program of an F
function block that is assigned to an active F sequence group of the F-CPU.

Otherwise, for example, there is no read access to a failsafe input or its associated valid bit and
therefore no real status display; both signals then always have the value ‘zero’ in the online
display.

R —
Al
S s

MS
PWR
SO

oo |
|
r

S
Y

X21
X22
RUN
DIAG
SO

SIMATIC
S7-1500

RO00004

PODP67 PN 8FDI0 410
A

- 8 2 ms | >

Figure 58: F-CPU / PDP67 — LED displays with error-free configuration
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Configuration of the hybrid 10 ports (FDIO)

The four digital 10 ports X01..X04 on the PDP67 PN 8FDIO 4I0LS device described here correspond
to the three FDIO ports on the PDP67 PN 6FDI 6FDIO 2FDOTP device:
— Hybrid ports X02, X04, X06.

Overviews and notes on configuration and possible start-up errors of the FDIO functions are described
in the Application Note »PDP67 I/O PROFINET with PROFIsafe profile on SIMATIC S7-1500 with TIA

Portal«:

The corresponding document »AN PDP67 FDIO Profinet S7 TIA 1005313« is linked here:

— Chapter 1.1 Documentation from Pilz GmbH & Co. KG [Ed] 6].
E —7 - ——
. X01:2FDIO |~ . X02:2FDIO )
: : %02
Property Value Property ol Value
Port state FS input v Port state > FS output v
FS input FS input
w Test pulses and 5T cutputs w Test pulses and 5T outputs
~ T0 ~ T0
Pin state, if this test pulse is not assigned to an input 24V v Pin state, if this test s not assigned to an input 24V v
Test pulse duration (0.3 ... 10.0) [ms] 3.0 Test pulse duration (0.3, 30
~ T1 ~ Tl
Pin state, if this test pulse is not assigned to an input 24V v Pin state, if this test puls jned to an input 24V v
Test pulse duration (0.3 ... 10.0) [ms] 3.0 Test pulse duration (0.3 . 3.0

~ Discrepancy monitoring

~ Discrepancy monitoring

1007106_EN_02

Use discrepancy monitoring Use discrepancy monitoring
Reintegration after discrepancy time With restart interlock w Reinte on after discrepancy time With restart interlock w
Sensor type MNon-equivalent v Sensor type Non-equivalent v
Discrepancy behaviour Set value to zero v Di y behaviour Set value to zero v
Discrepancy time (30 ... 30000) [ms] 100 = D pancy time (3 100 2
Switch-on delay time (0 ... 5000) [ms] 0 = Switch-on delay time (0. 0 2
Bounce monitering time (1 ... 30) [s] 5 2 Bounce monitoring time (1 5 =
~ Inputs and outputs ~ Inputs and outputs
v [0 ~ 10
Pin state On v Pin state On v
Software filter time (0 ... 10.0) [ms] 1.0 Software filter time (0 ... 10.0) [ms] 1.0
Pulse stretching (0 ... 253) [ms] 0 Pulse stretching (0... 253) [ms] 0
Test pulse T0 v Test pulse T0 v
~ 1 v 1
Pin state On v Pin state On v
Software filter time (0 ... 10.0) [ms] 1.0 Software filter time (0 ... 10.0) [ms] 1.0
Pulse stretching (0 ... 233) [ms] 0 Pulse stretching (0 ... 233) [ms] 0
Test pulse T v Test pulse T v
w ST output 00 w 5T output OO0
Substitute value Output switched off w Substitute value Output switched off w
~ ST output O1 w ST output 01
Substitute value Output switched off w Substitute value Output switched off w
F5 output F5 output
~ Port ~ Port
Repetition of on test in error-free operation (0 0 Repetition of on test in error-free operation (0 ... 235) [s] 0
Repetition of on test in the event of an error (0., 30 Repetition of on test in the event of an error (0... 235) [s] 30
Repetition of off test (0. 5] 0 Repetition of off test (0 ... 253) [s] 0
~ 00 ~ 00
Pin state On v Pin state On v
Switch-off delay (0 ... 0 Switch-off delay (0 ... 63535) [ms] 0
Off tests -] Off tests a
On tests a On tests -]
Max. test duration (0.1 ... 12.7) [ms] 3.0 Mazx. test duration (0.1 ... 12.7) [ms] 3.0
v 01 ~v 01
Pin state On v Pin state On v
Switch-off delay (0 ... 63333) [ms] 0 Switch-off delay (0 ... 63535) [ms] 0
Off t -] Off tests -]
On tests a On tests a
Max. test duration (0.1 ... 12.7) [ms] 3.0 Mazx. test duration (0.1 ... 12.7) [ms] 3.0
Figure 59: PASconfig — Configuration PDP67 FS input and FS output (default values)
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Configuration of the IO-Link Safety Ports (IOLS)

10 Configuration of the 10-Link Safety Ports (IOLS)

10.1 Basics of the 10-Link Configurator

The four 10-Link ports X05..X08 cannot be selected directly.

To do this, click on the lower device area of the image in the central work area of PASconfig.

The display changes in the 'Properties' window. You will now see the following for these ports:

— the values of the fieldbus assignment (here PROFINET), Slots of the TIA device view ‘Slot5... 8’,
and

- the standard input and output data, Slot of the TIA Portal device view ‘Slot 10’:

ot PLC_1:pdp&7pn (2! Problems [ Properties
xns P -
. ek . . PDP67 PN 8FDIO 4I0LS
Syst Property Value
em
HD XCIE' c I | w |OL-PROFIMET assignment (slot 5 ... 8)
I'
e v.' =nere Slot 5, subslot 1 - Submeodule type Empty w
'” Slot 5, subslot 1 - Pl data length 0

Slot 5, subslot 1 - PIO data length 0
— Slot 5, subslot 2 - Submodule type Empty w
Slot 5, subslot 2 - Pl data length 0
A s P"—Z Slot 5, subslot 2 - PIO data length 0
B EWR PDP67 Slot &, subslot 1 - Submoedule type Empty w
m =D Reset Slot 6, subslot 1 - Pll data length 0
u o @ Slot &, subslot 1 - PIO data length 0
m ol g Slot 6, subslot 2 - Submodule ty E
O o 3lot 0, subslot £ - Submodule type mpty w
B FUN E Slot €, subslot 2 - Pl data length 0
W DIAG EE; = Slot &, subslot 2 - PIO data length 0
"R -
EE . Slot 7, subslot 1 - Submodule type Empty w
v e Slot 7, subslot 1 - Pl data length 0
@ I0-Link Slot 7, subslot 1 - PIO data length 0

Slot 7, subslot 2 - Submodule type Empty w

ETHO 21 ETHI Slot 7, subslot 2 - Pll data length 0
. . Slot 7, subslot 2 - PIO data length 0

Slat 8, subslot 1 - Submodule type Empty w

Slot 8, subslot 1 - Pl data length 0
Bl %31 A %30 F':'-;ﬁ Slot 8, subslot 1 - PIO data length E
i - Slot 8, subslot 2 - Submodule type mpty w
™ i YP
v‘d; Slot 8, subslot 2 - Pl data length 0

.., ,. Slot 8, subslot 2 - PIO data length 0
5T input/output data (slot 10) On v

Figure 60: PASconfig— PDP67 configuration » IOL data (default values)

Right-click on the device area and select the function 'Start IO-Link Configurator...":

T | o [ ]

m 21z U
B X o

-
B AUN & Change device
B DIAG 23
B S0 2 *20 Reset configuration to defaults
v = |

Launch the |0-Link Configurator h.
Pl @10 [3-Link functions 3

Figure 61: PASconfig — Start 10-Link Configurator
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Configuration of the IO-Link Safety Ports (IOLS)

When starting the 10-Link Configurator for the first time, a new |O-Link project must be created:

o= Start *

Options

'] Create new 10-Link project

2L Uplead the configuration from the connected [O0-Link devices

-_—
Claze

Figure 62: 10-Link Configurator — Create new |O-Link project
Note: If an |O-Link project is already linked, the I0-Link Configurator opens directly.

The 10-Link Configurator is started:

@ PILZ |0-Link Configurator O
10-Link project  Edit  View Tools

| | x| @

= 10DD catalogue

Project name: pdp&7pn < Enter filter text>
10-Link standards

GHH)

3

]

PDP6T PN 8FDIO 410LS

NI
©:ri@

;®‘:' ®Te N7 =~

SEIEEEENENED
: ]

/ e oy
3 (%07) 4 (X08)
% System overview | i= Port properties
1 = | e;?‘ i) | H_ - | Current operation Idle
Source Action Result Details

Figure 63: 10-Link Configurator — Overview

Note:
When the PDP67 device is delivered, the following settings are active:
— the IO-Link safety ports are deactivated and
— the corresponding C/Q LEDs are switched off.
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Configuration of the IO-Link Safety Ports (IOLS)

10.1.1 Download the IODD device description files

The 10-Link organisation has the website: https://io-link.com.
There is a database called IODDfinder (link) that can be used to find device information and download
IODD files. This includes the IODD Viewer tool for viewing these files.
First, you need to enter the data for the IOL device, including information about the manufacturer,
product type, item number and IO-Link device ID.
Open the IODDfinder and enter the data, using the ifm RA3100 sensor as an example:

O 8 io-link.com

@ IO'Llnk Q, search IODDfinder = Menu EE v

@ IO-Link s

Disclaimer Legal Notice | DataPrivacy | DEEN

© 2020 provided by 0 Possehl Digital Services Home

Figure 64: 10-Link Organisation — IODDfinder » Search for the |IODD of the ifm sensor
© 2026 |0-Link Community

The search may return many results. You can use the filter functions to narrow down the results and
then start downloading and displaying the device description file:

@ 10DDfinder a
Manufacturer Article nu Device ID All Rev. ¥
* Manufacturer Product name Article numbe Device IC arsio Image
V133
t ifm electronic gmbh RA3100 RA3100 499 1.0 a
Download All Versions ]
V1.3.14
t‘ ifm electronic gmbh RA3100 RA3100 499 1.1 ’
Download All Versions e
@ 2020 provided by O Possehl Digital Services Home | Disclaimer Legal Notice | DataPrivacy | DEEN
Figure 65: 10-Link Organisation — IODDfinder » Download the IODD of the ifm sensor
© 2026 |0-Link Community
" 7
e 10DD Viewer - [ifm-0001F3-20201209-10001.1.zip] ifm-0001F3-20201209-10D01.1.xml — O X
File Tab Language Options Help
Fagvy EHdd
AML-View XMLViewde XML Viewes XMLViewfr XMLViewit XMLViewja XMLViewko XMLViewpt XMLViewru XML-View zh | Browser-View
Version: V1.3.14 Release Date: 2020-12-09 ~
Vendor ID 310 (0x0136)
Vendaor Name ifm electronic gmbh
Vendor Text www. ifm.com o
Vendor URL www.ifm.com/ifmgbiwebifio-link-download.htm ifm electronic
Device 1D 499 (0x0001f3)
DeviceFamily
Block Parameter v
L Fimds Cdnranan BTN J

Figure 66: I0DD Viewer — Browser view » Display of the IODD of the ifm sensor

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal
1007106_EN_02 PILZ | 44/88


https://io-link.com/
https://io-link.com/community/services/ioddfinder

Configuration of the IO-Link Safety Ports (IOLS)

10.1.2 Managing the IODD device description files in the 10-Link Configurator

To integrate IO-Link devices into the IOL fieldbus assignment (here PROFINET), the corresponding
device description file (IODD) must be installed in the 10-Link Configurator for configuration.
Open the “Import IODD » from ZIP file” function in the “Extras” menu or toolbar:

& PILZ |O-Link Configurator
|0-Link project  Edit  View Tools

| x| 0 H-Lilw-|oea o -
from XML file
from ZIP file

Project name: pdp&7pn

s

Figure 67: 10-Link Configurator — Manage device description files |IODD (Part 1, beginning)

from folder

Select and install the downloaded IODD file, using the Pilz PITgatebox as an example:

= Impaort 100D from ZIP file x
i v o © » Desktop » 10LS » AN w & Search AN o
Organize Mew folder =~ O O

Mame a Type
i Desktop | ifm-0001F3-20201209-10DD1.1zip ~ ZIP File
' Downloads PILZ_PITGB20250124_EduDevice.zip  ZIP File
File name: | PILZ_PITGB20250124_EduDevicezip | ZIP (*zip) "

Cancel

Figure 68: 10-Link Configurator — Manage IODD device description files (Part 2, installation)

'0' Imperting 10DD files...

o PDPET >

'o' The 100D was imported successfully,

Figure 69: I0-Link Configurator — Managing IODD device description files (Part 3, conclusion)

The imported device description files are now available in the IODD catalogue:

=i 00D catalogue
<Enter filter text>
|Q-Link standards

FS 10-Link-Devices

Figure 70: 10-Link Configurator — IODD catalogue » Available device description files
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Configuration of the IO-Link Safety Ports (IOLS)

10.1.3 Functions of the download manager

A central component of the IO

-Link Configurator is the download manager.

All downloads for IO-Link devices are carried out here.

The download manager is d

o Download Manager

ivided into three parts:

Download of the configuration

€3 The device configuration can only be downloaded to devices if the devices are in

commissioning mode,

Mode of the |0-Link Safety Devi

Ces 1

[)iSet the value of the TechParCRC parameter to match the mode

Armed mode (TechParCRC is calculated)

Commissicning mode (TechParCRC = )

Systern configuration 2

B Transfer port configuration to the Master

Parameter configuration of the devices 3

Port Device

Device status

B Port1 PIT gb LLLE down IOLS  ---

Im
al
|
=
W
|
A
al
i
a
=]
3
]
a1
o

Figure 71: 10-Link Configurator — Download Manager » Overview

Mode of the |0-Link safety devices 1)
— Changing the TechParCRC values of the |O-Link safety device to switch between
* the operating mode (armed mode) and

¢ commissioning mode.

Cancel

— The system configuration (middle section) is always downloaded when this section is activated.

System configuration ¢2)

— Downloading the port configuration to the 10-Link Safety Master (PDP67 device).

— The port configuration of

an I0-Link device is imported with the |IODD.

* see Chapter 10.1.1 Download the IODD device description files [LH 44].

Parameter configuration of the devices (3)
— Download the parameter configuration to the IOLS devices selected in the table.
— The ‘Device status’ is displayed in the last column:

Device status

Description

Port unconnected

The IOL port is switched off in the port configuration (port mode: disabled).

The status of the |0-Link safety device is unknown.

This means that the IOLS device is:
» inits delivery state, see note at Figure 63 [ 43] or
» NOT in armed mode and NOT in commissioning mode or
» a standard 10-Link device is connected.

Commissioning mode

The I0-Link Safety Device is in parameterisation mode for commissioning.
The parameters on the 10-Link Safety Device can now be changed.

Armed mode

The 10-Link Safety Device is in operating mode.

No matching device

The following is possible:
» The wrong IO-Link Safety IODD is being used or
» Autostart is activated for a standard 10-Link device on the IOL port
(port mode: IO-Link autostart).

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal

1007106_EN_02

PILZ | 46/88



Configuration of the IO-Link Safety Ports (IOLS)

INFO

The download manager usually remains open after the individual configuration steps; it
must be closed deliberately by pressing the [Cancel] button:

ack Mext = Start download

Figure 72: 10-Link Configurator — Download Manager » Close with ‘Cancel’

[==]
ul

The download manager should not be opened immediately after a previous download
(and restart of the PDP67 device).

Otherwise, the status of the device will be displayed as »Port unconnected« because
the device is not yet ready:

++ Download Manager x

Download of the configuration

(X)

Cannot download because some of the devices are not connected or the configuration
does not match the connected device, Deselect all the affected ports to continue
downloading.

[)iSet the value of the TechParCRC parameter to match the mode}

Armed mode (TechParCRC is calculated)

Commissioning mode (TechParCRC = 0)

System configuration

8 Transfer port configuration to the Master

Parameter configuration of the devices

Port Device Device status

@ Portl PITgbLLLE down|OLS Port uncennected

[5]
o

Mext = Start download Cancel

Figure 73: 10-Link Configurator — Download Manager » Status ‘Port not connected’

Restarting the 10-Link master and the IOL ports can take up to 15 seconds before the
next function can be executed.

This is indicated by the following message:

PILZ 10-Link Configurator

Restarting the |0-Link Master and ports. This may take up to 153 seconds.

Figure 74: 10-Link Configurator — Download Manager » Restart notice

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal
1007106_EN_02 PILZ | 47/88



Configuration of the IO-Link Safety Ports (IOLS)

10.2 Configuration of an IOLS command and message device (FS)
10.2.1 TIA Portal - FS 10-Link device configuration of the PDP67 device

When the PDP67 fieldbus device is created, the modules and submodules of the |I0-Link ports are
created in the TIA Portal ‘Hardware catalog’ in addition to the already configured header module:

w | Catalog

- rj] Head module
[l FOP67 PN BFDIO 410L5 V1.2
vr*—_!. Maodule
[l Fort DIO (510 Mode)
\; Port 10L I0-Link Ports n
STcontainer 801 1200
« [ submodules
[l oL _rai
[l oL_16_rql
[l oL_iz_rq
[l oL_132_pql
[l o4 _Pqi
[l oL_iz_rqi
[l oL_1o1_Pal
[l oL_io16_PqI
[l 1oL_ioz_pa Submodules n.1
[l 1oL_1032_Fa 10-Link Container
[l o104 _Fai Standard data
[l 1oL_ios_ral
[l oL_o1_Pqi
[l oL_o16_PqI
[l 1oL _o2_Fqi
[l oL_032_PqI
[l 1oL_o4_Pq
[l 1oL_os_Pqi
[l oL_ra
[l 1oLs 5P Submodules n.1
[l 1oLs_sp2s I0-Link Safety Container
M 1oLs_sP3 Failsafe data

Figure 75: TIA Portal - Hardware catalogue » Modules and submodules of the IO-Link ports

The allocation of the “IOL ports n” to the Slots is as follows:

» FROFINETIO 0 0x1 pdp&7pn

Port 2FDIO_? 0 1 Port 2FDIO

Port 2FDIO_2 0 2 Port 2FDIO

Port 2FDIO_3 0 3 Fort 2FDIO

Port 2FDIO_4 0 4 Port 2FDIO
0 5 I0L Port 1 (X05)
0 & I0L Port 2 (X06)
0 7 I0L Port 3 (X07)
0 8 I0L Port 4 (X08)

Figure 76: TIA Portal — Device view » Assignment of IO-Link ports on the PDP67 device
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The procedure requires the system to be configured and commissioned according to Chapters 7 and 8.

The IOLS pushbutton unit Pilz PITgatebox is connected to the PDP67 device connection X05.
To do this, the I/0 containers (submodules) must be configured according to the operating manual:
1. The sensor is configured on Slot 5: ‘Port IOL_1°.
* Description: For IO-Link FS/ST process data and for diagnostic purposes.
2. The standard IO-Link container is assigned to Subslot 5.1: ‘|IOL_1032_PQI’.
* Description: 32 bytes PAE plus 1 byte PQI, 32 bytes PAA
3. The fail-safe 10-Link Safety Container is assigned to . .

¢ Description:

3 bytes PAE plus 5 bytes PROFlsafe data, 3 bytes PAA plus 5 bytes PROFIsafe data
* Note: If this submodule is used on a port, an ST submodule must be configured on the same
port on Subslot x.1, with at least 1 byte PQI.

Switch to ‘Device view’ (if not already selected) and
select the device »pdp67pn [...J« (see Figure 33 [ 28]).
Now carry out the three steps mentioned above one after the other:

Module Rack Slot | address |Q address | Type
* pdp67pn 0 0 PDP&Y PM BFDIO 410L5 W1 .2.x
b PROFINETIO 0 0 X1 pdp67pn
Port ZFDIO_1 0 1 Port 2FDIO
Fort ZFDIO_2 0 2 Port 2FDIO
Fort ZFDIO_3 0 3 Port 2FDIO
Fort ZFDIO_4 0 4 Port 2FDIO
[ o 5
e 0 6
¥ PortIOL_1 0 5 Port 1OL
' 0 51
0 52
0 6
lOL_1032_PqI 0 51 9_41 8.39 lOL_1032_PqI
[ TR 0 52
Ta o 6
0 7

Figure 77: TIA Portal — Device view » Adding the submodules for the Pilz PITgatebox

Now the data containers of the submodules are assigned to the Slots (Subslots):

Device overview

Module .. |Rack | Slot
0
0 X1

¥ pdp6&7pn
» FROFINETIO
Part 2FDIO_1
Part 2FDIO_2
Port 2FDIO_3
Port 2FDIO_4
~ Port IOL_1
IOL_lO32_PQI
I0L5_5F3

-
=

00 =l @ W ;W W R

[Fa]

STcontainer 8DI 12D0_1
FS container FDIO, channel granular_1

10
11
12

(=T = B = I = B = T = B = B~ T = TR = A = Y~ T = TR~ T = Y - |

| address

a4
4249

Q address | Type Article number | Firmware

8.39
42 49

FDP67 PN 8FDIO 410LS V1.2 x 4RO0O0004 V12x
pdp67pn

Port 2FDIO

Faort 2FDIO

Faort 2FDIO

Faort 2FDIO

Fort IOL

IOL_1032_FQI

IOL5_5F3

STcontainer 8011200
FS container FDIO, channel granular

Comment Access

FDF&7 PLC 1
PLC_1
PLC_1
PLC_1
PLC_1
PLC_1

PITgb Gatebox PLC_1

STSubmodule PLC_1
Fs submodule PLC_1 [+

FLC_1
FLC_1

Figure 78: TIA Portal — Device view » Overview of Subslots for the Pilz PITgatebox
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Configuration of the IO-Link Safety Ports (IOLS)

The PROFIsafe address (“F_Dest_Add”) for the FS submodule ° T

PITgatebox must always be set.

onth

The following PROFIsafe address is specified for this application:

— F_Dest_Add: 10

e Pilz

To do this, select the properties of the PROFIsafe group in the “Device overview” for the IOLS_SP3
submodule [IOLS_SP3] (see Figure 78 [ 49]) and
enter the value for the F-destination address in the “PROFIsafe” section:

. BN |

F_Passivation:

F_CRC_Seed:

F_WD_Time:
F_Par_CRC:

F-iQ DE-number:
F-/0 DB-name:

|3 Properties ||"'1.. Info (i ||i Diagnostics
J General || 10 tags || System constants || Texts |
w General I PROFlsaf
Catalog information sate
PROFIzafe
110 addresses F_SIL: n
FLCRC Length: [+8yieche |~
F_Block_ID: [0 |
F_Par_Version: |1 |
F_Source_Add: |I |
F_Dest_Add: |10 |
F_Par_CRC_WithoutAddresses: |291S4 |

Device/Module ﬂ
CRCSeed24i32 [ =]

[V Manual assignment of Fmonitaring time

[150 ms

[52177 |

[ F4i0 DB manual number assignment

(30011 |

|Fooo42_loLs_sP3

Figure 79: TIA Portal - FS submodule IOLS_SP3 » Entering the PROFIsafe address “F_Dest_Add”

Now the TIA project must be saved, translated and loaded into the F-CPU, and
the F-CPU must then be set to RUN mode as described in:
- Chapter 8.3 TIA Portal — Transferring the configuration to the S7 F-CPU [EJ 32 f].
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10.2.2 PASconfig - FS 10-Link device configuration of the PDP67 device

PASconfig is now started:

- see Chapter 8.4.1 Start of PASconfig via TIA Portal device configuration [Ed 34].
and

the F addresses are transferred from the TIA project:

- see Chapter 8.4.2 Setting up the PROFlsafe address of the PDP67 device [[Ed 36].

The F addresses can be checked under the menu item ‘System’ » ‘Enter F addresses’:

Systemn Tools  Help

Set F-address [:}

o= Set F-addresses O X

Set F-addresses for the system "pdp67pn”
(i) Device F-address[es] have been updated.

F-address
#  Project F-address  Device F-address  Slot.Subslot Upload
e > 111 Download
2 10 10 52
3 0 0 6.2
4 0 0 72 ~
Copy
5 0 0 82
Ok Cancel

Figure 80: PASconfig— Compare F addresses of the project and the device » Subslot 5.2

The changed IOL-PROFINET assignment of Slot 5 with its two Subslots is displayed in the ‘Properties’
window:

(2 Problems | Properties

PDP67 PN 8FDIO 410L5

System Property Yalue
w |[OL-PROFIMET assignment (slot 5 ... 8)
General Slot 5, subslot 1 - Submoduletype | [1) 10L 1032 PQl w
Slot 5, subslot 1 - Pll data length 32
Slot 5, subslot 1 - PIO data length 32
Slot 5, subslot 2 - Submodule type IOL5_5P3 v
Slot 5, subslot 2 - PIl data length 3
Slot 5, subslot 2 - PIO data length 3

Figure 81: PASconfig - Compare IOL-PROFINET assignment » Slot 5 with Subslots

The configuration is saved and loaded onto the PDP67 device:
- see Chapter 8.4.3 Download the configuration to PDP67 device [ 38 f].
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10.2.3 10-Link Configurator - FS 10-Link device configuration of the PITgatebox pushbutton unit

To configure the Pilz PITgatebox, start the IO-Link Configurator:
- see Chapter 10.1 Basics of the I0-Link Configurator [ 42].
and

First, import the IODD device description file as described here:
- Chapter 10.1.2 Managing the IODD device description files in the IO-Link Configurator [EL 45].

Now search for the correct product type for the PITgatebox in the IODD catalogue and drag and drop
the appropriate IODD onto |O-Link Safety Port 1 (X05):
— lO-Link port 1 (X05) »» PIT gb LLLE down IOLS (G1000023)

=i 100D catalogue
= Enter filter text=
[O-Link standards # [O-Link devices # Pilz GmbH Co. KEG % Control and signal devices

: :
2 .
PIT gb CLLE down PIT gb CLLE up IOLS
10LS [1.1] [1.1]
: :
. .
PIT gb LLLE down PIT gb LLLE up IOLS
10LS [1.1] [1.1]
Product Id: G1000023 )

Pushbutton unit PlTgatebox with 1 E-STOP
pushbutten and 3 illuminated pushbuttons, 10-Link

Description: Safety, &-pin M12 female connector and 4-pin K12
male connector, plug-in connectors at the bottom,
incl. colour covers

Product range: Control and signal devices
Date of issue:r 2025-01-24
Versiom: W1.0

PILZ-Control_And_Signal_Devices-PTghk-20250124

100D file name: 000 1 sl

Figure 82: 10-Link Configurator — IODD catalogue » Selection of the PITgatebox pushbutton unit
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Ir“’_ "
DEA ‘|A['\‘§E D
\. .
1 (X03)

' ™
| |
DEACTIVATED
i A
3 (X0T)

@2 @IO-Link) [
l z \

8
*F‘IT gh LLLE down 10LS

PIT gk LLLE down 1OLS

Pushbutton unit PITgatebox with 1 E-5TOP pushbutton
and 3 illuminated pushbuttons, [O-Link Safety, 8-pin
M12 fermale connector and 4-pin M12 male connector,
plug-in connectors at the bottom, incl, colour covers

Vendor ID: 2351
Device ID: 12288

Port mode: |0-Link Safetycom
Cycle timme: 20000
[O-Link revision: 1.1

Double-click on the device to open the |ODD parameter
page.

N

)

3 (R07) 4 (x02)

Figure 83: 10-Link Configurator — Inserting the PITgatebox pushbutton unit

Save the changed configuration with the menu item ‘lO-Link project’ » ‘Save’.
The next step is to commission the IOL port and the IOLS device connected to it using the download
manager of the IO-Link Configurator:

- see Chapter 10.1.3 Functions of the download manager [ 46].

The use of the fail-safe extension “lO-Link Safety System Extension”
required here necessitates the application of:

10-Link Safety operating modes

An |O-Link safety device has the following operating modes:
1. the operating mode, referred to as “Armed mode” in the tool, and
2. the parameterisation mode, referred to as ‘Commissioning mode’ in the tool.

Armed mode

- Inthis mode, the device exchanges data cyclically.

— Based on the set parameters, a checksum called TechParCRC is created.
This checksum must be identical on the device and in the port configuration of the 10-Link Safety
Master; only then can secure data exchange take place.

— The device does not accept any parameter changes in this mode.
These must be setin commissioning mode.

Commissioning mode

— This is the commissioning mode for safe parameterisation.
— The TechParCRC of the device and the IOL port must be setto ‘0’.

INFO

If IO-Link Safety devices are delivered preconfigured in armed mode, they must first be
switched to commissioning mode in order to change parameters.
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Open the Download Manager.
The ‘Device status’ shows ‘Port not connected’ because ‘Port 1’ has not yet been activated.
Download the ‘System configuration’ to activate the configured |0-Link port:

+* Download Manager .t

Download of the configuration

€3 Cannot download because some of the devices are not connected or the configuration
does not match the connected device. Deselect all the affected ports to continue
Mode of the |0-Link Safety Devices
[] Set the value of the TechParCRC parameter to match the mode
Armed mode (TechParCRC is calculated)

Commissioning mode (TechParCRC = 0]

Systern configuration
B Transfer port configuration to the Master

Parameter configuration of the devices

Port Device Device status

_ Port1 PIT gb LLLE down IOLS  Port unconnected |

[=s]
(L

ack Mext > [ Start download Cancel

Figure 84: 10-Link Configurator — Download Manager » Transfer ‘System configuration’ (Port 1)
The change to the security configuration must also be confirmed:

o+ Download Manager x

i Important safety information!

Downloading to the system means a change to the safety configuration. For this reason, you should carry
out a commissioning test before commissioning,

Further information is available in the download area of the Pilz homepage at https:/www pilz.com,

B | accept the changes to the safety configuration.

< Back Mext = Start download [ Cancel

Figure 85: 10-Link Configurator — Download Manager » Accept security prompt

An ‘FS password’ is required to transfer the ‘System configuration’.
The default password is “pssu” (see also note at Figure 53 [ 38].
Enter the ‘FS password’ and ...

o F5 password required >

(i) Enterthe FS password to perforrm the download.

FS password | sane

L

Figure 86: I0-Link Configurator — Download Manager » Confirm security prompt
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... confirm restart of the PDP67 device:

o PDPGT x

Download of the FS configuration data to the PDPET system was successful. Do you
want to restart the system?

PILZ 10-Link Configurator

Preparing the table "Parameter configuration of the devices"

Figure 87: 10-Link Configurator — Restarting the I0O-Link master
After downloading and restarting the PDP67 PN, IOLS port 1 (X05) is activated:

Figure 88: PDP67 - Activation of the IOLS ports » Port 1 (X05)

In the download manager, which is still open, the ‘Device status’ of ‘Port 1’ now reads: “---".

Select ‘Port 1’ and the value ‘TECHPARCRC = 0’ so that the PITgatebox can be putinto
‘Commissioning mode’ with the new download:

= Download Manager

Download of the configuration
€3 The device configuration can only be downloaded to devices if the devices are in

commissioning mode,

Mode of the 10-Link Safety Devices
B :5et the value of the TechParCRC parameter to match the model

() Armed mode (TechParCRC is calculated)
O Commissicning mode (TechParCRC = 0]

Systern configuration
B Transfer port configuration to the Master

Parameter configuration of the devices

Port Device Device status
® Portl PITgbLLLE downIOLS --- J

< Back Mext = Start download Cancel

Figure 89: 10-Link Configurator — Download Manager » Start ‘Commissioning mode’ (Port 1)
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Here, too, the value of ‘FS Authenticity CRC’ must be confirmed:
- PDPGT

The F5 Authenticity CRC value of a port and the corresponding device must match.
This is not the case on the following ports:

(1]

Do you want to continue the download and to set the value of the devices F5
Authenticity CRC to the value of the ports FS Authenticity CRC?

Mo
PILZ 1O-Link Configurator
Restarting port 1 with PortPowerOffOn
Current operation | Port status | [=] [+ ‘ W @ | g - | Current operation
Source Action Result
~|[1: PDP&T PM 2FDIO -‘1IOLS| Port Restarted successfully,
w Port1 Port is restarted Port Restarted successfully.
Authenticity Download Download was successful,
Protocol Download Download was successful.

Figure 90: I0-Link Configurator — Download Manager » Activate ‘Commissioning mode’ (Port 1)

In the Download Manager, the ‘Device Status’ of ‘Port 1’ now reads: “Commissioning Mode”.
Select ‘Port 1’ and set the value of ‘TECHPARCRC = 1’ so that the PITgatebox can be putinto ‘Armed
mode’ with the new download:
+* Download Manager *
Download of the configuration

1y When parameters are transferred, the connected device is restarted,

Mode of the |0-Link Safety Devices
B 5ct the value of the TechParCRC parameter to match the mode

0 4rmed mode (TechParCRC is calculated):
@] Commissioning mode (TechParCRC = 0]

System cenfiguration
B Transfer port configuration to the Master

Parameter configuration of the devices

Port Device Device status

@ Port1 PITgbLLLE downIOLS Commissioning mode

< Back Mext = By Start download Cancel

Figure 91: 10-Link Configurator — Download Manager » Start ‘Armed Mode’ (Port 1)
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Set the TECHPARCRC and ...

+* Download Manager *
Check configuration
1y, For a device to switch to armed mode, the TechParCRC parameter must be set correctly.
See device's operating instructions for further information
Parameter configuration of the devices
Port  Device TechParCRC parameter
Port 1 PIT gb LLLE down IOLS 1_|
< Back Mext = Start download Cancel
PILZ 10-Link Configurator
e | Putting devices into armed mode
Transferring system configuration to all ports
Figure 92: 10-Link Configurator — Download Manager » Activate ‘Armed mode’ (Port 1)
... Confirm restart of the PDP67 device:
o+ PDP&T >
Download of the FS configuration data to the PDPET system was successful, Do you
want to restart the system?
Mo
PILZ 10-Link Configurator
Preparing the table "Parameter configuration of the devices"
Current operation | Port status | = W | E - | Current operation
Source Action Result
~i1: PDP6T PN 8FDIO 410LS Download was successful.
w» Port 1 Download Download was successful.
Protocol Download Download was successful.
Figure 93: 10-Link Configurator — Restarting the I0-Link master
The download manager now displays “Armed mode” for the ‘Device status’ of ‘Port 1°.
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» Check the ‘Device status’ in the Download Manager and
close the window with the [Cancel] button (no download):

Download of the configuration

€3 ltis not possible to download the device configuration to devices in armed mode,
Deselect all the devices in armed mode to continue downloading.

Mode of the |0-Link Safety Devices

[]Set the value of the TechParCRC parameter to match the mode
Armed mode (TechParCRC is calculated)
Commissioning mode (TechParCRC = 0]

System configuration
@ Transfer port configuration to the Master

Parameter configuration of the devices

Port Device Device status
‘e Port 1 PIT gb LLLE down IOLS  Armed mode | ]

< Back Mext = Start download -

Figure 94: 10-Link Configurator — Download Manager » Check ‘Armed mode’ (Port 1)

The Pilz PITgatebox is now ready for operation in Armed mode.

» The 'Device' LED indicates the 10-Link safety status:

Figure 95: Pilz PITgatebox — I0-Link safety status » ‘Device’ LED
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10.2.4 FSI10-Link process data of the Pilz PITgatebox

In the TIA Portal tool, the activated F-activation of the F-CPU (Figure 11 [EJ 17])
certain F function blocks for an F sequence group are inserted into the project navigation.
— see the menu item Extras » Settings » Section ‘STEP 7 Safety’ in TIA.

The processing of the FS process data must be programmed in the ‘Main_Safety RTG1[FB1]’
program block; see notes in the Chapter 8.5 Error-free system start-up [Ed 40].

The Operating Manual for the Pilz devices PIT gb CLLE/LLLE up/down IOLS (OM No. 1006657) contain
tables for assigning the FS and ST data of the device in the chapter ‘/O-Link Safety Process Data’,
specifically in the section ‘/O-Link Safety Master to I0-Link Safety Device’.

The addresses for the respective signals are based on the start value “0.0”:

Device address (IOLD) | Signal name Project address (TIA) | Description

FS input 1I0.0 FS_SafetyRelease1 %$I142.0 Enable signal for safety output 1
FS input 1I0.1 FS_SafetyRelease2 $I42.1 Enable signal for safety output 2
FS input 1I0.2 FS_E_Stop $I142.2 Emergency stop status

FS output 00.0 FS_SafetyPowerOutput32 %$Q42.0 Control of safety output 32

FS output 00.1 FS_SafetyPowerOutput42 %$Q42.1 Control of safety output 42

The start addresses in the TIA Portal for submodule 5.2 ‘IOLS_SP3’ are: %1/42.0 and %Q42.0.
— Figure 78: TIA Portal — Device view » Overview of Subslots for the Pilz PITgatebox [LJ 49].

This fulfils the requirements for the F-CPU to exchange fail-safe process data with the Pilz PITgatebox

via the PDP67 device:

Default tag table

Marne

Fd

kad

(%)}

=M-N-N-N-

IOL_Portl_PITgh_FDI_10.0
IOL_Port1_PITgb_FDI_10.1
IOL_Portl_PITgh_FDI_10.2
IOL_Portl_PITgb_FDO_QO0.0
IOL_Portl_PITgbh_FDO_Q0O.1

Data type
Bool
Bool
Bool
Bool

Bool

Address
Teld2.0
%el42.1
Teld2.2
042.0
L0421

Retain

Acces... Writa... | Visibl...  Monitor value

W 7 W 3 TRUE

W 7 W 3 TRUE
[ ¥ W 3 TRUE
[ ¥ W 3 TRUE
[V v W [ FaLsE

Figure 96: TIA Portal — Online mode » Process data from the Pilz PITgatebox

The process data can be displayed online in advance in the 10-Link Configurator tool:
Double-click on the icon for the PITgatebox port ‘7 (X05)’ to open the device data.
Then connect the device online 1) and switch to the “Process data” section {2):

Process data 2

| | \Ga@ ol@-

| -

Marme

~ F5 process data In
SafetyEnablel
SafetyEnable2
E_Stop

~ 5T process data In
Bitset Status Button
Bitset Status Button2
Bitset Status Button3

~ F5 process data Out
SafetyPowerQutput32

SafetyPowerQutputd?

Data types

BooleanT
BooleanT

BooleanT

UlntegerT
UlntegerT
UlntegerT

BooleanT

BooleanT

Subindex

133
134
135

1
2

168
169
170

72
a8

168
169

o

ro

ro

ro

ro

ro

ro

ro

ro

ro

ro

Bit offset  R/W  Dynamic

v

S N N NN

Inactiv
Inactiv

Inactiv

Value on device

m

m

m

Inactive

Active

Value on device | Value in project | Value in project
Active Inactive v || Active ~
Active Inactive v || Active ~
Active Inactive ~ (| Active v
l 32768 ‘ 32768 lEE'DQ
l Active ‘ Inactive v || Active v
Inactive Active v [l Inactive v

Figure 97: 10-Link Configurator — Online mode » Process data of the Pilz PITgatebox

Do not forget to disconnect the online connection afterwards!
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10.3 Configuration of an IOL sensor (ST)
10.3.1 TIA Portal - ST 10-Link device configuration of the PDP67 device

The procedure requires the system to be configured and commissioned according to Chapters 7 and 8.

The ifm RA3100 IOL sensor is connected to the PDP67 device connection X06.
To do this, the I/0 containers (submodules) must be configured in accordance with the operating
instructions:
1. The sensor is configured on Slot 6: ‘Port IOL_2’.
* Description: For IO-Link FS/ST process data and for diagnostic purposes.
2. The standard IO-Link container is assigned to Subslot 6.1: ‘IOL_I2_PQlI’.
* Description: 2 bytes PAE plus 1 byte PQI, 0 bytes PAA
3. No fail-safe IO-Link Safety container is assigned on

Switch to “Device view” (if not already selected) and
select the device “pdp67pn [...]” [...] (see Figure 33 [ 28]).
Now carry out the two steps mentioned above one after the other:

Module Rack slot | address | Q address Type
~ pdp&7pn 0 0 FOPG7 FN 8FDIO 41
b PROFINETIO 0 0 X1 pdp&7pn
Fort 2FDIO_] 0 1 Fort ZFDIO
Fort 2FDIO_2 0 2 Fort ZFDIO
Fort 2FDIO_3 0 3 Fort ZFDIO
Fort 2FDIO_4 0 4 Fort ZFDIO
¥ Port [OL_1 0 = Fort 10L
IOL_1032_PQI 0 51 9.4 B..39 IOL_I032_PQI
IOL5_5F3 0 E 42..49 4249 IOLS_5P3
[T 0 &
s 0 7
L4
0 8
¥ FortlOL_2 0 6 Fort IOL
Jltﬁi-il |2 FaI 0 61
:3. 0 62
0 7

Figure 98: TIA Portal — Device view » Adding the submodules for the ifm RA3100

The data container of the submodule is now assigned to the Slot (Subslot):

Device overview
Maodule .. |Rack |Slot |laddress |Q address Type Article number | Firmware |Comment Access
¥ pdp67pn 0 o PDP&7 PN BFDIO 410L5 V1 2.x 4R0O00004 V1Z2x PDP&7 PLC 1
» PROFINETIO 0 0 X1 pdp67pn PLC 1
Port 2FDIO_1 o 1 Port 2FDIO FLC_1
Port 2FDIO_2 o 2 Port 2FDIO FLC_1
Part 2FDIO_3 o 3 Port 2FDIO PLC_1
Part 2FDIO_4 o 4 Port 2FDIO PLC_1
> Port1OL_1 o 5 Fort 1OL PITgb Gatebox PLC_1
|0L_ID32_PQI 0 51 9.4 8.39 I0L_I032_PQI 5TSubmodule PLC_1
IOLS_5F3 o 52 42 .49 4249 10L5_5F3 FS Submodule PLC_1
¥ PortlOL_2 o 6 50..52 Fort 1OL ifm RA3100 RLGE]
IOL_IZ_PQI 0 61 50.52 10L_I2_PQI 5TSubmodule PLC_1 B
o 62
o 7
o 8
o 9
STcontainer 801 12D0_1 o 10 8 6.7 STcontainer 8D1 12D0 PLC 1
FS container FOIO, channel granular_1 0 11 0.7 0.5 FS container FDIO, channel granular PLC_1
o 12

Figure 99: TIA Portal — Device view » Overview of Subslots for the ifm RA3100

Now the TIA Portal project must be saved, translated and loaded into the F-CPU, and
the F-CPU must then be set to RUN mode as described in:
— Chapter 8.3 TIA Portal - Transferring the configuration to the S7 F-CPU [[Ed 32 f].

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal

1007106_EN_02 PILZ | 60/88



Configuration of the IO-Link Safe

ty Ports (IOLS)

10.3.2 PASconfig - ST 10-Link device configuration of the PDP67 device

PASconfig is now started:

- see Chapter 8.4.1 Start of PASconfig via TIA Portal device configuration [EJ 34].

Note:

The F addresses from the TIA project are checked again when the programme is started and, if they have
been changed, they are adopted:

- see Chapter 8.4.2 Setting up the PROFlsafe address of the PDP67 device [[Ed 36].

- see Figure 80 [

51].

The changed IOL-POFINET assignment of Slot 6 with its two Subslots is displayed in the ‘Properties’

window:

EA Problems | [C] Properties

. PDP67 PN 8FDIO 4I0LS

| Slets,

| Slot#, subslot 1 - Pl data length
Slot 6, subslot 1 - PIO data length

subslot 2 - Submodule type
Slot &, subslot 2 - Pll data length

| St 6, subslot 2 - PIO data length

System Property Value
w [OL-PROFIMET assignment (slot 5 ... 8)
General Slot 5, subslot 1 - Submodule type [OL_1032_PCI
Slot 5, subslot 1 - Pl data length 32
Slot 5, subslot 1 - PIO data length 32
Slot 5, subslot 2 - Submodule type IOL5_5P3
Slot 5, subslot 2 - PIl data length 3
Slot 5, subslot 2 - PIO data length 3
Slot 6, subslot 1 - Submodule type B [QL_|12_PCi

ﬂﬂ

Figure 100: PASconfig— Compare IOL-PROFINET assignment » Slot 6 with Subslots

The configuration is saved and loaded onto the PDP67 device:

- see Chapter 8.4.3 Download the configuration to PDP67 device [LH 38 f].
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10.3.3 10-Link Configurator — ST 10-Link device configuration of the ifm RA3100 sensor

To configure the ifm RA3100, start the 10-Link Configurator:
- see Chapter 10.1 Basics of the I0-Link Configurator [ 42].

and

First, import the IODD device description file as described here:
- Chapter 10.1.2 Managing the IODD device description files in the IO-Link Configurator [EL 45].

Now search for the correct product type of the rotary encoder in the IODD catalogue and drag and

drop the appropriate IODD onto IO-Link port 2 (X06):
- 10-Link port 2 (X06) »» RA3100[1.1] (RA31000)

=i 00D catalogue
<Enter filter text>
[0-Link standards # [O-Link devices # ifm electronic grmbh # Rx3

% %

RA3100 [1.1] RAI101 [1.1]

Product Id: RA3100 =)

Description: En-:uu:!er hollow sljaﬂ, Prucgss connection & & mm,
Electrical connection M12, Diameter 36.5 mm

Product range: Fx3

Date of issue: 2020-12-05

Version: V1.3.14

ICDD file name: ifm-0001F3-20201208-10001.1 2ml

®e ®e

RA3104 [1.1] RA3TI0[1.1]
Figure 101: 10-Link Configurator — IODD catalogue » Selection of the ifm RA3100
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- 5
|II |
DEACTIVATED 1-]
\ v,
2 (X06)

. ™y
| |
DEACTIVATED
b oy
4 (x08)

(C/Q =)

O

RA3100

RA3100
Encoder hollow shaft, Process connection @ & mm,
Electrical connection P12, Diameter 36.5 mm

Vendor ID: 310
Device |0 499

Port modes 10-Link Autostart

Cycle time: 2300
|Q-Link revision: 1.1

page.

Double-click on the device to open the |ODD parameter

. )

4 (X08)

Figure 102: 10-Link Configurator — Inserting the ifm RA3100

Save the changed configuration with the menu item ‘1O-Link project’ » ‘Save’.
The next step is to commission the IOL port and the IOL device connected to it using the download
manager of the I0-Link Configurator:

— see Chapter 10.1.3 Functions of the download manager [ 46].

Opening the download manager.

The ‘Device status’ shows “-~—--" because ‘Port 2’ is not yet activated.
Download the ‘System Configuration’ to activate the configured 10-Link port:

o Download Manager

Download of the configuration

€3 ltis not possible to download the device configuration to devices in armed mode,

Deselect all the devices in armed mode to

Mode of the [0-Link Safety Devices

continue downloading.

[C] Set the value of the TechParCRC parameter to match the mode

Armed mode (TechParCRC is calculated)

Commissicning mode (TechParCRC = 0)

Systemn cenfiguration

B Transfer port configuration to the Master

Parameter configuration of the devices

Port Device

Device status

|:| G

PIT gb LLLE down I0LS  Armed mode |

@ Port2 RAIOD -

: l

< Back Met = Start download

Cancel

Figure 103: 10-Link Configurator — Download Manager » Transfer ‘System configuration’ (Port 2)

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal

1007106_EN_02

PILZ | 63/88



Configuration of the IO-Link Safety Ports (IOLS)

The change to the safety configuration must also be confirmed:

¢ Download Manager

i Important safety information!

Downloading to the system means a change to the safety configuration, For this reason, you should carry

out a commissiconing test before commissioning.

Further informaticon is available in the download area of the Pilz homepage at https://www pilz.com.

B accept the changes to the safety configuration.

< Back Mext = Start download [

Figure 104: 10-Link Configurator — Download Manager » Accept security prompt
The port configuration is being downloaded:

ol My PILZ 10-Link Configurator

AP
' \
./

Transferring device configuration to port 2

Downloading port configurations

2 (X0B)
Figure 105: 10-Link Configurator — Download Manager » Port configuration (Port 2)
Confirm restart of the PDP67 device:

ST -t T Tt T T

PILZ 10-Link Configurator
1 ]
| '0' Downloading port configurations

L |

Transferring syster configuration to all ports

o= PDP&7

Download of the FS configuration data to the PDPET systern was successful, Do you
want to restart the system?

PILZ 10-Link Coenfigurator

Preparing the table "Parameter configuration of the devices"

Figure 106: 10-Link Configurator — Restart of the |O-Link master

Cancel
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After downloading and restarting the PDP67 device, IOL port 2 (X06) is activated:

c/a
e % System overview | i= Port properties|
e Current operation | Port status | [—] 'Eé\h & | @ v|{2urrentoperation
RAI100 Source Action Result Details
w 1:PDP&7 PN 8FDIO 4I0QLS Download was successful.
»|Port 2 Download  Download was successful,
2 (X0B)

Figure 107: PDP67 - Activation of the IOL ports » Port 2 (X06)

Now you can establish an online connection to the ports:

Source Action Rezult Details
w 1:PDPET PM BFDIO 410LS Port unconnected [2]
5 Port1 Port conn... Port connected
~|Port 2 Port conn... Port connected
cDir-Basic Download  Download was successful.
rsLT Download  Download was successful.
QUT_ENC Download Download was successful.
Application-specific Tag  Download  Download was successful.
ﬁ 5 Port 3 Port conn... | Port unconnected
= » Portd Port conn...  Port unconnected
©a @IO-Link!® e @ Upload
safety
I Q 4 Opening the connection and reading the status of the port...
i e k. <
PIT gb LLLE down |OLS RA3100 _
Device present and identified. Reading parameters...
k- A
1 (X035) 2 [X06)

Figure 108: I0-Link Configurator — Online display » Port status (Part 1)

and ...
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b ...display the port data:

Project name: pdp&7pn
Project properties Value
| ~ Master
FSCP Authenticity 1 6]
I

Port mode [F710-Link Safetycom
Manufacturer D 235
Device ID 12238
Pin 2 operating mode m Mot supported
Port cycle time m 0
Validation and Backup m Mo Device Check

Port mode [ 10-Link Autostart
Manufacturer D 310
Device ID [ 499
Pin 2 operating mode m Mot supperted
Port cycle time Ro
s Port3
» Portd
2, System overview | i= Port properties
Current operation | Port status ‘ W ‘ A ‘ Current operation  Onfine
Source Property Value
~ 1:PDPG7 PN 8FDIO 410LS
~ Port1
Device status Armed
Information about port status  5CL active
Master cycle time 103
Information about port quality  VALID / PDOUTVALID
Transmission rate comz
Number of diagnostic messages 0
Vendor 1D 2351
Device ID 12288
Revision ID 11
Length of input data x0F
Length of cutput data xDF
w Port 2
Device status Precommissioning
Information about port status ~ Operate
Master cycle time 49
Information about port quality  VALID / PDOUTWALID
Transmission rate comz
Number of diagnostic messages 0
Vendor ID 310
Device ID 439
Revision 1D 11
Length of input data 2
Length of cutput data 0xD0

Figure 109: 10-Link Configurator — Online display » Port status (Part 2)

> Don't forget to disconnect the online connection afterwards! HE i ‘
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10.3.4 STIO-Link process data of the ifm RA3100

The processing of the ST process data must be applied in the TIA Portal programm.

The start address in the TIA Portal Portal for submodule 6.1 ‘IOL_I2_PQVI’ is: %/W50.

- see Figure 99: TIA Portal - Device view » Overview of Subslots for the ifm RA3100 [ 60].
This fulfils the requirement for the S7 CPU to exchange process data with the ifm RA3100 via the PDP67

device:

Default tag table

Marme Data type | Address Retain | Acces... Writa... Visibl... | Monitor value
| 4 0L _Port2_ifm-Sensor Int HIWS0 [+ =2 M o73
Figure 110: TIA Portal — Online mode » Process data of the ifm RA3100
The process data can be displayed online in advance in the I0-Link Configurator tool:
Double-click on the icon for the RA3100 port ‘2 (X06)’ to open the device data.
Then connect the device online 1) and switch to the “Process data” section {2):
| | \Oﬁ@ olB-zi|w-0] -
Process data @
Marme Data types Subindex  Bitoffset R/W  Dynamic | Value on device Value in project | State Unit  Description
w 5T process data In ro v
Counter UlntegerT 1 ] ro < 973 973 Uploaded
Figure 111: 10-Link Configurator - Online mode » Process data of the ifm 3100
Do not forget to disconnect the online connection afterwards!
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10.4 Automatic detection

If the device connected to the IOL port is unknown, you can use:

— the port mode “IO-Link Autostart” to read out the ‘Vendor ID’ and the ‘Device ID’:

Port configuration » Port mode » w Deactivated
\ ) Pin 2 operating mode > 10-Link Manual
2 (%06) 10-Link Autostart

510 Digital Input (D)
510 Digital Qutput (DO)
\ 10-Link Safetycom

Figure 112: 10-Link Configurator — Port mode “lO-Link Autostart”

Open the download manager; ‘Port 2’ is now not visible.

Download the ‘System Configuration’ to activate the autostart function on the 10-Link port:

=+ Download Manager *
Download of the configuration
€3 Itiz not possible to download the device configuration to devices in armed mode,
Deselect all the devices in armed mode to continue downloading.
Mede of the |O-Link Safety Devices
[ Set the value of the TechParCRC parameter to match the mode
Armed mode (TechParCRC is calculated)
Commissioning mode (TechParCRC = 0]
Systemn configuration
B Transfer port configuration to the Master
Parameter configuration of the devices
Port Device Device status
i Port1 PIT gbLLLE down IOLS  Armed mode |
Back Mext = I Start download Cancel
Figure 113: 10-Link Configurator — Download Manager » Transfer ‘System configuration’
Next, confirm the change to the security configuration as shown in Figure 104 [ 64],
enter the ‘FS password’
— The default password is “pssu” (see also note at Figure 53 [[E2 38].
o F5 password required >
(i) Enterthe FS password to perforen the download,
F5 password | (TTT]
Figure 114: 10-Link Configurator — Download Manager » Confirm security prompt
and ...
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... confirm the restart of the PDP67 device:

ST -t T Tt T T
PILZ 10-Link Configurator

| Iﬁl Downloading port configurations
L |
Transferring syster configuration to all ports

o= PDP&7 ot

Download of the F5 configuration data to the PDPET systern was successful, Do you
want to restart the system?

PILZ 10-Link Cenfigurator

Preparing the table "Parameter configuration of the devices”

Figure 115: 10-Link Configurator — Restart of the 10-Link master

Now establish an online connection to the ports and
read out the “Vendor ID [310]” and “Device ID [499]” of the sensor:

(cra @ 10- LLT\]dkv ‘c/a é@ Establishing connection...
!

Establishing connection...

a
PIT gb LLLE down 10LS

Open connection and reading of the ports status...

0| VR >

L\r‘— 1 (x03) 2 (X0R)

Figure 116: 10-Link Configurator — Establish online connection

T, System overview | i= Port properties
Current operation | Port status| [= [ | (& ‘ E v| Current operation Online
Source Action Result Details
~ 1:PDP&T PM EFDIO 4I0LS Mo device match [3]
5 Port1 Port connection  Port connected
5 Port 2 Device ID Mo device match | Vendor 1D [310] Device (D [499]
5 Port 3 Port connection | Port unconnected
» Portd Port connection | Port unconnected

Figure 117: 10-Link Configurator — Online mode » Read out Vendor ID and Device ID

Do not forget to disconnect the online connection afterwards! ‘ = ‘

Now you can determine and download the corresponding IODD,

- see Chapter 10.1.1 Download the IODD device description files [ 44].
You can then commission the |0-Link device step by step,

- see Chapter 10.3 Configuration of an IOL sensor (ST) [[EX 60 ff].
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If the device is already included in the ‘1ODD catalogue’ of the 10-Link Configurator, the
corresponding IODD is automatically integrated into the relevant port:

fc/Q )
> RA3100
RA3100

Encoder hollow shaft, Process connection @ 6 mim,
Electrical connection M12, Diameter 36.5 mm

Vendor ID: 310
Device ID: 499

Port mode: 10-Link Autostart
Cycle time: 2300

|3-Link revision: 1.1

Double-click on the device to open the IQDD parameter

page.
Current operation | Port status| [< iy E -
Source Action Result
w 1:PDP&T PN 8FDIO 410LS Port unconnected [2]
» Port1 Port connection  Port connected
5 Port2 Port connection Port connected
» Port 3 Port connection | Port unconnected
5 Portd Port connection | Port unconnected

Figure 118: 10-Link Configurator - Automatic device integration

Do not forget to disconnect from the online connection afterwards!
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11 Helpful functions for commissioning and maintenance

11.1  Security functions

In order to protect plants, systems, machines and networks from cyber threats, it is necessary to
implement and continuously maintain a holistic industrial security concept that corresponds to the

current state of the art.
The EU's binding Cyber Resilience Act (CRA) defines rules for information security, which are also being
gradually integrated into the hardware and software for automation systems through additional

measures.
Two functions relevant to this Application Note are shown here.

Digital signature of the PASconfig software when starting from TIA Portal.
- see Chapter 8.4.1 Start of PASconfig via TIA Portal device configuration [Ed 34].

Start device tool %

Select tool or access point

w PASconfig

Properties
F5 /0 Mapping
Information on tool or access point:

Configuration ofthe PSSu systems

Publizsher: PILZ GIMEH & CO. KG

With this command you exit the TIA Portal runtime environment.

@ The digital signature of the device tool is valid.

| Show signature

[ Start hlj | Cancel

r )
Digital Signature Details ? by n  Certificate X

General  advanced General Details Certification Path

— . Digital Signature Information

2| s digital signature is OK. ) Certificate Information

This certificate is intended for the following purpose(s):

Signer information » Ensures software came from software publisher
» Protects software from alteration after publication

Name: |Pilz GmbH & Co. KG
E-mail: |Not available
Signing time: |'n."'.|'ednesda\,r, June 25, 2025 2:34:00 PM *Refer to the certification authority's statement for details.
Issued to: Pilz GmbH & Co. KG
- ke
Counlersignakures Issued by: g&ﬁeﬂrg'lz'rnuzsﬁ:d;i‘# Code Signing RSA4096
Name of signer: Timestamp Valid from 8/10/2023 to &/12/2026

DigiCert Timestamp 2024  Wednesday, June 25, 2025 2:34:00 P

Install Certificate. ..

]
%]

[wr)
Ir|.

ox

A

Figure 119: PASconfig — Security » Digital signature with certificate
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Secure identification of the F-controller ‘PLC_1:

Establish connection to device

"PLC_1" might not be a trustworthy device.

The following errors were found when verifying the certificate:

-The IP address of the device does not match the addresses of the ~
associated certificate.
-The device certificate cannot be verified as trustworthy because the
chain of trust is incomplete.
~

Display certificates

If this device is the one you want, it is trusted and you can connect. If this
device is not the one you want, you should abort the connection.

[ Connect k"‘ | Abort connection |

Load preview

9 Check before loading

» Software

» Safetyprogram

Online
Offline

0 b Textlibraries

Status 1 Target
+ 1 v FLC1
1 * Protection
1
1 ¥ Data foridentifica...

* Safety |dentificati...

hessage

Loading will not be performed because preconditions are not m...

Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segmentation. For
rnore information about industrial security, please visit
http:liwww.siemens.comiindustrialsecurity

Load identification data to the PROFINET IO devices and their mao...

Download software to device

Load safety program to device

Difference between the configured serial numbers in the Safety ...

5 CRDATHAZAZ023

Download all alarm texts and text list texts to device

Action

Load "PLC_1'

Load nothing

Consistent download

Consistent download

F-CPU identified
{Accept online serial
nurmber}

Consistent download

Cancel |

Online
Offline

@ Q00

b Textlibraries

* Safetyldentificati...

Difference between the configured serial numbers in the Safety ...

5 CRDATHAZA2023

Download all alarm texts and text list texts to device

F-CPU identified
{Accept online serial
number}

Consistent download

[__rinzn__[fstoadgll]  Gencel |

Figure 120: TIA Portal — Security » Identification of the F-CPU
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11.2

11.21

Notes on IOLS ports

Set IOLS ports to default settings (back-to-box)

The following procedure describes how to reset the 10-Link safety devices to their default settings. This
process is also known as ‘BACK-TO-BOX’.

INFO

It is recommended to set the |O-Link safety devices to Back-to-box before performing a

factory reset on the PDP67 device!
— see Chapter 11.7.2 Device exchange using MicroSD card and Reset button [[EJ 82].

11.2.2 Resetting the IOLS command and signalling device Pilz PITgatebox

Select ‘Port 1’ and the value ‘TECHPARCRC = 0’ so that the Pilz PITgatebox can be set to
‘Commissioning mode’ with the new download:

o Download Manager

Download of the configuration

1, When parameters are transferred, the connected device is restarted.

Maode of the [O-Link Safety Devices
B Sct the value of the TechParCRC parameter to match the mode

(") Armed mode (TechParCRE is calculated)
(s ] Commissicning mode (TechParCRC = 0)

Systern configuration

B Transfer port configuration to the Master

Parameter configuration of the devices

Port Device Device status

@ Port1 PIT gb CLLE down IOLS  Armed mode

< Back Start download Cancel

Figure 121: 10-Link configurator — Download manager » Set PITgb to ‘Commissioning mode’
Check whether the device is in ‘Commissioning mode’:

Parameter configuration of the devices

| Port Device Device status
‘e Port1 PIT gb CLLE down IOLS Commissioning mode |
O Port2 RA3100

< Back Mext = Start download

Figure 122: 10-Link Configurator — Download Manager » PITgb is in ‘Commissioning Mode’

Close the download manager with [Cancel].
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Double-click on the device PITgatebox, port 1 (X05) to open the device data.
Establish an online connection to the device.

(P
I

Switch to the “Diagnostics” area and open the “Service Functions” section.
Start the System Command [Back-to-box]:

<= Back to configuration

10DD parameters
1: PDPET PM 2FDIO 410LS Port 1

PIT gb CLLE down [OLS

= Show [ODD details

Figure 123: 10-Link configurator — Display diagnostics » Start [Back-to-box] command

Process data

<"

Identification

<«

Observation

45

Parameter

£

Diagnostics

»

Mame

Device Status

2

20

w Service Functions

w Detailed Device Status  ro

Value on device

/AW Dynamic

w Device Status Information

o Device is OK

ro

S S

ro

Value in project

Systern Command

Wo

Generic

45

=+ PDP&7 X
Are you sure you want to run the systemn command [Back-to-box]?
Mo
Diagnostics
MName R Dynamic  Value on device  Value in project State
v Device Status Information
Device Status ro o Device is OK ~ | Default value
~ Detailed Device Status  ro vy
2 ro o Default value
20 ro o Default value
~ Service Functions
System Command wo Back-to-box _
Current operation Whriting parameters... - Cancel
Current operation | Port status | [ | w @ | = "‘ Current operation Online
Source Action Result Details
~i1:PDP&T7 PN 8FDIO 4I0LS Port connected
w Port 1 Port connection  Port connected
Systern Command  Download Download was successful.  The value was successfully written to the device.

Figure 124: 10-Link Configurator — Display diagnostics » Execute [Back-to-box] command

Do not forget to disconnect the online connection afterwards!

& 0]
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11.3 Notes on establishing the online connection to the PDP67

A network connection is required for detailed configuration and online connection between the
PASconfig PC and the PDP67 device:
> see Figure 12: Application — Wiring of Ethernet connections (schematic) [ 18].

This allows you to perform various online actions, for example:

- firmware updates,

— downloading FS/ST configuration data,

- uploading device data, and

— displaying the error stack

The PASconfig PC must have an IP address from the same subnetwork as the IP address of the PDP67
device; the port number is required for the connection to the configuration PC.

Three parameters are required for this communication connection to the device:

1. the IP address (default setting: 0.0.0.0 »» 192.168.0.2),

2. the port number (default setting: 18080 »» 18080) and

3. the F address (default setting: 1 »» 5).

If the IP address 0.0.0.0 is still present on the device, the following response is received
as no online connection can be established between the PASconfig PC and the PDP67 device:

w0 F-Address mismatch W

Please check the connection. Mo connection can be established to the following
systems:

pdp&Tpn

Figure 125: PASconfig — Error message ‘No connection established’

Therefore, the PDP67 device must be assigned an IP address first, so that PASconfig can establish an
online connection to this decentralised fieldbus device.

One option is to save, translate and transfer the T/IA project to the F-CPU.

- see Chapter 8.3 TIA Portal — Transferring the configuration to the S7 F-CPU [ 32 f].

After restarting, the configured IP addresses are setin the PROFINET network:

- see Figure 31: TIA Portal — Properties of PDP67-PROFINET interface [X1] » General [E 26].

Notes:

Please note that the IP address of the PASconfig PC must be in the same subnetwork as the IP

address of the PDP67 device.

— For PROFINET networks, the free Siemens tool PRONETA Basic can be used to perform many
analysis and configuration tasks, see Subchapter 11.3.1 Determining the IP address and port
number (PROFINET) [Ed 75].

In addition to the IP address, the F address configured for the PROFIsafe group in the TIA Portal tool

must also be set in the connection manager.

— Important: Please note the information in the Subchapter 11.3.2 Determination and temporary
assighment of the F-address (PROFlsafe) [ 76 f].

11.3.1 Determining the IP address and port number (PROFINET)

The following tools can be used to determine existing PROFINET devices in a network:
First of all, you should use the online functions of the PLC programming tool used,
here especially for TIA Portal in the Online menu the function “Accessible devices...”.
- see Chapter 7.4 Setting up the Ethernet adapter [[EJ 18], Figure 13 & Figure 14.
For PROFINET networks, the free Siemens tool PRONETA Basic can be used to perform many
analysis and configuration tasks for these devices, such as displaying and setting the IP address and
the PROFINET device name.
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11.3.2 Determination and temporary assignment of the F-address (PROFlsafe)

The FS container used in Slot 11 has an F-address:
> see Info under Chapter 6.2.1.1 Failsafe and standard I/0 process image [Ed 13 f]
This has two functions:

1. software F-address of the device for PROFIsafe communication in the PROFINET network

and
2. necessary (third) parameter for establishing the connection to the configuration PC.

Without the F-address, no connection to the PDP67 device can be established.

If you no longer know the F-address of a fieldbus device that has already been configured or used, you
can read it out from the device using the PASconfig tool and use it temporarily for communication

between the configuration PC and the Pilz device.

Prerequisites:

— The configuration PC is connected to the PDP67 device and

— you know the IP address and the port number of the device (see Chapter 11.3.1)
Procedure:

— The configuration of a PDP67 device with an unknown F address is imported either via an existing

PLC project or it must be newly created in PASconfig.

— Then start the »Connection manager«in the Tools menu, activate the line with the correct

connection in its table and should first »Test« whether this is “error-free”.

Connections

The connecticn to the system "pdp6ipn” is ok,

Figure 126: PASconfig — Connection manager » Manage connections to systems

— Now click on the button »Edit«, a window like in Figure 127 opens:
¢ There you click on the button »Retrieve F-address for the Ethernet connection.« {1).

Mame Device IP address  Port number F-address
.
i PLC 1:pdpb7pn PDPET PN 6FDI 6FDIO 2ZFDOTP (w1) (4R0000D0T)  192.168.0.2 128080 1
o PASconfig *

¢ Now you are asked to enter the ‘FS password’ (default: “pssu”) {2) ¢3), to execute the function:

» The F-address for the Ethernet connection is now read out of the device.
» This F-address is then displayed ¢4) and
» temporarily assigned for the selected PDP67 device with »Finish« {5).

o Edit connection O *
Connection

Enter connection details for the system.

IP address: 192 .168 . 0 . 2

Port number: | 18080 |

F-addres=: | Izl |

EE Retrieve F-address for the Ethernet connection.;

o Enter FS password d

F5 password mﬂ-
Iﬂ Cancel

Eee ][ o

Figure 127: PASconfig — Connection » Read out the F-address for the Ethernet connection
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Now you can perform two functions independently of each other and in any order:
1. download the actual I/O configuration on the device
¢ see Chapter 8.4.3 Download the configuration to PDP67 device [ 38 ff]

and

2. download the current F-address to the device.
To do this, start the option »Set F-address«in the System menu.
The »Download« 1) also replaces the (previously existing and temporarily assigned)
Device F-address in the right column with the current Project F-address {2) (3,
Error-free communication with the PROFIsafe master should then be possible.
 see Figure 58: F-CPU / PDP67 - LED displays with error-free configuration [Ed] 40].

o* Set F-addresses O x
(i) Device F-address[es] have been updated.
F-address

# Project F-address Device F-address Upload

1 s [3ds

Copy

Figure 128: PASconfig — Enter F-adress » Download and Compare

11.3.3 Manual assighment of F-addresses (IOLS)

Each of the four IO-Link ports X05 ... X08 has its own F-address, which must be entered with the same
value in both TIA Portal and PASconfig:
1. InTIA, the F-address is defined in the hardware configuration of the respective second Subslot; in
the example for Slot ‘5.2°, the F_Dest_Add is “10’:
¢ see Figure 79: TIA Portal - FS submodule IOLS_SPS3 » Entering the PROFIsafe address
“F_Dest_Add” [Ld 50].
2. In PASconfig, the F-addresses of the project and on the device must be identical for the respective
‘Slot.Subslot’, in this case ‘5.2: 10’:

* see Figure 80: PASconfig — Compare F addresses of the project and the device » Subslot 5.2
[Ed 51].

The following example uses the default F-addresses.

Default values that have not been changed are not automatically transferred in the PAS project and
download to the PDP67 device. To do this, the following steps must be performed after starting the
PASconfig tool:

Start the ‘System’ function » ‘Set F-address(es)’.
»Compare«the F-addresses for the Subslots used:

o Set F-addresses O x

Set F-addresses for the system “pdp67pn”
(i) F-addresses must be in the range 1... 65534,

F-address
# Project F-address  Device F-address  Slot.Subslot Upload
L ! - 111 Download
2 2 5.2
4 0 7.2 ¢
500 8.2 s
OK Cancel

Figure 129: PASconfig — Set F-addresses » Compare project and device
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If the comparison shows any differences, these must be unified.
»Download«the (unequal) F-addresses of the project to the device.

oo Set F-addresses O *x

Set F-addresses for the system "pdp67pn”
(i) Device F-address[es] have been updated.

F-address
4 Project F-address  Device F-address  Slot.5ubslot Upload
! ! ! i " Download
2 2 0 5.2
3 3 0 6.2 Compare
4 0 0 7.2 -

Copy

5 0 0 8.2

0K Cancel

Figure 130: PASconfig — Set F-addresses » Download to device
The F-addresses are changed on the device and it is restarted:

Jrogress Information

| '0' Changing the F-address...
o* PASconfig *

'0' The systern must now be restarted for the changes to take effect.

Figure 131: PASconfig — Set F-addresses » Restarting the device

Then check again by »Compare«to see if the transfer has been performed correctly.

o* Set F-addresses O *

Set F-addresses for the system “pdp67pn”
@ Device F-address[es] have been updated.

F-address
& Project F-address  Device F-address  Slot.Subslot Upload
! ! ! 11 Download
2 2 2 5.2
3 3 3 6.2 Compare
4 0 0 7.2 .
Cop
5 0 0 3.2
0K Cancel

Figure 132: PASconfig — Set F-addresses » Check by comparing again

Click [Cancel] to close the window.
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11.4 Comparison of checksums of the failsafe configuration data
The FS checksum for the PDP67 device can be checked. If a project has been changed since the last
download, this can be determined with this comparison. For this purpose, the device project in the
offline project is compared with the one on the fieldbus device.
The CRC can be checked in two places:
1. still directly in the tool PASconfig in the menu ‘system’:
E Compare system data
f Compare CRC L\\g,
Figure 133: PASconfig — Function “Compare CRC”
or
2. in TIA Portal via »Start Device Tool...«, here now via the access point “Properties”:
Start device tool X
Select tool or access point
= PASconfig
Configuration
FS IID Mapping
Properties of the PS5u project
r Start | Cancel |
Figure 134: PASconfig — Function “Properties”
Then the window with the offline configured system properties of the PDP67 device is displayed, here
you can then start the comparison with the device data that are stored online:
o PASconfig >
Show system properties rties
(i) Show system properties for the systern pdp67pn es for the systern pdp&7pn
Mame: | bdpé7p | | pdp&dp
IP address: | 192.168.0.2 | ||192.168.02
Directony: | iPvAdditionalFiles\TCINPilz GmbH u, Co. KGYWPASconfighP55u2A | | iPvAdditionalFiles\ TCIPil
FS checksum: | 973F310 | || 9m3F310
IPar check sum: | 0x973F310, 158593808 | || ma3F310, 158593808
Online F5 checksurm: | ==== | | Comparel |9'.-"3F3'I'I}

Figure 135: PDP67 - Display of the system properties with offline/online comparison (Example)

Note:
The values of the checksums in the figures in this chapter are only examples.
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11.5 Notes on the diagnostic display in TIA Portal and PASconfig
The following example show diagnostic displays from the TIA Portal tool. These two online functions
for diagnostics are accessible via the context menu of the F-CPU:
- »Go online«:
This will include the activation of the function in the project navigation, which shows the operating
status or diagnostic status of the online-connected devices with icons.
- »Online & diagnostics«:
This opens a system related window with information on the diagnostics and other online
functions. In the “Diagnostics” folder, you can select the group “Diagnostic buffer”, in which the
“Events” are tabulated as a log file for the F-CPU and the modules assigned to it.
Al Online & diagnostics * Ctrl+D
The following figure shows the online display of the TIA project with the diagnostic symbols and the
“Diagnostic buffer” of the F-CPU:
Devices
[ . ;2“;;:;:” Diagnostics buffer
~ | ] AN_PDP&7_FDIO_Profinet_S7_Project_M.. @ O Szl Events
B Add new device Diagnostic status
T b oty O v : Diagnostics buffer [ Display CPU Time Stamps in PGIFC local time
VVVVVVV v"‘_[.' R R RNID R a O i::‘e e Ma. Date and time Event
0¥ pevice configuration Dis::? 4 8(122020 11:31:57.640 A... Diagnostics available and is being processed =t
| Pz B' d\.ag.nustlcs » PROFINET interface[X1] 5 8/12i2020 11:31:57.640 A_. Diagnostics available and is being processed =
r-. SEfEt)'P.dmII.WIKUEUDH » PROFINET interface[x2] 6 8/12i2020 11:31:57.640 A... Diagnostics available and is being processed =
L E’E ELTECE MG » PROFINETinterface GBITX3] 7 8/12i2020 11:31:57.640 A_. Diagnostics available and is being processed =
’ r’-} fiparuplEizs » Functions 8 8/12i2020 11:31:57.640 A... Erroron partner - No neighbor could be detected Bt
> Technology objects 9 81202020 11:31:57.640 A Drahtbruch an einem Port erkannt. o 1=
D len Biemellzzires s 10 8M12/2020 11:31:57.640 A Drahtbruch an einem Port erkannt. 2 =3
b L@ PLCmgs ° 11 Bi12/202011:31:57.639 A.. Drahtbruch an einem Port erkannt. o 1=
b EPLC dlm SR L 12 81202020 11:31:57 639 A | Drahtbruch an einem Part erkannt. v J=
Figure 136: TIA Portal — F-program » Online diagnostic display and “Diagnostic buffer” of the F-CPU
The more detailed error stack of the PDP67 device can be accessed in the PASconfig tool:
Systemn | Tools Window Help
Change head module
Generate report [
Parts list [
Show error stack %
Export error stack
Figure 137: PASconfig— PDP67 » Display of Error stack
The error stack with I0-Link event details can be accessed in the /O-Link Configurator tool:
Tools
g2y Import (ODD »
Y 5Show error stack &.
w7 Port status
Figure 138: 10-Link Configurator — IOL ports » Display of the error stack
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11.6

Web application on the Pilz device

A browser-based web application is integrated on the PDP67 device, enabling device functions to be

executed without using the PASconfig software.

Enter the IP address of the device in the form https://<configured IP address> in the address bar of

your web browser.

The first time you log in, use the following default data:

— User name: “admin” (or “guest”)
- Password: “PDP67”
The start page will now open:
r
>
£

pdp&7pn

= Not secure

QA

PILZ

A Start

9@ Diagnostic log
ﬁ Network
Firmware update
Wiring test
User account
Settings

Support

«

Collapse page menu

Serial number: 1000044 Product:

pdp67pn

192.168.0.2

- admin w

0 The device runs error-free.
Wiring test
Mot running

‘ G0 to wiring test

Diagnostics

‘ Show error stack

Device information
Order number: 4R000004
Serial number: 1000044
Product type: PDP&T PN SFDIO 410LS
|IP-Address: 192.168.0.2
FS check sum of configured system: 52F730A9
Firmware version: 120

Hardware version: 1.0

PDP67 PN 8FDIO 4I10LS

Figure 139: PDP67 - Web application » Start

® INFO

) |

The individual functions are described in the chapter “Web application (web app)”
of the PDP67 PN 8FDIO 4I0LS operating manual:

— Chapter 1.1 Documentation from Pilz GmbH & Co. KG [ 6].
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11.7 Notes on using the MircoSD card and Reset button
11.7.1 Carrying out of a restart (warm reset) by means of the Reset button

Procedure:
— Press the Reset button for less than 5 seconds.

After execution of a restart/reboot command, the current processing is aborted, and the device is re-
initialized. After a restart, the inputs will keep their current input values and substitute values are used
for the outputs until the connection to the controller has been re-established.

11.7.2 Device exchange using MicroSD card and Reset button

A MircoSD card is available as an optional accessory for the PDP67 device.
— seetable in Chapter 2.1 Pilz products [Ed 7]

In the event of a device failure during operation, all relevant configuration data can be transferred very
quickly to a second device using the removable data medium, without the need for software or an
online connection (Device exchange scenario).

Prerequisites:
— Onthe first PDP67 device, a MicroSD card must have been plugged in before commissioning.
— The removable data medium must not be empty or defective.
¢ After commissioning, you can use PASconfig to check the FS checksum of the device on the
microSD card; this must match the FS checksum of the configured device.

» see Chapter 11.4 Comparison of checksums of the failsafe configuration data [ 79]
Important: To ensure that final data is stored on the disk, do not remove the microSD card
until the check is complete.

— The device project on the removable data medium must match the product type.
Procedure:

— Press the Reset button for more than 5 seconds. The LED SD flashes yellow.

— Release the Reset button and press and release it again within 10 seconds.

— The device project is transferred from the removable storage card to the device.

If the required files are not available on the removable storage card, the device exchange scenario is not
performed, and an entry is written to the error stack.

NOTICE

If the previously described procedure is executed with the Reset button and
no removable storage card is plugged in, an Original Reset is performed.

Effects of the Original Reset:

ST and FS configuration data is deleted.
Profinet Factory Reset is executed

Error stack is not deleted

The fieldbus device is automatically restarted.

Application Note PDP67 IOLS PROFINET with PROFIsafe Profile on a SIMATIC PLC S7-1500 with TIA Portal

1007106_EN_02 PILZ | 82/88



Appendix

12 Appendix

12.1 Electrical port assignment of PDP67 device

Graphical overview of electrical port assignment without those for Reset button and Removable
storage media:
11/01 |2 2] 11/01
. X01 X02
00 (ST) | HiZ | 24V/T0 |1 & 00 00 3 ov _
01 (ST) | Hiz | 24viT1 |5 ¥o 0w 5] 24V/T1 | HiZ [ O1 (ST) |
10/00 |4 4] 10/00
ov [3 1| 24v/T0 | Hiz [ OO0 (ST) |
L L
SO (ST Fiz | 24ViTo X03 04 oV
(ST) | Hi @ 0 oof :
01 (ST) | Hiz | 24Vv/T1 |5 §o o 5| 24V/T1 | HiZ [ 01 (ST) |
10/00 |4 4] 10/00
ov |3 1| 24V/T0 | HiZ | OO0 (ST) |
11 (ST) 2 — — 2] 11 (ST)
L+/24V ; Xoam C,Q506 g L-/0V
n.c. n.c.
oo @nli0En [cala v "9 4/ c/Q [ 10 (ST) [00 (5T)]
| L-fov_[3 1| L+/24V |
11 (ST) [2 — — 2] 11 (ST)
X07 X08
L+/24V ; .C/OC/O. g L-/0V
n.c. n.c.
[00 (ST 10 (ST) | c/Q |4 LA 4/ c/Q 10 (ST) [00 (ST)]
| L-/0V |3 1| L+/24V |
RD+ |2 2] RD+
TD+ |1 ETHO X21 X22 ETH1 3 TD-
FE |5 5 FE
RD- [4 4 RD-
TD- |3 1 TD+
FE |5 PWR S PWR 5 FE
24V DS [1p+— X31 = X32 O AT24vVDS
2l ovLS)
3] ovDS )
4 24VLS )

Figure 140: PDP67 — Wiring » Graphical overview of electrical port assignment
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Now the electrical pin assignment for each port type is shown in detail:

Pin assignment of the Input and output ports X07..X08 ( and Standard)
Assignment
2 5 3 Pin 2FDIO 10-Link Safety
X01-X04 X05 - X08
1 24v/TO0 /HiZ/ OO0 (ST) L+ (Device Supply)
2 I1 (ST)
3 ov ov L- (Device Supply)
4 oder I0/00 (ST)
5 24v/T1 /HiZ/ O1(ST) n.c.

Notes to the port function “FS input” at X07..X04:

On a 2FDIO port without activated test clock outputs (option: “ST output”),

2 FSinputs [Pin 2&4] and 2 controllable single-pole ST outputs [1&5] can be used

.I 4 simultaneously; you can even mix the listed options channel by channel!
However, the failsafe function is then limited (no test pulses available).

With the “24V” option, you have a permanent power supply in each case [1&5].

Figure 141: PDP67 — Wiring » Pin assignment X01..X08 (M12, female, A coded)

Pin assignment of the Ethernet ports X217, X22

Pin | Assighment
1 TD+
2 RD+
3 TD-
4 RD-
5 FE

Figure 142: PDP67 — Wiring » Pin assignment X21, X22 (M12, female, D coded)

Pin assignment of the Power supply ports X37, X32

— Note here the direction of the wiring:
* X31:Interface from the 24 V power supply or from previous decentralised device
* X32:Interface to the next decentralised device

Pin Assignment

1 +24 VDC Device Supply
2 0 VDC Load Supply

3 0 VDC Device Supply
4 +24 VDC Load Supply

5 FE

Figure 143: PDP67 - Wiring » Pin assignment X31, X32 (M12, male & female, L coded)

CAUTION!

To ensure IP67 protection, unused ports should be covered with protective caps.
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Australia and Oceania
Australia

+61 3 95600621

New Zealand

+64 9 6345350

Europe

Austria

+43 1 7986263-444
Belgium, Luxembourg
+32 9 3217570
France

+33 3 88104003
Germany

+49 711 3409-444
Ireland

+353 21 4804983
Italy, Malta

+39 0362 1826711

Pilz develops environmentally-friendly products using

ecological materials and energy-saving technologies.

Offices and production facilities are ecologically designed,

environmentally-aware and energy-saving. So Pilz offers

sustainability, plus the security of using energy-efficient

products and environmentally-friendly solutions.
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Alliance Member

Partner of the Engineering Industry
Sustainability Initiative
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for further details or contact our headquarters.

Scandinavia

+45 74436332
Spain

+34 938497433
Switzerland

+41 62 88979-32
The Netherlands
+31 347 320477
Turkiye

+90 216 5775552
United Kingdom
+44 1536 460866

You can reach our

international hotline on:

+49 711 3409-222
support@pilz.com

Headquarters: Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany

Telephone: +49 711 3409-0, E-Mail: info@pilz.com, Internet: www.pilz.com
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